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Ell-1 FeR5—RY

APP APP APP

HASEN

docker-containerizer

cLI | | GRPC API || REST AP

Engine

imsge Runtime

I
Daeman
| Server |

|
| Content Plugin | | Snapshot Plugin : lcr Plugin 0 Plugin
|
|
I

|
Disk do _LE;F.{.F., b :1;..:.:

12 RERE5HE
1.21 BERFE
iSulad wJ LUIEE yum 8% rpm iy BRI s, BT yum 2 B EMOB, T rpm 1
L TR BTN ZRETE MM, B DAEEE A yum 23,
X HLZ5 H P Al e 3 7 S HRAE T ik
o (HEED I yum %3 iSulad, SH AW

$ sudo yum install -y iSulad

o ffiff] rom %% iSulad, 7FE F# iSulad LT KIUZER RPM &, RJ5TF3h%
3. 2B iSulad (1 RPM & (IR 225 7 AHIAD , %A & T

$ sudo rpm -ihv iSulad-xx.xx.xx-YYYYmmdd.HHMMSS.Qgltxxxxxxxx.aarché64.rpm

| Content Service | | Rootfs service |

1.22 HF 5%
o FONMEIRIRAZ I FZ, HIInM 2.x.x RAFLE T 2.x.x A, HHATI0 T 47

$ sudo yum update -y iSulad

o FRARIKMRAZIE ML, FIWM 1x.x BAFFEE] 2.x.x A, 556 A7 4T
[PIIC B SC A fete/isulad/daemon.json, I #1%k 222 2511 iSulad #X L, SR %25 FFF+
i1 iSulad AL, Bl 5 M R A E S
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=Ti@id sudo rpm -ga |grep iSulad 3 isula version “4-#ik % AT iSulad 498 A5,

a6
[MARIL

AR KA AZ ), de RATRFHIA, T Sulad B AT A RIS RPM &84T AHA,
HE L dnT

$ sudo rpm -Uhv iSulad-xx.xx.xx-YYYYmmdd.HHMMSS.gitxxxxxxxx.aarch64.rpm
EFBE M, “Tilid--force LAHATRF AL, £F G LT

$ sudo rpm -Uhv --force iSulad-xx.xX.xx-—
YYYYmmdd.HHMMSS . gitxxxxxxxx.aarch64.rpm

123 ERERLE
1.23.1 HEAR

Bag i gl (iSulad) ARk45u daemon & isulad, isulad 7] DLE I & SO AT

B, warbhEd a4 TR,
24777 > Fe B > AU T BOABCE -

L1 5488

Bln: isulad --xxx, fEIEHMNEENLAE:

4= K A systemd 72 iSulad # A2, 42 fetc/sysconfig/iSulad S 44 49 OPTIONS F#, %R T

b4 KT
AT

1E )3 B AR 55 e, Bzl a4
[5] :

$ isulad --help

\/4

TREATHCE . NG B L Wi i

DUT & &

lightweight container runtime daemon

Usage: 1isulad [global options]

GLOBAL OPTIONS:

-—authorization-plugin
—-—-cgroup-parent
--cni-bin-dir

search for CNI plugin binaries.
--cni-conf-dir

search for CNI config files. Defaul
-—-default-ulimit

-e, --engine
-g, —-graph
=€, ==CEouP
--help S
--hook-spec
containers
-H, --host
--image-layer-check
--image-opt-timeout
operation
--insecure-registry
registry

--insecure-skip-verify-enforce

verify(default false)

Default:

Use authorization plugin
Set parent cgroup for all containers
The full path of the directory in which to
/opt/cni/bin
The full path of the directory in which to
t: /etc/cni/net.d

Default ulimits for containers (default [])
Select backend engine
Root directory of the iSulad runtime
Group for the unix socket (default is isulad)
how help

Default hook spec file applied to all

The socket name used to create gRPC server

Check layer intergrity when needed
Max timeout (default 5m) for image

Disable TLS verification for the given

Force to skip the insecure

2020-03-26
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--log-driver Set daemon log driver, such as: file
-1, --log-level Set log level, the levels can be: FATAL
ALERT CRIT ERROR WARN NOTICE INFO DEBUG TRACE
--log-opt Set daemon log driver options, such as: log-
path=/tmp/logs/ to set directory where to store daemon logs
--native.umask Default file mode creation mask (umask) for
containers
--network-plugin Set network plugin, default is null,
suppport null and cni
-p, --pidfile Save pid into this file
--pod-sandbox-image The image whose network/ipc namespaces
containers in each pod will use. (default "rnd-
dockerhub.huawei.com/library/pause-${machine}:3.0")
--registry-mirrors Registry to be prepended when pulling
unqualified images, can be specified multiple times
--start-timeout timeout duration for waiting on a container
to start before it is killed
-S, --state Root directory for execution state files
--storage-driver Storage driver to use(default overlay2)
-s, —-—-storage-opt Storage driver options
--tls Use TLS; implied by --tlsverify
-—tlscacert Trust certs signed only by this CA (default
"/root/.iSulad/ca.pem")
--tlscert Path to TLS certificate file (default
"/root/.iSulad/cert.pem")
--tlskey Path to TLS key file (default
"/root/.iSulad/key.pem")
--tlsverify Use TLS and verify the remote
--use-decrypted-key Use decrypted private key by
default (default true)
-V, —--version Print the version
--websocket-server-listening-port CRI websocket streaming service
listening port (default 10350)
Bl Jaa)isulad, FRR HEZ00 L DEBUG
$ isulad -1 DEBUG
o MEXHTLTA
isulad At & 44 y/etc/isulad/daemon.json, At B - BB T
BiEESH | BEEXHRH SRR &
-e, -- "engine": "lcr" iSulad fJiz4T "
engine i, R lor
-G, -- "group": "isulad" socket P& 4H. T
group
--hook- "hook-spec": XA R A0 |
spec "etc/default/isulad/hooks/d | i) 1 B
efault.json" s
-H, —-host | "hosts": A At socket 4b, i3C
"unix:///var/run/isulad.sock" £ tep://ip:port 77,
port JilH (0-65535, HE
2020-03-26 15
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BEESH | EEXHRH SRR %=
BB o5 A D
--log- "log-driver": "file" H &K & "
driver
-l, --log- "log-level": "ERROR" WEHEmEBH | L
level ]
-—-log-opt | "log-opts": { HEMCHWECE | v LS E max-file, max-
"log-file-mode™: "0600", size, log-path. max-file
"log-path™: "/var/lib/isulad”, it HASCAR 4 max-
mnax-file™ 1" size 15 H L fd &2 B 121
— BfE, # max-file 4 1,
max-size": "30KB max-size %2%; log-path
} e H & SCHA7 i 2%
#2: log-file-mode F T-%
B HE SR
EP S TS AN
B, 0 0666
--start- "start-timeout": "2m" RN RBRIFERT | G
timeout
--runtime | “default-runtime": “lcr" Bl 2 A5 T 1) Yy A AT I C B SR
runtime i&47 KIg R, EIAH ler,
I, ERIASE ler | runtime B9 =Fh4E5E 77
. a2 AT>ME
ESERIN ler, 2400 HF
lcr. kata-runtime.
n "runtimes": { JABNZR AR, 18 | 25 runtime 445,
"kata-runtime": { ST BiREZ | fFEHES T EE X
"path: _ runtimes it &, | runtime A RA MK . =
" usrf bl“é ’fatf‘ru“f_me"' TEMEAHIIG | F1NEL kata-runtime A1
e | BRI | R,
S = ot il
"/usr/share/defaults/kata runtime :@A—‘ﬁt
- 1
containers/configuration.
toml"
]
}
}
p, - “pidfile"" (A7 pid BRSO | 30— 8851 S
pidfile "/var/run/isulad.pid" BHEAEER Y, M=
" m.on H H " H /St E)ﬁiﬂ%/l\uia':]%?‘%
-g, --graph | “graph": “/var/lib/isulad iSulad IZ {7 Ay |
9 —draph | orep : 514 4 7 .
RH =
-S, --state | "state": "/var/run/isulad" PAT IR H
2020-03-26 16
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BEESH | EEXHRG) SHIRRE i
B
--storage- | “storage-driver": "overlay2" | G IS, | AT R SCEF overlay2
driver 2RIAA overlay?2
=S, - “storage-opts™: BHRATAEIRBITC | w4 L IR -
storage-opt | [ "overlay2.override_kernel | & 1 Lan ek
_ " overlay<.override Kerne
_check=true” ] 1 check=true # /AWK
IAE
overlay2.size=${size} #
BE rootfs quota FRAIN
${size} K/
overlay?2.basesize=${siz
e} #%MT overlay2.size
--image- | “image-opt-timeout": "5m" | S {GIRIEERE | {HA-1 FRAER G
opt- i), ERINKN 5m | B,
timeout
--registry- | “registry-mirrors": GRCEMmNE | T
mirrors [ "docker.io" ]
--insecure- | "insecure-registries™: [ ] MEHTLS K | 1
registry WA O
- "native.umask": "secure" 24 umask 5 | IRE A% umask {H.
native.uma ¥, 39 SCHRE ST
secure \7 N %(U\’TE 0027) .
;(;g;%jﬂ%;z "normal”. “secure":
normal # AR
umask fH¥ 0022
secure # JBERIR AR
umask H RN 0027 (BRIMED
--pod- "pod-sandbox-image™: "rnd- | pod BRIMF SR | TG
sandbox- | dockerhub.huawei.com/libr | 15, 2ri) A
image ary/pause-aarch64:3.0" "rnd-
dockerhub.huaw
ei.com/library/pa
use-
${machine}:3.0"
--network- | "network-plugin”: " FREM AR, | SCFF oni R4, HA
plugin BINAT TR, | dREE2 S8 isulad 5
TR ML BRI
&, G
sandbox HA
loop M+~
--cni-bin- | "cni-bin-dir": ™" fa € cni LK | BRIAN/opt/enilbin
dir LR 33k ] R A
fitifir &
2020-03-26 17
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BEES% | BEEXHRA SRR %=
--cni-conf- | “cni-conf-dir"; " FR5E cni AL | BRik Mletc/eni/net.d
dir BRI
B
--image- "image-layer-check™: false | JFE431% 2 524 | isulad B3N S 45 E
layer- MERA IR, W | BEREENE, mR5RG
check=fals B trues M| BN, WA
¢ ZIhhe, WEN | BRI isulad HE17H
false. BRI WK | BoHEVERIGIT, Toik
. TG N 25 2R 25 ) SC A A
H%, PLREEHCHE.
DT A B A R et FRL 3 3
IRERAER,
isulad B85 HU I 56 B
BB AT Be TEIE IR o
isulad Rl A< A% BT I 5 EE A
TREXFZSH, W
RATH, TENLE
SCAH I
--insecure- | “insecure-skip-verify- Bool 287, & | BRIAH false (A Bk
skip- enforce": false Aomfl ke | i) , yER: K isulad
verify- (IENLAARY | BRI yajl json AT
enforce=fa WAL, BN | IR, #7E
false. X4 EN | fetclisulad/daemon.json Fit
true i, A% | BTG E AR Bool 28
ARLE, Skt | B HAMRTE json %K
WEBRIFENAL | BMER, isulad {3 FHER
WA 58k MH false.
--use- "use-decrypted-key": true Bool 2574, #& BRAIANECE N true(fi A
decrypted- EAETERAI | PRH), FE:
key=true BIFVEH . F55E | isulad 15 FH I yajl json
Htrue, FonAE | FENTEERRS, AR
AR, | letclisulad/daemon.json fic
s 8EN B E AE Bool 28
false, Fonfiifl | B HABLIT S json £
PRI J5 AL | IR, isulad #4158 H BR
B, BDFREGEAT | A true,
KA AIE o
—-tls "tls":false Bool 252, =& | BRIMEN false, AT
fER TLS -H tcp://IP:PORT J5 3%
--tlsverify | "tlsverify":false Bool Z£MY, /& | {HT-H tcp//IP:PORT
A TLS, Ji
FEIGAEZERE U 7]
--tlscacert | "tls-config": { TLSiEHAHK | A T-H tep://IP:PORT

2020-03-26
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BEESH | EEXHRH SRR %=
--tlscert "CAFile™: SO 77 =
—tlskey "/root/.iSulad/ca.pem”,
"CertFile":
"[root/.iSulad/server-
cert.pem”,
"KeyFile":"/root/.iSulad/ser
ver-key.pem"
}
- "authorization-plugin™: AP PURNESE | 2487 A 32 #F authz-broker
authorizati | "authz-broker" 14
on-plugin
--cgroup- | “cgroup-parent": FRERRA, 2% | /2 daemon B & B ERIA
parent "Ixc/mycgroup™ R ERIA cgroup ) cgroup 4%, Wi
AR % Fida &€ 1 --cgroup-
parent, L& iz Hh
i
TR WRE T 1R
A, RER AR
B, ## B 1 cgroup
BRATTRE B A AT
cgroup 1%, TEMIBRZ
5 PR B i 5 S B
a4 B HtRAESE A &
4= 53 cgroup ¥ A%
.
--default- | "default-ulimits": { ulimit F5 e BRI | 45 PR TR,
ulimits "nofile”: { HIZRA, soft fH | 1 “nofile” . /T B
“Name": "nofile", J hard {5 BT ﬁg'rf)r'ﬁjﬁ/l\};gfﬁ N
nofile, &< o
"Hard": 6400, . _
-~ Hard 45 5& B 7 E KT
Soft™: 3200 1 Soft'. 14 Hard 5
} Bt Soft B
} &, MENZFBEA
A0,
-- "websocket-server- & CRI &5 CRI websocket it X
websocket | listening-port": 10350 websocket i, | RS, S o
iissig\fi:g— MRS Wrom 1, | ddEE T
port BRI 5 --websocket-server-
10350 listening-port, DA% i
SHONE. i 138
1024-49151
ANE
2020-03-26 19
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$ cat /etc/isulad/daemon.json

{

"group": "isulad",
"default-runtime":
"/var/lib/isulad",

"/var/run/isulad",

"lcr",
"graph":
"state":
"engine": "lcr",

"ERROR",

"/var/run/isulad.pid",

"log-level":
"pidfile":
"log-opts": {

"log-file-mode": "0600",
"/var/lib/isulad",
nyn,

"30KB"

"log-path":
"max-file":
"max-size":
by
"log-driver": "stdout",
"hook-spec":
"start-timeout": "2m",
"storage-driver": "overlay2",
"storage-opts": [
"overlay2.override kernel check=true"
1,
"registry-mirrors": [
"docker.io"
1,
"insecure-registries": [
"rnd-dockerhub.huawei.com"

1,

"pod-sandbox-image":

nn
4

"image-opt-timeout": "5m",
"native.umask": "secure",
"network-plugin": "",
"cni-bin-dir": "",
"cni-conf-dir": "",
"image-layer-check": false,
"use-decrypted-key": true,

"insecure-skip-verify-enforce": false

"/etc/default/isulad/hooks/default.json",

2KIABC B X A+ etc/isulad/daemon.json A4t & %, FARIEEIRE 2 HITHRCE

1.2.3.2 =i AR

Xt

MHER

ES

*

[etc/default/isulad/

FE78 isulad ] OCI Pic & 3¢
PRI TR A, SO
JE N L B S AR R E
5 0640, sysmonitor 7
JHIAALIR 4y 0550

2020-03-26
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Xt MR ES

* letclisulad/ isulad [ERINFD B SCAHFAI
seccomp [FJERIATC B S

isulad.sock Ivar/run/ EEEE A, &/
isulad {3815 18 ) socket
A

isulad.pid Ivar/run/ 17 isulad [ PID, [k
g — NSRBI RT R S B
Z A~ isulad sz

* Irun/Ixc/ A, isula is Tt
FE A 2 ) S 1

* Ivar/run/isulad/ SEH I R A7 S0, isulad
IEAT I FE A A SO

* Ivar/run/isula/ SER I R A7 SO, isula
IBAT IR A SO

* Ivar/lib/Icr/ LCR I H 5%

* Ivar/lib/isulad/ isulad IZATIIMR B3R, 17
AR ERELE. HE
FIERINER A2 . B
. mount %%
Ivar/lib/isulad/mnt/ %
#5 rootfs [1) mount &

/var/lib/isulad/engines/Icr/
s AR ler A AR ACE H
(LB a4

1.2.3.3 Z95R BRI

m R R GERJEE) 200 58%) T, glibc A AFE EALH] 2 S BN A7 25 BL
AR K (B4 10GB) [in) fl. 1% in) @2 It Kt T glibc AR B
IR, AR NAAIER, A FEAAEFEICRIE K. AT s i E
MALLOC_ARENA_MAX FREEAS 545 /b g A A7 1 1/, 1 EL o] DA K98 b4
HNEMRER . HE2XANHEAL RS FE iSulad FIIFRERE N FE, FEMH PR
EMUN =

SHEIEI, FHEMEREAINAE, LA E MALLOC ARENA MAX N 4. (fF armé4 JIi454s Lifi%t isulad
HIPERESEIITE 103 A

SR

1. F3hE3) isulad M5, W LAEEE export MALLOC ARENA MAX=4, #AJ5F/H3) isulad BIW].
2. systemd BH isulad I35, W LMEM/etc/sysconfig/iSulad, Hh—%%

MALLOC ARENA MAX=4 HJ¥H,

2020-03-26
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® y daemon Fi & & FSAT H I BT R H I
PA--root A, 41 /new/path/{E Y daemon i) Root Dir i, 41 5% /new/path/ T~ &
S, HHESFECHEA S isulad 75248 1) B e 4o (i
engines. mnt % H3x) W), isulad Al fE<x BB A HR BB, AFEE E.
BREEH E 8 £ AR .
FrUA, F P w5 B 1 E T SRS AT B S, axf R E S S E PR
Somd. EUCH PR B B B0 isulad R, G RS S B ST R AR
A RA Ky e F 2 4 ) 7L

o HESIFEH:

B EAEAT 4 iSulad & systemd &332, B E&LE systemd 3, REHEMmL
rsyslogd. rsyslog Bkihaxt 5 B &R A R4, T A8 344 % fetc/rsyslog.conf SCAF, 3
A"$imjournalRatelimitinterval 0"Bc & 31, A5 £ & rsyslogd 49k 5-BF T

o AT EUENT IR

8 H iSulad fr 47N, HSHUHT 7705 docker BEA AN, XTI 247 iy

ZH0) flag, AEAMHK flag b2 flag, Re¥i% flag 55 — NSk El flag B

FANER N =" RPN flag IS8, HAKWIE:

a.  fEAHH flag v, 5 “-7 EENFRH PR SRR flag Chf=
S, =S R Y =S ETA flag IS ED .
isula run -du=root busybox %54+ isula run -du root busybox % isula run -d -
u=root busybox =% isula run -d -u root busybox , 4/ isula run -du:root Ff,
BT - ARA UM flag, Hibaids. srdpar 247 %40 T isula run -ud
root busybox, {HAHEFEIX A 7 X, IR RKIE N,

b. fEHK flag i, 5 “--7 EEMFR RN —NBEUEK flag, #HEE=
T M=SF 7R RK flag, =5 EHRIRSE.
isula run --user=root busybox
ST
isula run --user root busybox

o  JEZ—/ isulad &%, ANEEWS LLAE root H P HEAT isula run -i/-t/-ti PLA isula
attach/exec #1E .

® iSulad %% OCI & &, fUSZHF kata-runtime J5 3 OCI & &
1.2.3.4 DAEMON % in O848 E
ik

daemon % A PLGEE 21> unix socket B tep ¥ 1, FRAEIX S BT, %) u A) P

38 3 3% E6 3 1A daemon 4758 Ho.
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0O
FH 72 A] LAFE fetc/isulad/daemon.json SCAF: () hosts 7 EXEC B — P EiE 2N 1. 2458 7
WA LAIAFE E hosts.
{
"hosts": [
"unix:///var/run/isulad.sock",
"tcp://localhost:5678",
"tep://127.0.0.1:6789"
]
}
FH Pt n] LL7E fetc/sysconfig/iSulad i@ it-H 5 --host Ft B H . F 7 AR LA 2
hosts.
OPTIONS='-H unix:///var/run/isulad.sock --host tcp://127.0.0.1:6789"
5 F 1 AE daemon.json SCAF & iSulad FRE A FR € hosts, T daemon £ J5 B2 5 B ERIA
5T unix:///var/run/isulad.sock.
PRI

e I /AT LL#E letc/isulad/daemon. json Fll/etc/sysconfig/iSuald #5432 b [A] I 45 72
hosts, 4N FIXFEMCR 2> HILES 1%, isulad ok IR 5 3

unable to configure the isulad with file /etc/isulad/daemon.json: the following
directives are specified both as a flag and in the configuration file: hosts:
(from flag: [unix:///var/run/isulad.sock tcp://127.0.0.1:6789], from file:
[unix:///var/run/isulad.sock tcp://localhost:5678 tcp://127.0.0.1:6789])

e FFEER host ;& unix socket, U AZIE AL unix socket, 7 E LA unix://M Sk,
J5 BRG] socket 4% B& 4% ;

o AIRTER host A top I, MIDAIRAVER top i, TR tepd/" 3k, JEERA

VEE P MR AR 1, 1P Hubk W] AR localhost;

A LR RE A2 10 ME B 1, B 10 N4 HIAE %, isulad TCVEIEH JEE) .

1.235BLE TLS AIES B iEFEiA19)

iy

4 B TLS iEP

iSulad K C/S B AT 1, TEERIE L, iSulad ~FHPiERE isulad FATWT 4% Hhy
Ivar/run/isulad.sock, [t R BELE A I 2 7 v isula PUATHH G An SR ERR S . N T RE
i isula 7T LA FE VT ] 25 4%, isulad S 3EFE 75 @IS tep:ip M7 20T AT AR U7 1) 1 it
1. SR, A 6 8 B top ip:port HETHUVF, X FEL SEUFA K ip #mT LLE
FH isula -H tcp://<remote server ip>:port 55 isulad {5, &5 S w4 m 8, KRS
R4 22 4 fRUA ¥ TLS(Transport Layer Security - Z2&E8BE M) 77 T @Yy
] o

o WSCRVEHANIE T AL BT VR

#!/bin/bash
set -e
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23



openEuler
sl L] 1 iSula 75 4% 51 %

echo -n "Enter pass phrase:"

read password

echo -n "Enter public network ip:"
read publicip

echo -n "Enter host:"

read HOST
echo " => Using hostname: $publicip, You MUST connect to iSulad using this
host!"

mkdir -p SHOME/.iSulad
cd $HOME/.iSulad
rm -rf $HOME/.iSulad/*

echo " => Generating CA key"

openssl genrsa -passout pass:$password -aes256 -out ca-key.pem 4096

echo " => Generating CA certificate"

openssl reqg -passin pass:$password -new -x509 -days 365 -key ca-key.pem -sha256
-out ca.pem -subj
"/C=CN/ST=zhejiang/L=hangzhou/O=Huawei/OU=iSulad/CN=iSulad@huawei.com"

echo " => Generating server key"

openssl genrsa -passout pass:$password -out server-key.pem 4096

echo " => Generating server CSR"

openssl req -passin pass:$password -subj /CN=$HOST -sha256 -new -key server-—
key.pem -out server.csr

echo subjectAltName = DNS:$HOST,IP:S$publicip,IP:127.0.0.1 >> extfile.cnf
echo extendedKeyUsage = serverAuth >> extfile.cnf

echo " => Signing server CSR with CA"

openssl x509 -req -passin pass:$password -days 365 -sha256 -in server.csr -CA
ca.pem -CAkey ca-key.pem -CAcreateserial -out server-cert.pem -extfile
extfile.cnf

echo " => Generating client key"

openssl genrsa -passout pass:$password -out key.pem 4096

echo " => Generating client CSR"

openssl req -passin pass:$password -subj '/CN=client' -new -key key.pem -out
client.csr

echo " => Creating extended key usage"

echo extendedKeyUsage = clientAuth > extfile-client.cnf

echo " => Signing client CSR with CA"

openssl x509 -reqg -passin pass:$password -days 365 -sha256 -in client.csr -CA
ca.pem -CAkey ca-key.pem -CAcreateserial -out cert.pem -extfile extfile-
client.cnf

rm -v client.csr server.csr extfile.cnf extfile-client.cnf

chmod -v 0400 ca-key.pem key.pem server-key.pem

chmod -v 0444 ca.pem server-cert.pem cert.pem

®  IEAHAUE R RS BT o

#!/bin/bash

echo -n "Enter public network ip:"
read publicip

echo -n "Enter pass phrase:"

read password

# remove certificates from previous execution.

rm -f *.pem *.srl *.csr *.cnf
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# generate CA private and public keys

echo 01 > ca.srl

openssl genrsa -aes256 -out ca-key.pem -passout pass:S$password 2048

openssl req -subj

' /C=CN/ST=zhejiang/L=hangzhou/O=Huawei/OU=iSulad/CN=iSulad@huawei.com' -new -
x509 -days $DAYS -passin pass:$password -key ca-key.pem -out ca.pem

# create a server key and certificate signing request (CSR)

openssl genrsa -aes256 -out server-key.pem -passout pass:S$SPASS 2048

openssl req -new -key server-key.pem -out server.csr -passin pass:$password -
subj '/CN=iSulad'

echo subjectAltName = DNS:iSulad,IP:${publicip},IP:127.0.0.1 > extfile.cnf
echo extendedKeyUsage = serverAuth >> extfile.cnf

# sign the server key with our CA

openssl x509 -reqg -days $DAYS -passin pass:$password -in server.csr -CA ca.pem

-CAkey ca-key.pem -out server-cert.pem -extfile extfile.cnf

# create a client key and certificate signing request (CSR)
openssl genrsa -aes256 -out key.pem -passout pass:S$Spassword 2048
openssl reqg -subj '/CN=client' -new -key key.pem -out client.csr -passin

pass:$password

# create an extensions config file and sign
echo extendedKeyUsage = clientAuth > extfile.cnf
openssl x509 -reqg -days 365 -passin pass:$password -in client.csr -CA ca.pem -

CAkey ca-key.pem -out cert.pem -extfile extfile.cnf

# remove the passphrase from the client and server key
openssl rsa -in server-key.pem -out server-key.pem -passin pass:S$password

openssl rsa -in key.pem -out key.pem -passin pass:$password

# remove generated files that are no longer required

rm -f ca-key.pem ca.srl client.csr extfile.cnf server.csr

"tls": true,

"tls-verify": true,

"tls-config": {
"CAFile": "/root/.iSulad/ca.pem",
"CertFile": "/root/.iSulad/server-cert.pem",

"KeyFile":"/root/.iSulad/server-key.pem"

i 55 i SR AR SR

i 1 (BRUE i ):  tisverify, tlscacert, tlscert, tiskey .
P 2 OISR F i ). tls, tiscert, tiskey .
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DA e 1 iSula 75 #% 51 %
% 7 i SR R AR R
o RS 1(ff A P Il BT S I0E, JFARAES 2 CA IR #%): tisverify,
tlscacert, tlscert, tlskey .
o I 2(BIE RS %%): tlsverify, tiscacert.
U SRR SR IE 77 sHEAT I IR, IR S5 o R A 1, 2% 7 R AR X 1
W R R H e 7 SR AT @, RS R R 2, % PR AR 2.
o XM RPM %% 7 X\, JR%3mBcE 7 18 i3 /etc/isulad/daemon. json VA&
fetc/sysconfig/iSulad B2 & 14 2
o AALIFINIERF LB INIED XN, WHEHTNERE X H a5 b, HfF1E RN EILIEY
7 X478 1
e GRPC R4 H &1 W iSulad #173#%, wREXEH GRPCHX AL, ##&E
% & GRPC_VERBOSITY #» GRPC_ TRACE ¥ % %
ANl

i 55 it -

isulad -H=tcp://0.0.0.0:2376 --tlsverify --tlscacert ~/.iSulad/ca.pem --tlscert

~/.iSulad/server-cert.pem --tlskey ~/.iSulad/server-key.pem
5 i

isula version -H=tcp://$HOSTIP:2376 --tlsverify --tlscacert ~/.iSulad/ca.pem --
tlscert ~/.iSulad/cert.pem --tlskey ~/.iSulad/key.pem

1.2.3.6 Bt & devicemapper Z1i#IRzEN

i devicemapper 7% X5 75 B S lic B — ) thinpool % %, i E thinpool 75—/l
SR, HAZ A T LA RIS N 23 (B AU thinpool, 18 P AR 5 S R i 2R
Wi . X EARBEIAL Bk % A /devixvdf, ELARFIACE VAU

—. E2E& thinpool
1. fE1k isulad AR5 .

# systemctl stop isulad
2. HETHERZGQE A Ivm &,
# pvcreate /dev/xvdf
3. MHNIA SIS #— M.

# vgcreate isula /dev/xvdf

Volume group "isula" successfully created:

4.  BIE4 N thinpool A1 thinpoolmeta FI# AN 12 #%: ,
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8.

# lvcreate --wipesignatures y -n thinpool isula -1 95%VG
Logical volume "thinpool" created.
# lvcreate --wipesignatures y -n thinpoolmeta isula -1 1%VG

Logical volume "thinpoolmeta" created.

P H B g 1 N 12 4 4 e Al thinpool DA thinpool fI {8 FH 1) metadata, X FE#E5E
i T thinpool it & .

# lvconvert -y --zero n -c 512K --thinpool isula/thinpool --poolmetadata

isula/thinpoolmeta

WARNING: Converting logical volume isula/thinpool and isula/thinpoolmeta to
thin pool's data and metadata volumes with metadata wiping.

THIS WILL DESTROY CONTENT OF LOGICAL VOLUME (filesystem etc.)

Converted isula/thinpool to thin pool.

B isulad BC B o
WS FRIE 2 §EAT T isulad, % 56 &4 2 BT IR .

# mkdir /var/lib/isulad.bk
# mv /var/lib/isulad/* /var/lib/isulad.bk

& U B AT
RHESRAL A E T3, T AR SERRE O AR A g T K
- Ym’H/etc/isulad/daemon.json, it E storage-driver 7B A devicemapper, FEHL
& storage-opts TEIAH KRS, XIFSHES WSHUY . IESHW FT
TN
{
"storage-driver": "devicemapper"
"storage-opts": [
"dm.thinpooldev=/dev/mapper/isula-thinpool",

"dm.fs=ext4",

"dm.min free space=10%"

}

— B AT DL T g A fetc/sysconfig/iSulad, 7 isulad B S E R B RXIEE, X
FZHEZ NS HUY . BEESEW T PR:
OPTIONS="--storage-driver=devicemapper --storage-opt

dm.thinpooldev=/dev/mapper/isula-thinpool --storage-opt dm.fs=extd4d --

storage-opt dm.min free space=10%"
A5 isulad, fERCE AR

# systemctl start isulad

storage-opts RIS HEE S WK 1-1.

#1-1 starage-opts FEXS#ix AR

g 28w | aX

3,

i%
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DA e 1 iSula 75 #% 51 %
Svi
dm.fs & TR E RSP U R RA, YT
JNMC & N ext4, Bl dm.fs=ext4
dm.basesize @ TR AT ARG T RN, B
KA kimightp, AT DL RS 7 8F, 1
dm.basesize=50G. %S R 1L & IXVILGH LT
HR
dm.mkfsarg ° FH T 75 G 7 Bt % 2% I 48 2 A A1 (1Y) mkfs 2
. Bl “dm.mkfsarg=-O ~has_journal”
dm.mountopt @ F T AEHE A BRI 45 B9 1) mount 24
%141 dm.mountopt=nodiscard
dm.thinpooldev 5 48 2 B2 15 B A7t 8 FH ) thinpool 1%
%o
dm.min_free_space & T4 2 /NPT 22 M8), FHBE 2 HERR.
%i4n dm.min_free_space=10%, #/x4%/4
A7) R ) 10% /e A i, B R4 55 A A
fit AH AR AE B 2= R WL
AEEIN
e [iL'E devicemapper B, WIR RS A B85 13 E 45 thinpool i H 2h¥ %%, 154E
1EH Y2 DR
2% 11 A S 2R 725 & 48 fetce/lvm/profile/isula-thinpool.profile H
thin_pool_autoextend_threshold I thin_pool_autoextend_percent P§MiE #f sk 100,
WK R
activation {
thin pool autoextend threshold=100
thin pool autoextend percent=100
}
e i devicemapper i, %M RGN E N extd, T EAE isulad FICE S5
i _|--storage-opt dm. fs=ext4.
e 4 graphdriver 24 devicemapper i}, 15 metadata SCHHIA HA RIS, FENT
A . 25 1E B 2 daemon f74i¢ devicemapper 1 7G4 -
e {fiH devicemapper lvm B}, 545 HL 531 devicemapper thinpool #3135, TEiELRIE

thinpool NG AT LIME R, W ARECRIESIE 152 %, FFEZ thinpool.

iSula JF/8 T user namespace K¢k, ¥k devicemapper FE b A FyE BH F W

— MR Bh R 240, deviceset-metadata 14
Ivar/lib/isulad/devicemapper/metadata/deviceset-metadata.

i T user namespace 375 [, deviceset-metadata SO FH ) /2
Ivar/lib/isulad/{userNSUID.GID}/devicemapper/metadata/deviceset-metadata.
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e 4[] devicemapper fEMEIRE], %5 8%7E user namespace 175 FlH i 1 5 2 8] Y #e
i, 75 ER XN deviceset-metadata SCAF 1 1¥) BaseDeviceUUID P 7B % &R Xt
thinpool ¥ A 8E HE K5 T, RPN Z0K X0 deviceset-metadata SCAFHH )
BaseDeviceUUID W45 7%, 30 isulad Ik 552> # 5 .

1.2.4 &
EE iSulad HIEEAEDIRINT

1. % iSulad B AR AL
- e yum 5, EESHm T
$ sudo yum remove iSulad

- EAEA rpm e, FWEIER iSulad KK L, EIEA RPM AL SE

g I
sudo rpm -e iSulad-xx.xx.xx-YYYYmmdd.HHMMSS.gitxxxxxxxx.aarch64.rpm

2. B8, Z&F%. volumes LA EAHKGHD B LA 2 HBMIBr, FEFIME. SH5mL
wr:

$ sudo rm -rf /var/lib/iSulad

13 ERFE
131 BREE
1.3.1.1 QIS

\
/.

13D
isula create & H FEIE—NHRI RS Hos5I B SR C IR SR GO EA 21
HE, oE R E A rootfs /ENEZRFIIBITHEL. QIR B AE4H ID
Rk, ST LMEH isula start w2 R A% A Re . Hif R IR BIRE N
inited IR

Bx
isula create [OPTIONS] IMAGE [COMMAND] [ARG...]

S

create iy & XFFSHESH T K.

F<1-2 create S ESHFIFK

ik ZH LB
create --annotation & B A annotations. 7 in 7

native.umask i% i :

--annotation native.umask=normal
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# BB AR unask [ 0022
--annotation native.umask=secure

# FBEINARS umask H N 0027

ERMERARE ZSH, WEH
isulad 1 [1] umask Bt & .

--cap-drop

MlBR Linux AXFRIhEE

--cgroup-parent

TRE R 2 cgroup Rk

--cpuset-cpus

VAT CPU (e.g. 0-3, 0, 1)

--cpu-shares CPU 3% (FHXFALEE)

--Cpu-quota R CPUCFS (SE4= A FRFES)
(e A0

--device=[] RN —A TN &

--dns 75N DNS fR 45 %%

—-dns-opt 750 DNS &350

--dns-search BUE BRI R

-e, --env W E AR

--env-file W SO B

--entrypoint JE BN AR EHEAT N AT

--external-rootfs=PATH

fe e —ANANH iSulad B
rootfs(F] LAy SCA R B B 4 ) 45
7

--files-limit

TR T A BENE T IT 10 ST RO £R
(-1 FRoRAPRD

--group-add=[]

i AAN T P AL I 2 2 2%

--help FIERH B E B
--health-cmd TEA 2 N PAT 2

--health-exit-on-unhealthy

SN 1) 725 2% JE A eI 2 1 R AE A 2%

--health-interval

FHAT P I i PRAT (1 18] B P 1]

--health-retries

i RS 285 R I R I A B

--health-start-period

IR ]

--health-timeout

LA i 4 AT [ I ] _E R

--hook-spec

BTl B AT

-H, --host

$6 5 BE A iSulad socket LI ER
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/4
17

-h, --hostname

s EHLAFR

-i, --interactive

B VA I 12 B AR 45 AR HE RN
B EORRR A AR AR R AT IT

—-hugetlb-limit=[]

RUSCAFRR I, #4n: --hugetlb-
limit 2MB:32MB

--log-opt=[]

HEIRENFE ki, BRIAFEHIC =
AR O A EDRe, o RlE -
log-opt disable-log=false">K JT 3

-1, --label

AT TSR

--lablel-file

I SO B R R A

-m, --memory

A7 BR ]

——memory—reservation

WE RS NAIRE, BilE--
memory —%{. A y--memory &
fififR#], --memory-reservation %X
BRI > FH PN A7 8 i T I
AN (RGN AEI 224
P N A BRI R PR E LR
AR — E AR R E. —k&
A LAFI--memory — 2 A, HUE /)
F---memory MITIBEAE, F/PNEEN
4MB.

--memory-swap

IR, WAF + SRR, -1 R
AR

--memory-swappiness

BT, swappiness 2 5UE v % &
JETE 0 2 100 Z (8. MESHE
BRAG, £l Linux 2408 & /D
swap 73X, ZHWNAF; SH{EB
ot R, R EZ M
swap Z[H], BRMEN-1, For{EH
RAEINE .

--mount

HEHEHLH FBIF A+

--no-healthcheck

S P A RS A G

--name=NAME

--net=none

BB P 45

--pids-limit

R BEEIAT I EERE S (-1
FTR AR

--privileged

TR MR
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2R PR

w5

-R, --runtime REIBITHR, SHCCH" " ler”, 20
KNG, B LCR"AIlcr &2
i

--read-only WERRNR T RGN R

--restart M AHIR I S SR
F YK 2% 3 H--restart on-reboot

--storage-opt Tie B 25 5 1 A7l Bk 31 B T

-t, --tty 3o O 24 i

--ulimit AR ulimit PR )

-u, --user P48 UID, k%X
[<name|uid>][:<group|gid>]

-v, --volume=[] HH—1 5

o ffif--user B--group-add %k, FEA AR SN B LS user B group B, s W R AE
)& OCl 845, & MR I FL 52 rootfs ) etc/passwd Al etc/group SCA4EHRLE:
W ERAT 42 rootfs SCAF e ERBL I 2 AF A #51 rootfs, TR 5G 2 host H1
etc/passwd i1 etc/group S AR AT rootfs 2 ZUB&-v Hl--mount %544 2
B, EURE XSS H R 5 etc/passwd Al etc/group BN SCHER),  FE BRI
BIAER, RIERMREIERSIN AR ERIE E A7 "iSulad ) H 3 /engine/%
% |D/start_generate_config.json", CAFkEI AN

{
"uid": 0,
"gid": 8,
"additionalGids": [
1234,
8

Qg — oA

$ isula create busybox
£d7376591a9c3d8ee%9aldf5d2c2e5255b02cc44cddaabeca82170e£d4497510el

$ isula ps -a

STATUS PID IMAGE COMMAND EXIT CODE RESTART COUNT STARTAT FINISHAT RUNTIME ID
NAMES inited - Dbusybox "sh" 0
0 = = lcr £d7376591a9¢c £d7376591a9c4521...
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1.31.2 BEhE88
iR
isula start 52 T B3I —NEEZ NEF .

isula start [OPTIONS] CONTAINER [CONTAINER...]

start ip L XFHFSMSH K.

#1-3 start HSSHIHIER

iy S8 PiBH
start -H, --host ¥ B %A iSulad socket SCAEER
%
-R, --runtime BEIBATH, SER"ler", 2%
KNG, FHEELCR"A " lor & &4y
0]

il
Je B 2

$ isula start £d7376591a9c3d8eefaldf5d2c2e5255b02¢ccd44cddaabeca82170efd4497510el
N=— ) — .;‘—. o
1.313 B1TA8SS
fe ik
isula run iy &M H A1 — NI RIAS. SHHBENRSEGEOEEREE)ZE, F

HoNEATHE E I A W44 . SIS G, TR E a2 RaZ A . run fr &4
24T create SR start 4% .

isula run [OPTIONS] ROOTFS|IMAGE [COMMAND] [ARG...]

run i XS BB H TR,

2020-03-26 33



openEuler

a6

1iSula & #%5] 5

F=1-4 un SESHIIER

W

W

#

L

run

--annotation

WE 22410 annotations. 1 2157 £
native.umask 1% ;

--annotation native.umask=normal
# JBBIZEEE umask {HN 0022

--annotation native.umask=secure

# JEEHIAR umask N 0027
ERMERARE ZSH, W
isulad # 1) umask Ft & .

--cap-add

RN Linux Zhig

--cap-drop

B Linux Zhig

--cgroup-parent

TRER % cogroup R ik1E

--cpuset-cpus

fYFHATHI CPU (e.g. 0-3, 0, 1)

--cpu-shares CPU #4il CHHXSBLE D

--Cpu-quota PR# CPUCFS (SEaAFiRE#)
(1T A5

-d, --detach JE BIBAT R ARIFTEN A AR 1D

--device=[] RN — A ENL &

—-dns 7NN DNS R 45 %%

--dns-opt 7N DNS 1% 75

--dns-search TEE A I 8 R

-g, --env BCE ML &

--env-file WSO B R

--entrypoint JR B AR AT R

--external-rootfs=PATH

€ — AN iSulad B EE )
rootfs(FJ LA A S Bl & 45 ) 45 25
7

--files-limit

A A4S Y BEREIT T I ST RO A AL
(-1 FoRANIRAD

--group-add=[]

TRE BN A N 25 2%

--help FTERTFE LA B
--health-cmd TERZRNPAT AT 2

--health-exit-on-unhealthy

AN 281 75 4 AR eI 2 15 R AL A e
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--health-interval

FHAT P Ay 4 PRAT (1 18] B P 1]

--health-retries

G ZOREC RN ESONETIERER€ 1|

--health-start-period

B HIAE I (8]

--health-timeout

AL A i 4 AT A ] B BR

--hook-spec

By Be B A

-H, --host

6 2 BERE) iSulad socket A%

/4
17"

-h, --hostname

s EHLA AR

~-hugetlb-limit=[]

KIS IR, 0. --hugetlb-
limit 2MB:32MB

-i, --interactive

B AT JE 12 B R 4% bR HE RN
W EIRAFF R A AR HE R AT T

~-log-opt=]]

HEIRShRE Pk, BRINZEH ids%
BA RO HEDIRE, AR --
log-opt disable-log=false" K FF 5

-m, --memory

P A7 PRl

--memory-reservation

WEARNAARS], ERLE--
memory —%{. HJi\A--memory 5
fififR ], --memory-reservation #2 %X
PR 54 FH N A e AL 1
SENAEE (RGERI A AEIT 2231
YA FH A7 PR BT B A R
AR — EANEIS P E. —8&
A AAI--memory —k2fEH , A/
T--memory M FIRE, &/DKEN
4MB.

--memory-swap

B, AAE + SeasiE], -1 R
NS

--memory-swappiness

IE#8%, swappiness 2 ${t n] % &
JUETE 0 £ 100 2 7], S HE
AR, ek Linux 24GE/DH
swap 73X, ZHWNAF: SHIEB
R RSk, N 2 S
F swap =[], BRIMEN-1, FoR
BUEEYE NN

--mount

HHENH X248

--no-healthcheck

25 P A A TG

--name=NAME

Fas
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--net=none BB N 4%

--pids-limit AR N RE g PAT O ERE R (-1
TR

--privileged BT RIFE

-R, --runtime RAHBATH, BHECF e, 2B
JONE, TR ELCR AIler &
i}

--read-only WEARIR RGN AL

--restart MR ARIR B E S TR
G448 3 FF--restart on-reboot

-rm MR AIR I B 3TE A

--storage-opt Hie B 25 4 ) A7 Gt BX 50 28 T

-t, -ty 53 B 2 v

--ulimit AR BEE ulimit [R )

-u, --user F 480 UID, #%3%
[<name|uid>][:<group|gid>]

-V, --volume=[] HEH 18

2R PR

A SO FE R FRIR I, X ARt B BB .

B I R S ACHERE AR BE N init, RUNFER SRR A, SEELSAT LA
Xy, {H2 attach 325 I 24T,

IBATA#RT, A8 E--net, ERiA hostname & localhost.

fd F -files-limit Z 8 A—AME/ANRAE, W 11, B3 EEN, iSulad 1% cgroup
FHEHRRE fileslimit {H, FRAZHFEN PID 5N Z 141 cgroup.procs 3
i, MRS C AT 1AM, IS ARES 53U 3 RIS 3 A 4
2RI

--mount Z%f--volume S [FIBAZTERS, W H WEEAEE 5, M--mount & 7E--
volume 2 J5 3R (EI Ks--volume H 448 55 78 76 4) .

BV BRAFHRISET type S EF bind 3L squashfs, 4 type=squashfs i, src
BEIRAS; J5A4 docker HIZ4Y type SCHF bind. volume. tmpfs.

restart = 5 S 0& A SCRE unless-stopped.

PUR =Fi15 5 docker 3 [EMEA—%, docker iz [H] 127 8 K 454 [H] 125
--device ZH45 € AL & NAELE B

--hook-spec Z-# 15 i& ANELE ] hook json A

--entrypoint Z%(48 & AEEIA S 4L

2020-03-26

36




openEuler

B ferE 1iSula %5 5] %
o [fiH--volume Z4if, T4 A s 2 Xt /deviptmx ¥ & @EATMIBRE &, Kt
¥ Idev B IR A A dev Hk, Rifd H--device XJ/dev W&/ ER w5 P AT
A
o A% 1-fdi ] echo (177 R [A run A7 41 stdin #I AR, S BUE P IR R, Ni%EBE
¥ echo FHMEAE N AT SE UL sh 5 4%
[root@localhost ~]# echo 1ls | isula run -i busybox /bin/sh
~C
[root@localhost ~]#
b AR Py RAEIL S, X2 H T LRy A 2 TAE stdin A Is, B )5
EOF #EilY, &/ un A R IEEE, SRR umiB Y, (H2 AR 55 um ovk X 0 2% 7
Uity e 15 7 e AR AR R HE, T AR5 i R AE read $dE b, A FENITRIE.
IERAIIAT 77 X
[root@localhost ~]# isula run -i busybox ls
bin
dev
etc
home
proc
root
sys
tmp
[root@localhost ~]#
o fiif] host MR H % (D) ERNEBIIMERS, MAEHERBER, WRAWNE
M
=15 HEHER
Host #12 (source) BT’ (dest)
/home/testl /mnt/
/home/test2 /mnt/abc
F—MEIL, 4 /homeftestl, RS H#H/homeltest2, X AyH L4 F #/home/testl &9
NEFBEZRBERIMNt TEROAAR, IHETRFE/MNt TAAREGEabc BR, IHELTF
H H R /homeltest2 Z]/mnt/abc % K.
F_AH L, i /homeltest2, KRG HFH/homeltestl, XAPF I, % keyEHale
Imnt &9 P 2% 4 9 [homeltestl &9 A %%, X 4F % —k #2449 /home/test2 |/mnt/abc 49 P 2
HETRET
A, TNEAFF—MERATR; F_MERRNFEET BXARIE LT GRE
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o SHEAGTE (FAKRBFH200KE) F, glibc 89 M A% EIH & FHAETRARE
MR A K (B4 10GB) &9 F#, %A S F K I®T glibc A4 E A 69 IR
#, MARAGFHEE, TEFRANAHALRE K, TABTEE
MALLOC_ARENA_MAX 332 % & RV B WA A 69158, m BT A3 KoV 432
NBEE, ELAXNFEEELFH iSulad HF K HRTHE, &2/ FRIEER
KB E .

SN, TEPERANAE, W LI E MATLOC ARENA MAX N 4. (7F armed 4548 L%t isulad
PERERLIMTE 10S AP

i B T

1. F31E30 isulad %5, WLALEEE export MALLOC ARENA MAX=4, #RJ5F 3 isulad T,

2. systemd & isulad K35, WLMEH/etc/sysconfig/isulad, ¥§I—% MALLOC ARENA MAX=4
HpmT,

w3l
SEAT AN

$ isula run -itd busybox
9c2c13b6c35£132£49fb7£fad24£9e673a07b7£e9918£97c0591£0d7014¢c713b

1314 {51LSEE

ik
isula stop iy THF Ik — AN EE AN IBATH AR . EIR AR B E RS K%
SIGTERM {55, fEF8ERA] (ZRIAKH 10s) WHEZSARE LR, £ki% SIGKILL.
&
isula stop [OPTIONS] CONTAINER [CONTAINER...]
S

stop i@ XFFSHSH MK,

#1-6 stop LSBSHIIR

iy S8 TiBH
stop -f, --force SR 1B IE RIS AT ) 2548
-H, --host i 72 BEHE) iSulad socket SC4-%
1=
-t, --time Jetiiets b, X AN a5
T¢Ik
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2R PR

w5l

LU

%

w5

faE t Z25H <0 B, 1EMAR B A28 1N H 2 AL FE stop (55 -

Stop HIJFBE: Stop £ BG4 A e K i% Stop 155 (SIGTERM), 4R J5%5:4%F— & Kt
8] GXANEFIE S AR PR O, o TR B R A RJIETE TR E,
LR IE Kill (£S5 (SIGKILL) {7 genmh iR .

HNSE IS X

<0 Ron—HAEN, NEZAMESEFRARL, BRI ZX2mAT, £
AR E TR BRI E IR S stop {5 5 AL EEAL .

t=0 :  FORAME, SLAIRIL Kill -9 B,
>0 = KoRFEEMIME, WERAGHOARIBY, wUAE kill-9 %S,

Fr A S P <0 CEbAn t=-1), i5HA{R B C2 2 1N < IEff b 3
SIGTERM. U420 1 iZES, 258 isulastop —H K1E.

IR 2

$ isula stop £d7376591a9c3dB8eef9aldf5d2c2e5255b02¢ccd44cddaabeca82170efd4497510el
£d7376591a9c3d8ee%9aldf5d2c2e5255b02¢cc44cddaabca82170efd4497510el

1.3.1.5 @Flf= 1k

oo Og

et

isula kill -4 F Fomfl e ik — s AN IEAT P A A .

isula kill [OPTIONS] CONTAINER [CONTAINER...]

Kill fr X HEHE% FE&.

=17 kill S5S2H TR

4 2H B8
il “H, ~host $i5 T ) iSulad socket 3P E
fa
S, ~-signal RIEABBRNES

e
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$ isula kill £d7376591a9c3d8ee%9aldf5d2c2e5255b02cc44cddaabca82170efd4497510el
£d7376591a9c3d8ee%9al4£5d2c2e5255b02¢cc44cddaabca82170e£d4497510el

1.3.1.6 MFRE =S

EFEpU

isula rm 741 T — ek

F%

isula rm [OPTIONS] CONTAINER [CONTAINER...]

*&1-8 rm WmELBHIIR

14 e 21 4 8H
rm -f, --force SRR IE IS AT A5
-H, --host 15 B %R iSulad socket LA
1%
-V, --volume B HESERS s (%F: H
B iSulad AN FH L IhRED

2R BRI
® (IO IEFHAL, B IF 1AEER MER—A running %4 KR IRIY T1,
200 NEBIIET (BT KE 10 #4E, host 10 IEH ) MIBR—4 running 2487
AN T2, T2 MRMS y: T2=max {T1*3, 53} Fhih.
oyl
MHIBR — A RS ) 7 2%

$ isula rm £d7376591a9c3d8ee%9aldfbd2c2e5255b02cc44cddaabeca82170e£fd4497510el
£d7376591a9c3d8ee%9aldf5d2c2e5255b02cc44cddaabeca82170efd4497510el

1.31.7 ENBEE
R

isula attach iy 4 FH 1K 24 57 & i AR AE ST N« b dE S B A AR A R E B R IE R 1B AT 2
25 . AV S H runtime K58 ler B S .
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%

isula attach [OPTIONS] CONTAINER

attach iy & XS SH T K.

%1-9 attach S-S HFI%R

we 21 Wi EA
attach --help FTERFE IS B
-H, --host i 8 BEHEMY) iSulad socket S %
1%
-D, --debug F¥ )5 debug i

2R PR

e  JF/4: docker attach 28 EHLIZHE AN 45, 1 isulad  attach Z2% /5 75 Eme— 1N 4=

AHEN.
AN
BN DMBITRENE S
$ isula attach £d7376591a9c3d8ee9%aldfbd2c2e5255b02cc44cddaabca82170e£fd4497510el
/ #
/ #
A oI
1.3.1.8 Enp%ﬁ'nn
iR

isula rename 74 H T H iy 4 A48 o

%

isula rename [OPTIONS] OLD NAME NEW NAME

W%
\d')é{é

rename fir & LRSS H K.

Z=1-10 rename WSS IIER

fir 4 e 311 Pt BH
rename -H, --host ENEnts
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HAgd— A

$ isula rename my container my new container

1319 ER#ZHINITH®S

ik
isula exec i H T IEEBIT IR HIZIT — N 2. HrHAT a2 B e 5 48 FER A
Hxiztr. WREME G 7B XHF, WHBMERHZHZ.
&
isula exec [OPTIONS] CONTAINER COMMAND [ARG...]
exec M2 XSS HE T &K,
F1-11 exec GpSEHIIER
w4 SH Ti e
exec -d, --detach G EiBsiTm%
-e, --env WEINEAE (%yF: HE iSulad
i AN FH e ThRED
-H, --host 6 5E BEEHEM iSulad socket U %
%
-i, —-interactive WA TR, MERERRER N
(#3F: HET iSulad A H itk 1h
e
-t, --tty et (3. HAET iSulad M
AME LD RE
-u, --user e H P B BB ATH S
)R PRFI
® isulaexec NBREEMSERS, SBOAEH-it 8, FKroE— "M%, UL
R AN E R
o  YffiH isulaexec PATHIAS, FEMIAFHAT G GHRER, T A nohup br & 2%
SIGHUP {55
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i/ isula exec IBAT A, fEHIA I8 17 J5 & EFE T 8 A nohup #ri&i. &N AZSTE
exec PATHIHEFE (session B HEFE) BHIE, [5G #ATHIEEFE &% SIGHUP {5
T, SRR GHEEL, HIUE TR

isula exec FAFMARESE, AEPUTEERET, BN HI-RIEHS .

isula exec AT J5 B IREFE M) 7

a. f#H isula exec #E AN #5% 0, isula exec container_name bash

b. ARG, PIT script &

c.  PAT exit, FEL I

isula exec HAB®E, PITREEEFREMIRRA isula exec EANBIEITIFEG whilel 7, 4
bash BHE, whilel RFHAZBH, ZANJLHERH 15

BFEEE, whilel FEF MRSV bash #HFE fork sexec $UTHI, whilel FHFEEH] T bash FHFE
IS, S5 bash IBHE, AWHFERTEERE, S

console HRWAZICRHEMF, epoll wait A, HEFEANIRH.

isula exec AEEH JG & 7 APAT, B ATRES HILRIEHL 4,

isula exec J& & AT B U0 F -

fiiH isula exec B4 & 177305 64T exec, Ul: isula exec container_name
script & , isulaexec J5 EAT, PATHIEIAF AN cat J—3C4F, IEH B E 4]
oA, WIRAE AT A I BT [ R, R e R 10 SR M IR H L
stdout FIZNTE, (& AN, MRSsun H TR IRAE cat SUIF, 48841 fifo
(1) buffer BL5 NEHE, M7 SN, Ba NS RILE write sh1E L.
BEPKFH exec AT A EEHAERN a7 2 0F, 2 iUd H/bin/bash -¢ 77 AT
AT R o

SR 37 55

1 FH isula exec container_name -it Is /test | grep "xx" | we -1, Fi T4t test H3 K xx 1
SO, TR exec BRAT NS frest”, Fifr il IS B E R AT grep. we AbFE. exec i
1T IIN"Is ftest" i H ¥4, FRERXT Z80 AT b3, 4550 1R

JRR: A exec HUAT Is ftest, % AT #4T, S XHiZda R #EAT “| grep "xx" | we -1
“ PR 2 (AT

[root@localhost ~]# isula exec -it container ls /test
XX xx10 xx12 =xx14 xx3 xx5 xx7 xx9
xx1 xx11l xx13 xx2 xx4 XX 6 xx8

[root@localhost ~]#

AWAEE T 3 T runfexec HUATHE EIERAER Ar &1, A /bin/bash -¢ AT
T, FER ar AT B TE B AT .

[root@localhost ~]# isula exec -it container /bin/sh -c "ls /test | grep "xx"
| we -1"

15

[root@localhost ~1#

281145 A echo 97721 exec v A stdin A KHE, & S8 PR, BOZE
Hoft echo EAE A 1T S HUfL 4 B4

[root@localhost ~]# echo 1ls | isula exec 38 /bin/sh

~C
[root@localhost ~]#
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EiRdr ST R MBLE P i RAEIL R, X2 T R dr A 2 TAE stdin FA Is, BE
Ja EOF #istlt, 7/ im A AEHdlE, SRS miE L, (HEMRS kX 2%
JUii A 5 T B AR SRIE R, AT S5 R AE read #dls b, A FEXOUTEIF
5t

AT T3 30N

[root@localhost ~]# isula exec 38 1ls

bin dev etc home proc root sys tmp usr var

w7l
AT A # T, AT echo @4

$ isula exec ¢75284634bee echo "hello,world"
hello,world

1.3.1.10 BN BRFES

DTN
isula inspect 24l | 2545 [ VE4H(E B .
&
isula inspect [OPTIONS] CONTAINER|IMAGE [CONTAINER|IMAGE...]
"
2

inspect iy @ XFFSMSH K.

R1-12 inspect S BHTR
e Z2H B
inspect -H, --host T8 € BLE LI iSulad socket S
1%
-f, --format At FASEARCA% XA
-t, --time FEE N N 8] FR) R0 #, A AE AN TA) A

inspect A4 &35 S AR AT 1T
MM IR R IR B R AL, BRINA
120 Fb, M4ECE/NTET 0 1E,
FRA B timeout ML inspect 7%
MEREES—HER, HIFH
RS BRI E IR A

2R PR

o REHEBA L format v “{{.State}}” Mk R LEL, SCEF “{{json .State}}”
(1) json ¥ A ALHI H . 24 inspect BRI, A B3
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w5

ARG S

$ isula inspect ¢75284634bee

[

"Id": "c75284634beeede3ab86c828790b439d16b6ed8a537550456b1£94eb852clcla™,
"Created": "2019-08-01T22:48:13.993304927-04:00",

"Path": "sh",
"Args": [],
"State": {
"Status": "running",

"Running": true,
"Paused": false,
"Restarting": false,
"pid": 21164,
"ExitCode": O,
"Erroxr": "",
"StartedAt": "2019-08-02T06:09:25.535049168-04:00",
"FinishedAt": "2019-08-02T04:28:09.479766839-04:00",
"Health": {
"Status": "",
"FailingStreak": O,
"Log": []

by

"Image": "busybox",
"ResolvConfPath": "",
"HostnamePath": "",
"HostsPath": "",
"LogPath": "none",

"Name": "c75284634becede3ab86c8287900439d16b6ed8a537550456b1£94eb852clcla",

"RestartCount": O,
"HostConfig": ({
"Binds": [],

"NetworkMode": "",
"GroupAdd": [1],
"IpcMode": "",
"PidMode": "",

"Privileged": false,
"SystemContainer": false,
"NsChangeFiles": [],
"UserRemap": "",
"ShmSize": 67108864,
"AutoRemove": false,
"AutoRemoveBak": false,

"ReadonlyRootfs": false,

"UTSMode": "",
"UsernsMode": "",
"Sysctls": {},
"Runtime": "lcr",

"RestartPolicy": {

"Name": "no",
"MaximumRetryCount": 0

}l
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}7

"CapAdd": [1,
"CapDrop": [],
"Dns": [1],
"DnsOptions": [],
"DnsSearch": [],
"ExtraHosts": [],
"HookSpec": "",
"CPUShares": 0,
"Memory": O,
"OomScoreAdj": O,
"BlkioWeight": O,
"BlkioWeightDevice": [],
"CPUPeriod": O,
"CPUQuota": 0,
"CPURealtimePeriod": O,
"CPURealtimeRuntime": O,
"CpusetCpus":

nn
’

"CpusetMems":
"SecurityOpt": [],
"StorageOpt": {},
"KernelMemory": O,
"MemoryReservation": O,
"MemorySwap": 0,
"OomKillDisable": false,
"PidsLimit": O,
"FilesLimit": O,
"Ulimits": T[],
"Hugetlbs": [],
"HostChannel": {
"PathOnHost": "",
"PathInContainer": "",
"Permissions": "",
"Size": 0
b
"EnvTargetFile": "",

"ExternalRootfs": ""

"Mounts": [],

"Config": {

"Hostname": "localhost",
"User™": "",

"Env": [

"PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin"

"TERM=xterm",

"PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin"

1,

"Tty": true,

"Cmd": [
Pt

1,

"Entrypoint": [],

"Labels": {},

"Annotations": {
"log.console.file": "none",
"log.console.filerotate": "7",

’
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"log.console.filesize":

"1 MB" ,

"rootfs.mount": "/var/lib/isulad/mnt/rootfs",

"native.umask": "secure"

b

"HealthCheck": {
"Test": [],
"Interval": O,
"Timeout": O,
"StartPeriod": 0,
"Retries": O,

"ExitOnUnhealthy": false

}l
"NetworkSettings": {
"IPAddress": ""

]

1.3.1.11 B RRER

f::pu

isulaps M T EHITARRIEL.

isula ps [OPTIONS]

w4 Z2H B B
ps -a, --all TR B R4S
-H, —-host 52 BLE R iSulad socket U
7%
-g, --quiet REBREAH AT
-f, filter BT i 9 ok 1
--format P RS 75 B 1 77 = S s
--no-trunc AKX 1D AT BT Ep
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w5

HHPTH FHE L

$ isula ps -a

ID IMAGE STATUS PID COMMAND EXIT CODE
RESTART COUNT STARTAT FINISHAT RUNTIME NAMES

e84660aa059c rnd-dockerhub.huawei.com/official/busybox running 304765 "sh" 0
0 13 minutes ago - lcr
e84660aa059cafb0a77a4002e65cc9186949132b8e57b7£f4d76aa22£28£de016

$ isula ps -a --format "table {{.ID}} {{.Image}}" --no-trunc

ID IMAGE

e84660aa059cafb0a77a4002e65cc9186949132b8e57b7£f4d76aa22f28fde016 rnd-

dockerhub.huawei.com/official/busybox

13112 ERAR

iy

2SR PR

isula restart T H)j5 —EE LB

isula restart [OPTIONS] CONTAINER [CONTAINER...]

restart iy & SCFF S S H T K.

F=1-14 restart S SHIIER
4 e 311 Tt BH
restart -H, --host ¥ EERENY iSulad socket 3CAERS
%
-t, --time et Ll HE X AN ], 5
T4k

o Rt H <O K, TEHIR A O N 2B stop (55 .
restart 2> &7 S5 stop 12 1L A% . stop S SRR B KL stop 155
(SIGTERM), #RJGZ&FF— 2 MRA CXANAEHEH AR O, 7 —En
AR T ITIRE, I kiE Kill 55 (SIGKILL) 7838 s H .
o MIASHtINE
t<0 Ko —H%R, AEZAMEFEFRMEDL, BRI XAMAT, &£
X E SR ERERC, NN E SR A L stop 155 I AL EEA LA .
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t=0 : FToRAE, STHIRIE Kill -9 FZ5E,
>0 : FTARZE—ERNE, WRAEHRERES, #RIEKIll-9 FIELE.

FrLlan S A AR t<0 CRodn t=-1), iE#IfR 3 &2 1N H 2 IEFiAL . SIGTERM.
WMRELRANE T 1ZES, 258 isula restart —EF1F.

41
PR

$ isula restart c¢75284634beeede3ab86c828790b439d16b6ed8a537550456b1f9%4eb852clcla
c75284634beeede3ab86c828790b439d16b6edB8a537550456b1f94eb852clcla

1.3.1.13 FEFR51RH
ek
isula wait Jj T8 45— 2 AR o (SR runtime SR ler (K748«

F%

isula wait [OPTIONS] CONTAINER [CONTAINER...]

wait i 2 X RS HSH K.

%£1-15 wait S TR

14 e 21 Pt BH
wait -H, --host 6 5E BEEEHEM iSulad socket U %
41
/ PHZE, BHBIEMRFIL, REFTELE
H AR
~ 15l
EREANERIEH

$ isula wait c75284634beeede3ab86c828790b439d16b6ed8a537550456b1f94eb852clcla

137
13114 EERSBZHPHIEER

iR
isula top H T B A& HEFRE S . USCHF runtime R854 ler RS .
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%

isula top [OPTIONS] container [ps options]

top Ar L XS HSH K.

£1-16 top LS HIIER

we 2 BB
top -H, —host fi & BIEPEH iSulad socket S
#
/ ST R ARG
3

fEnIEaR e b E RS,

$ isula top 21fac8bb9ea8elbed313c8acea’765¢c8b4798b7d06e043bbab99fc20efa72629¢c

UID PID PPID C STIME TTY TIME CMD

root 22166 22163 0 23:04 pts/1 00:00:00 sh

1.3.1.15 EEREFFEANRR

EFEpU

isula stats FH T~ SER 7R BHEAT MG T HE B . AUSCHF runtime 88454 ler 3.

%

isula stats [OPTIONS] [CONTAINER...]

stats i &L B M S H T K.

)

%1-17 stats 9 SESHIIER

1y 4 S Pt BH
stats -H, --host 6 2 BE R iSulad socket A%
%
-a, --all BRI R (BN R SRt
HIZ548)
--no-stream e 7 K stats, HATEIEH—K
gEHR
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Pl

1.3.1.16 38 EX

Tk

2R PR

w5l

SR BRI gt E R

$ isula stats --no-stream
21fac8bb9eaBelbed313cB8acea’765c8b4798b7d06e043bbab99fc20efa772629c¢

CONTAINER CPU % MEM USAGE / LIMIT MEM % BLOCK I / O
PIDS

21fac8bb9ea8 0.00 56.00 KiB / 7.45 GiB 0.00 0.00 B/ 0.00 B

1

IS8 H =+
“ran N

isula logs FH T 3REUA I H & SR runtime 287 lor (445 .

isula logs [OPTIONS] [CONTAINER...]

logs fiF & XHFZHSH T K.

#1-18 logs &S HFFE

e ¥ BB
logs -H, --host i e EERERY iSulad socket LA
1%
-f, --follow BRER H 25 f
--tail BonHEATH

o RIRH logs HEWLFKIIRE, BRUNTFEIRE, FEEXMATLUE isula create --
log-opt disable-log=true &% isula run --log-opt disable-log=true <.

RS H &

$ isula logs 6al44695f5dae81e22700a8a78fac28b19f8bf40e882756803329c7d4£742406
hello, world
hello, world
hello, world
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1.3.1.17 BE5EN 2B EHTFEEN

iy

RE

2R PR

w5l

isulacp F T2 s 5 N A ROEHEFE UL, AUSCRR runtime 28780 lor FOA 45

isula cp [OPTIONS] CONTAINER:SRC PATH DEST PATH
isula cp [OPTIONS] SRC_PATH CONTAINER:DEST PATH

cp RSB IS H TR

T4 2 R
cp -H, --host 16 EEREN) iSulad socket SCAEER
%

® iSulad fEPATHE UK, R&fE#/etc/nostname,  Jetc/resolv.conf, /etc/hosts =43¢
i, WAL %F--volume Fl--mount Z %L N (1250 H: 403 host, T LAX I% &6 504 1)

8 DU P ) B AR P IR SRR SO, TRAN A B S s R (R S0 A

[root@localhost tmpl# isula cp b330e9be7l7a:/etc/hostname /tmp/hostname
[root@localhost tmpl# cat /tmp/hostname
[root@localhost tmp]#

o iSulad TEMRIE SCIFIN , 2 S R AT 6 S S 3 K

Wr, ToEEREED, FTUERS IR, WORPONSCIEIE, R4 SO 2R e

NSO QR SO, [ 44 B SO e 2 4o il 7 2 9 SCPF
[root@localhost tmpl# rm -rf /tmp/test file to dir && mkdir
/tmp/test file to dir

[root@localhost tmpl# isula exec b330e9%be7l7a /bin/sh -c "rm -rf
/tmp/test file to dir && touch /tmp/test file to dir"

[root@localhost tmpl# isula cp b330e9be7l7a:/tmp/test file to dir /tmp
[root@localhost tmpl# 1ls -al /tmp | grep test file to dir

—rw-r—---- 1 root root 0 Apr 26 09:59 test _file to_dir

® iSulad 7E cp $ULILAEH, K As freeze (F, 1EHIERUG, KERAREBIT.

¥ E ML test/nost H 63 D1 E 75 4% 21fac8bb9ea8 f/test H3k T
isula cp /test/host 21fac8bb9eal8:/test

#7545 21fac8bb9ea8 Himwww H 5644 T2 EHLA/tmp H 34
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isula cp 21fac8bb9%ea8:/www /tmp/
13118 HiEHE
it

isula pause F T &&= 25T A HIERE, SZEF runtime ZRA5 ler A S .
A

isula pause CONTAINER [CONTAINER...]

S
w4 S 5 B
pause -H, --host Fe e EE R iSulad socket ST
1%

2R PRI
o JUENRAAN running [ 248 7] LY AT pause #1E
o CUEIRW pause Ja, TCIEPAT HABA Ay B A EERAE (W

restart/exec/attach/kill/stop/rm %)
o UM R K A E A A pause J5, B AHIRAESHRZL AN unhealthy RS
i
FF— D IEAEBITI AR, w2mplan T

$ isula pause 8fe25506fb5883b74c2457£453a960d1lae27a24ee45cdd78fb7426d2022a8bac
8fe25506fb5883b74c2457£453a960d1ae27a24ee45cdd78£fb7426d2022a8bac

1.3.1.19 1k E R &S
R

isula unpause F TPk & & 2% Hh BT IEERE, W isula pause IS FE, (N 3 HF runtime 38
A ler 12545

isula unpause CONTAINER [CONTAINER...]

54
fir 4 S8 B
pause -H, --host 16 € BIESE iSulad socket SCA %
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B ferE 1iSula %5 5] %
1%
2R PRI
o JURNRAA paused 2% AT LLBE AT unpause #:{F
w451

WE ML FIR A, A LmplinT:

$ isula unpause 8fe25506fb5883b74c2457£453a960d1lae27a24eed45cdd78fb7426d2022a8bac
8fe25506fb5883b74c2457£453a960d1ae27a24ee45cdd78£fb7426d2022a8bac

1.3.1.20 MAR S5 im LT3R EREHE R

f:pu

isula events I - M 55 i SE I SR EUCAR S BB AL d J ) S4TSR S, DGR

runtime 2854 ler B 2%,

RBx
isula events [OPTIONS]
2
wd 2 WA
events -H, --host ¥ & EEHEN iSulad socket SCAEEE
1%
-n, --name IRELFE & A 2 FHAH S
-S, --since SR FE 7€ I 18] LA A A7 12
w151

MR 55 3 SE IR SR AR S, a2 os Bl 0 F

$ isula events

1.3.2 X CNI L&
1.3.2.1 R

SEHL CRI X CNI E% e 7T, ELAE CNI 28 C BT IERT . CNI IE% A
AR . Pod 7FEESCRFMIZ%INS, Biltnidid canal 25 &5 W25 HG H 4R (LM 25 58 ), A TR
CRI % I BEW AN canal SEILX%, JF HARHA] canal 3% 11, O Pod 4241 /2% fE
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1.3.2.2 0O

CNI S el W0, B4 M CNI XKL & AT Pod it & CNI R Z&HH < 1 T
o CNI MR BEM LMD, £ isulad #8552 CNI WK I B LT £ %1% . CNI
X 284 A B SOPE BT LE R B8 42 DL S A F R I 28 4. PRI 2 L3R 1-20.

e Pod L& CNI PIZEAHIC I, FE & EE Pod I IN CNI &8 512, BRIA
150 Pod H &2 default CNI P25 -~F-[i F, =] PLIBE ZEC B 4 Pod I 2| £ A4S

CNI M Z5-F- i o

1-20 CNI MR HCEHEO

IhRE wIT [ 146H

WE CNI M 45—k | --cni-bin-dir | “"cni-bin-dir": | EXi\ Jy/opt/cni/bin

i S BT LR B 42

WE CNI ML HCE S | --cni-conf- | “cni-conf- ARG B VA G

FTTE R 1% dir dir™: ", 284 54" conf". ".conflist" Al
"json"HISC . BRI
fetc/cni/net.d

i 72 W 2 A X --network- | "network- faE Wi tE, BN F

plugin plugin™:™, | %, XRTMKELE, G

) sandbox A loop M+ o
SCRF oni A ARF, HoAddE
FE2 S8 isulad 5 32k
W

BRI CNI 28 it B 77 2 -

7t Pod HIBC E 111" annotations"H, 34 11— i "network.alpha.kubernetes.io/network": "

9 24 T L2

W 2% ~F- TR IC B A json A% 2N, A5 I .

® name: F&5E CNI M4 Pl {14+
® interface: 1HEMZEE ML F

BREE CNI R E B 5 SR Bl i R

"annotations" : {

"network.alpha.kubernetes.io/network":

\"ethl\"}"
}

1.3.2.2.1 CNI M4&HC & 15t AR

CNI [ 4% i B A0 & PRl 7Y,

A% AR json:

"{\"name\":

\"mynet\", \"interface\":
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o HMZCTIACE, Lh.conf Al.json S JEGRAISCAT: FAA MG E IS 2 M R 1-
28,

o  ZMZTIACE, Lhconflist y)a g8 AISCIT: Bk MRC B IS 2 WM % 1-30.

1.3.2.2.2 I\ CNI M4&FIFR

1R iSulad B & 1 --network-plugin=cni, i H#% & 1 default W& &, IBALER
z) Pod HIR i, 2 HZhHE Pod I Z default W45 -F1H . 40 R7E Pod FIRCE HACE T
IPIZE e s, B4 JE 5 Pod RIS iz 234 Pod M 213X S8 fin o 28~ [ v

Pod fic B o R 9 28 FH 52 fR3E 7 port_mappings T, T E Pod s DU 52 & . Bl E
J7

"port mappings": [
{
"protocol": 1,
"container port": 80,
"host port": 8080
}
]

® protocal: RSB EAMIPRL, SR tep (H 0 FRIRD . udp (A 1 FRIHD;
®  container_port: FixZ A B H 25 port;
®  host_port: F/xM | EHLET port.

1.3.2.2.3 IR CNI f£8F13R
StopPodSandbox FIHS i, i AR CNI IR, 18 B X 48 A0 S0 i B YR .
(MAEIZL:
1. 778/ RemovePodSandbox 4 v Z &, £ £if fl—k StopPodSandbox 4 &
2. StopPodSandbox 7 CNI # 2 X %, TH FHEARLFT RKE.

1.3.2.3 {FFRFI
®  cniVersion [IRA, 41T HS2EE 0.3.0 F10.3.1. BT /5T AET 252 HE 0.1.0 f1

0.2.0, #iRHEITEIRS, REE T 0.1.0 1 0.2.0 IR E LS.
name: WAIR/NE R/ . SLLVER VRS REBEE N E E AR
T HA AT 200 N F4F
o E AT 200 4, FAANEDE SRR IMB.
o PREZIEMSH, THERIELIRIMETRKEE, AT EE KRS A

5 N\ netconf.json {4,

133 REREEE

1.3.3.1 BEHLE

f:pu

AR A B E R A5 host 2 7] AT LAFE = namespace 15 /5., G4 pid, net, ipc, uts.
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%

isula create/run i {5 | namespace #H< 1]

create/run v LLEE & R 512 4.

It

7

Z

=

LB, RS

VR = ClE

SHm

SRR

BUESER

=
=

--pid

a5 2L pid
namespace

[none, host,
container:<containerlD

>], none F/xASk
%, host &/~ 5 host
F:H namespace,
container:<containeriD
>SKRRNGRDE
containerID L ZE [F—
A namespace

3

/

--net

572 EL R net
namespace

[none, host,
container:<containeriD
>], none FxASk
=, host &/~ 5 host
F:H namespace,
container:<containeriD
>SKRNEG RS
containerID L= [a]—
/I namespace

oA

--ipc

RE ELTE ipe

namespace

[none, host,
container:<containerIlD

>], none F#RAIL
%, host &/~ 5 host
JLH namespace,
container:<containerlD
>SKRNG R
container|D L= [q]—
‘> namespace

o

--uts

852 ZILE uts
namespace

[none, host,
container:<containeriD
>], none F/xAHk
=, host &/~ 5 host
J:H namespace,
container:<containeriD
SEINE R
containerID L ZE [F]—
A namespace

o
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AN

R P25 28 75 BAL 2 [F A pid namespace, fEIEATA I, EL#EIN_E--pid

container:<containeriD>

isula run -tid --name

Rar, dn:

test pid busybox sh

isula run -tid --name test --pid container:test pid busybox sh

1.3.3.2 [R#z1TETAY CPU HiE
R
A] DL I 2 B R ) 25 o8

%

(1145 T cpu BEIR1E .

isula create/run B cpu AHOC IS EL PR HI| 5 28 (125 T cpu BXIAE, BARSEEUE I

VR S ClE

create/run i 7] LR 2 R 512 4.

15 ) mem 5 &

1 cpu g T, ARG
FE N =ML cpu %X
&, e Lk E o-
38 0,1.

SHIN SRR HESEE B R/IE
--Cpu-period PRI 2588 cpucfs | 64 7 ¥ % (int64) &
GEEAFRE)
A
--Cpu-quota PR A2 4% cpu 64 7 F 4 (int64) %
cfs(5E 4 AV %)
1 EL A
--Cpu-shares PRI 25 cpu A | 64 7 8% (int64) &
XA E
--Cpuset-cpus PRI ARG cpu | 7. ENERE | &
Ril: 1) cpu g5, AR
FE N ML cpu %X
&, flan] bk #E o-
3 5¢# 0,1.
--Cpuset-mems PR A4S T cpuset | FAFHR. ANERE |/
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AN

WA T PR A s KR AR E I cpu, FEIZATA AR, B4 N E--cpuset-cpus number
BPAT, .

isula run -tid --cpuset-cpus 0,2-3 busybox sh
(MARTY:

RTRERSD, FHL “EHINBREL” .

1.3.3.3 BRFIEI TR A=

T
A B B IR 0 45 0 P9 7708 LR

A%
isula.create/run I A A U7 A 0 2 SO 11 25 A 0 45 35T P 47 A0 P _ETRL, FLP 2 MR
UNIE S CIES

2%

create/run It v LR & R 51240,

SHIm SRR BESEE REWIE
--memory PRI B AL | 64 A7 BEH(int6d). | &
FI LR EAERH, 0%

INANBE (AR
i) s BALETEUN
7*(byte), KB,

MB, GB, TB,
PB.
--memory- PRIFIZR 2 NAER | 64 AL EEE(int64) . 5
reservation IR BRI %L, 0%
AAEE CRR
HD 5 FRALATPLN
2% (byte), KB,
MB, GB, TB,
PB.
--memory-swap PRAI 2R T | 64 ALEEEL(int64). =
71 ERR HoN-1 e %, -

1 KR ANRS], 0
KA EE CHIR
fiD s BALATELN
2 (byte), KB,
MB, GB, TB,
PB.
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SHIN S %R AR MESER REDIE
--kernel-memory PRAIZ 2SR NAZN | 64 A2EE%(int64). w
T E IR ERNAETRE, 0%

RAKRE (AR
fiD s BALATELN
2 (byte), KB,
MB, GB, TB,
PB.

w5l

R AR E IR S a5 N NAEI B IR, RSB AT A48, B3N _E--memory <number>[<unit>]
Bar, .

isula run -tid --memory 1G busybox sh

1.3.3.4 BRFIZITETAY 10 FilR

ik
A LR 2 B R 1 78 s vh i ek B 5 .
%
isula create/run I i F --device-read-bps/--device-write-bps <device-path>:<number>[<unit>]
N R 1) 5 4 T A% () B 5 TS
¥
create/run i 5 %2 --device-read/write-bps Z%{.
SHIm SRR EESEE BH Wik
--device-read-bps/-- | [RfIA & H &R | 64 (LHEEL(int64). &
device-write-bps | i e/ N IEREA, AT
N0, 0FRRAB
B OCRMRED ; #
A PR (byte),
KB, MB, GB,
TB, PB.
3

W T BRI A4 N WA S, fEIB TR, B - --device-write-bps/--
device-read-bps <device-path>:<number>[<unit>] B 7], 40, PR#IZ2S busybox P ik 4%
[devisda HIEEE N IMB &:Fp, M40 R
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isula run -tid --device-write /dev/sda:1lmb busybox sh
PR 5 T B (e 2 0 R
isula run -tid read-bps /dev/sda:lmb busybox sh
1.3.3.5 BRI rootfs fZ &= (8]
R
7t extd AR overlay2 BF, WTDLR B BEAEIRESCHRFE R, ik E A B4R
N 5G, B ##s N 10G.
ZAFEIE R ext4 UM R GEHY project quota THAERSZEL, ENZSCRFIIRIIR T, B &
LA SYS_IOCTL % & HA H% M project ID, FHiEiT R4 1HH SYS_QUOTACTL #
E AN [ project ID 1 hard limit A1 solft limit {52 2 BRA H 1.
%
78R
A RS SFF Project ID A1 Project Quota J@& 1, 4.19 iAW CL4 T Hr, AhEf
e2fsprogs IRAANKT 1.43.4-2.
TER LR overlayfs 2 B, 75 ZE0 AN 2% 2% 1) upper H A work H B B AN 1
project id, [FIW ¥ B4k AL, fEAATEE overlayfs 2 Ja A f Vi FAZ 4 project id
FOek A& g v .
BCA0 I 15 B 75 A 28 A DU P 4T o
daemon HHEINAn R ECE
-s overlay2 --storage-opt overlay2.override kernel check=true
daemon LA R IET, T AR A& E BB,
--storage-opt overlay2.basesize=128M #5 & ERIA R HIFI K/, £ isula run B 45 5E
T --storeage-opt size I, ML run B FE B KA, %5 daemon ER isula run B #EAS
FEE RN, NFRTRAS PR .
BT JE S & 5t Project ID 1 Project Quota J& 4
- s SO R S mount
# mkfs.ext4 -O quota,project /dev/sdb
# mount -o prjquota /dev/sdb /var/lib/isulad
S

create/run I 45 iE --storage-opt 4.

SN SHRA BUYESEE BEBVIE
--storage-opt PR il 25 7% rootfsSize it HIK/NHN inted |
size=${rootfsSize} | rootfs fEfi | JEFE N LLF W RRIIIESL BRIA
2], BAN B, alfREN
([KKmMgGtTpP])?[il]?[bB] ?$
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1iSula & #%5] 5

w5

Z)R

£ isula run/create iy 447 _Eilit O 280 “--storage-opt size=<value>" k¥ & [RA1. H
Hvalue 52— ANIEFL  BAL AT B2 [KKmMgGETpP]2[i1]2[bB1?,  E AN B A7 (5 2R,
AT

$ [root@localhost ~]# isula run -ti --storage-opt size=10M busybox
/ # df -h
Filesystem Size Used Available Use% Mounted on
overlay 10.0M 48.0K 10.0M % /
none 64.0M 0 64.0M 0% /dev
none 10.0M 0 10.0M 0% /sys/fs/cgroup
tmpfs 64.0M 0 64.0M 0% /dev
shm 64.0M 0 64.0M 0% /dev/shm
/dev/mapper/vg--data-ext4l

9.8G 51.5M 9.2G 1% /etc/hostname
/dev/mapper/vg--data-ext4l

9.8G 51.5M 9.2G 1% /etc/resolv.conf
/dev/mapper/vg--data-ext4l

9.8G 51.5M 9.2G 1% /etc/hosts
tmpfs 3.9G 0 3.9G % /proc/acpi
tmpfs 64.0M 0 64.0M 0% /proc/kcore
tmpfs 64.0M 0 64.0M 0% /proc/keys
tmpfs 64 .0M 0 64.0M % /proc/timer list
tmpfs 64 .0M 0 64.0M 0% /proc/sched debug
tmpfs 3.9G 0 3.9G % /proc/scsi
tmpfs 64.0M 0 64.0M % /proc/fdthreshold
tmpfs 64.0M 0 64.0M 0% /proc/fdenable
tmpfs 3.9G 0 3.9G % /sys/firmware
/ #

/ # dd if=/dev/zero of=/home/img bs=1M count=12 && sync
dm-4: write failed, project block limit reached.

10+0 records in

9+0 records out

10432512 bytes (9.9MB) copied, 0.011782 seconds, 844.4MB/s
/ # df -h | grep overlay

overlay 10.0M 10.0M 0 100% /

/ #

1 IREREXS rw 2.
overlay2 fFRAE B X5 B 21 rw Z 1, SR EIRNATHHEAEN .

2. WAXSCRPIFfHERE

W AZ DA 20 S 1 extd (1) project quota TRE, JFAE mkfs IRHEZE N -0
quota,project, FEHIFIM % Z N F-o prjquota. AT —/NAN# AL, 7Efd F--storage-
opt size=<value> i #R 4 44

$ [root@localhost ~]# isula run -it --storage-opt size=10Mb busybox df -h
Error response from daemon: Failed to prepare rootfs with error: time="2019-04-
09T05:13:52-04:00" level=fatal msg="error creating read-

write layer with ID
"ad4c0e55e82c55e4eedb0£f4ee07£80cc2261cf31b2c2dfd628£falfb00db97270£f": —--storage-
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opt is supported only for overlay over

xfs or ext4 with 'pquota' mount option"

PR A1) 40 1 56 P

a.  PRHIETE KT isulad [ root FrfE4y X 1) size B, fEZR A A df & 2 13044
RGBS 2 isulad 1) root FT7ESy X 1K) size, 1A 2 ¥ B PRA .

b. --storage-opt size=0 AR ARS, Hix BIEARE/NT 4096, size MIAEE N 11
T, GRARERE B A NS T, NG e, IndEE size=0.1 SLFR
&[T size=0 ARRE.  CZUE BN AR AOEOR FE IR 1), Bp
0.999999999999999999999999999 5 1 4511y, F AR 9 I/ A | HHAL
A BEAFIEZE 5, WX E 4095.999999999999999999999999999 5 4096 4547, F:
B , R isula inspect WoR FIAm A TR EE A, MRS/ NF
W, AT BNy

c. PR#IMFEE /N, Ebln--storage-opt size=4k, TS SEUA L TLIEEH,
IR BN A B TR R — A

d. E—WJa3hisulad i, isulad [ root FIT7E 4y X EE N T -0 prjquota JET, X
UORBNI A, W4 E—UJa 3R I T quota FYZ a4 B B AE A E R

e. daemon i 4i--storage-opt overlay2.basesize, H:Hu{f i [# 5 --storage-opt size
HHIA -

e 7€ storage-opt N 4k I, HELZA G305 docker H £ 7

fii FHIE TR storage-opt size=4k F1%5i1% rnd-dockerhub.huawei.com/official/ubuntu-

armé4:latest BT A%

docker J& 2l

[root@localhost ~]# docker run -itd --storage-opt size=4k rnd-

dockerhub.huawei.com/official/ubuntu-armé4:latest

docker: Error response from daemon: symlink /proc/mounts

/var/lib/docker/overlay2/e6el12701dblad488636c881b44109a807e187b8db51a50015db34al

31294fcf70-init/merged/etc/mtab: disk quota exceeded.

See 'docker run --help'.

BERKHAME, EWED

[root@localhost ~]# isula run -itd --storage-opt size=4k rnd-

dockerhub.huawei.com/official/ubuntu-armé64d:latest

636480b1fc2cf8ac895f46e77d86439fe2b359a1f£f78486ae81c18d089%bbd728

[root@localhost ~]# isula ps

STATUS PID IMAGE COMMAND EXIT CODE

RESTART COUNT STARTAT FINISHAT RUNTIME ID NAMES

running 17609 rnd-dockerhub.huawei.com/official/ubuntu-arm64:latest /bin/bash 0

0 2 seconds ago - lcr 636480blfc2c

636480b1fc2cf8ac895f46e77d86439fe2b359alff78486ae81c18d089bbd728

FERR A R, WL RE ZEAE R AR rootfs #5428 AN SCHF, BHEBAS S

IR/ 4k, H LR quota BEE M 4k, N6 & S0 b 58 I

docker 7EJE S ws I FE R, 2L isulad Y 5 2 iEES S, H 43K host L

Sebpgir B 252, f/proc/mounts, /devishm 25, 1 B E5 5 P9 A B A AEAEIX BT

fF, Mg, R Bid Rz 2 SBOCH GV RN BRI 4% 5 80 2K .

BERRFARE LS, (EHBOARER, #8080, Wiproc, Hisys

EPRBEAATLER, A2, AEH 54 md-

dockerhub.huawei.com/official/ubuntu-armé4:latest 4~ & &4 lproc, /sys 25, [Kl L3
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MNEBESEKE R, AT W A N, MR ERASE B A
. NIUFIX —Ib A2, SR E %A md-
dockerhub.huawei.com/official/busybox-aarch64:latest i, H1-1%45% 1% N F/proc 17
1, BRERAB/EE PR

[root@localhost ~]# isula run -itd --storage-opt size=4k rnd-
dockerhub.huawei.com/official/busybox-aarch6d:latest
8e893ab483310350b8caa3b29%eca’cd3c94eae55b48bfc82b350b30bl7a0aaf4

Error response from daemon: Start container error: runtime error:
8e893ab483310350b8caa3b29%eca’cd3c94eae55b48bfc82b350b30b17a0aafd::tools/1xc star
t.c:main:404 starting container process caused "Failed to setup lxc,

please check the config file."

5.  HAhRAH.

{8 FHBR A D) BE ) isulad DI Hm AT, 55 ZEORAE B 1) 46 00 £504 5245 H “prjquota ik
T4k, H./var/lib/isulad/storage/overlay2 H 3% (%5 20 S/var/lib/isulad AH A .

(1 i 8A
Y1 38 43 0 F B BIE var/lib/isulad/storage/overlay?2 & 42, S #2K .

1.3.3.6 BRI B 2N X a1
R
AT DL it 2 HURR ) 25 2% A e LT I 0 S AR
&
isula create/run g i --files-limit ¢ FR il 25 28 & 7] AFT I 89 S0 A1 AR 5L

create/run I 5 g --files-limit % .

SHm S YA BESER B EWIE
--files-limit PREIE ST | 64 fArBEH(int6d). | &

TR A | WTRUCN 0L i, fH
ANgEEEIT 2 (7 63
ITIE 1, 0. Hi
Fon AR il

(max) o

T B 25 g it
FErp 2 I T —
LRI, B DAGAE
AREBRE M KA,
AR B REAZ
files limit 17 1)
Can SR & & 1 B0
T4ETELIT I
FIWEL, 2 TR
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SHIm SRR BB = HYIE
cgroup LA E ANEE
25, BYCKT
30,

~fl
PEIZATA BRI, ELHEAN_E--files-limitn BT, 4r1:

isula run -ti --files-limit 1024 busybox bash

#R
L B--files-limit 2ot A — RN, 401, T AESECA B R 2RI

[root@localhost ~]# isula run -itd --files-limit 1 rnd-
dockerhub.huawei.com/official/busybox-aarché64
004858d9f9ef429b624£3d20£f8bal2acfbc8albbbl21c4036de4e5745932eff4

Error response from daemon: Start container error: Container is not
running:004858d9£9ef4290624£3d20f8bal2acfbc8al5bbl21c4036dede5745932ef£4

1M docker £xJazh k2, H files.limit cgroup {4 max.

[root@localhost ~]# docker run -itd --files-limit 1 rnd-
dockerhub.huawei.com/official/busybox-aarch64
ef9694bf4d8e803alc7de5cl17£5d829db409%41a530a245edc2e5367708dbbab
[root@localhost ~]# docker exec -it ef96 cat /sys/fs/cgroup/files/files.limit

max

MR Ixe A runc B8 FERI IR BEAS—HE,  Ixc % cgroup TAHJELEE
files.limit {&, FREASIHFER PID 5% 7411 cgroup.procs 3L, BEETiZ i FE
CAFT B 1NN, TR 5 AN e S80S 3 K. runc B cgroup F41)5 %
B BHFE ) PID 5 N %741 cgroup.procs SCAE, FXE files. limit {8, B
T TFHNRHECEIT T L AW, FfEA fileslimit A%, AZE
A, BRI

1.3.3.7 BRFBIF AR LB EBIFHIZ /LI2H
TP
A] DL i 2 B BR ) 25 4% BE 08 A1) ) E FR IR R AR
Rx
TEZ5 42 createfrun B, {3 ] 2 %~ pids-limit Sk PR 25 5 oha] DL A ik Fe /2R 2 4

create/run i 45 %€ --pids-limit %,

SHI SHHAA BESER RBWYIE
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SHIn S ¥R AR HETEHE EEWIE
--pids-limit PRAIZ 2SR AT LT | 64 A3 % (int64). %
F I SRR EL - AN 0. 1, fH
ANEEE 2 1 63
WH 1, 0.
RINAHLR 1]
(max) o
w15l
TEIBATR AN, BN E--pids-limitn BIA], 4.
isula run -ti --pids-limit 1024 busybox bash
)R

W T Bl A 4

REAC AR, KT 100

1.3.3.8 Bt &E X &FAHY ulimit &

] DU IS S B AT R R B B

Fd e b s G — L8R, P DLE A BB E K/, AREERAT

FEZS 9% create/run B & —-ulimit %7, 8@ daemon Mlc &, 5 #1125 28 H HATFEF 1

faik
RE
2

TP AT VAR E ulimit
1. isula create/run i i FH--ulimit <type>=<soft>[:<hard>] k4% il shell $44T 27 1) &%

S¥In S ¥ AR HESEE ERWNIE
--ulimit PR shell $ATFEF | soft/hard /& 64 7% | 75

#(int64) . soft X
5 <= hard BU{H,
R TR E T
soft FIHU{E, NI
hard=soft. XfJ 3
LT IR A
A, LR
*®
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2. 3T daemon % Z K ek B S 4
VEW, 1.2.3.1 #5772 f--default-ulimits A 5S1% T .
--ulimit A] UG PUTR 2 B B3 P AT PR )
KB 5 FA {ESE
core limits the core file size (KB) | 64 7% %(INT64), JH
. ,fjo E“Jy‘j O\ ﬁ\'\ ;H;‘EP_
cpu max CPU time (MIN) 1 %7 UNLIMITED, HI7R
data max data size (KB) PR, FR B
! S — N KR [EE
fsize maximum filesize (KB) f&ﬂﬂ%ﬁﬁ PREGIEE
locks max number of file locks the
user can hold
memlock max locked-in-memory
address space (KB)
msgqueue max memory used by
POSIX message queues
(bytes)
nice nice priority
nproc max number of processes
rss max resident set size (KB)
rtprio max realtime priority
rttime realtime timeout
sigpending max number of pending
signals
stack max stack size (KB)
nofile max number of open file 64 f K (int6d), ToH
descriptors fr. ARTRAJH,
SREE N REL, AN
I Operation not permitted
3l
ERBH B B IB 1T, I E--ulimit <type>=<soft>[:<hard>]E[ 7], 0.
isula create/run -tid --ulimit nofile=1024:2048 busybox sh
AR

ASRETE daemon.json Fl/etc/sysconfig/iSulad SCAF (BX isulad #y4247) H [FIBTECE ulimit
BRI, A0 isulad J5 Bh2x R4
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1.3.4 B E=E

1.3.4.1 =1 RA

iSulad ERIMJE B E A Ay, HEA S IE S E SR, HAMRAET 2R, A
% letc/default/isulad/config.json ' capabilities FT 52 XCATERABUR o 24 75 BARFBUERAE i
CRLantgfErsys FHIW ), 75 ERPUZR 48 SE UK S, 3 FHIZRRIE, 254811 root

P 18 EHLET root ALK,

1.3.4.2 {£ F BRI

N, 7Fas K root £ R M AL A3 ALK -

FEBUR AR N AR it T RTA Thae, JEMRRR 1 B cgroup f2 il &% 55 HIl AT 1 B A PR 1l
HA% DU

Secomp A~ block fE{T %481 H
Isys. Iproc #4505

B A NREV) A EHL B %
ARG IR H 2 AT T

HE A BEABLREA

Capability Key Capability Description

SETPCAP BB RE

MKNOD SRV mknod() & 4t 1A F G R RR S

AUDIT_WRITE I NAZ T HEE %

CHOWN XA UIDs A1 GIDs fUE & sk (%
chown(2))

NET_RAW [ RAW F1 PACKET sockets; Jyif B AL HH 41

SE (AT HiL Ak

DAC_OVERRIDE

B STAEI) DAC Vi ] B 1

FOWNER ZUWE SO JE 1D AU ERE O ID ARG S A PR
il

FSETID FOVF B SO setuid i

KILL VAR T H O RIEES

SETGID T e AR BE R4 1D

SETUID YA HEFER A P ID

NET_BIND_SERVICE

FEVFSRE 2 /NT 1024 1135 11

SYS_CHROOT

FoVFE I chroot() & 451

SETFCAP

SOV 1] ot ERE A2 8 77 LK Mk L 0 RE (10 g
7
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MBS, AN DR R

Capability Key Capability Description

SYS_MODULE TR 2 P A AR

SYS_RAWIO Y BV 1) /devport,/devimem, /devikmem J% 544
Beif &

SYS_PACCT RVFHATHEFER BSD i it

SYS_ADMIN RVFPAT RGE TS5, M EEE 50 &
i, WEMICAEE

SYS_NICE FVFER TR e g J 5 B ARk 2 i AR S 4%

SYS_RESOURCE R TR R )

SYS_TIME FCVF IR RGeS il

SYS_TTY_CONFIG RYACE TTY W&

AUDIT_CONTROL JE FAZEF A H UE s OO T IESR RO 2
FRUE TR A R0 0

MAC_ADMIN 7 75 5 U7 M) (Mandatory Access Control
(MAC)), v Smack Linux Z¢ 48 (Linux Security
Module (LSM)) iy sZHi

MAC_OVERRIDE LW MAC BLEBCREHNE . 4 Smack LSM M
S

NET_ADMIN FOVFPAT I 28 FRAE 55

SYSLOG PATHFAL syslog(2) #fE

DAC_READ_SEARCH BBE AT I H A% 2 1) DAC Vi) PR ]

LINUX_IMMUTABLE RS IMMUTABLE fil APPEND J& 14
bRk

NET _BROADCAST FOVFIE% ) AN 22 3% U 1)

IPC_LOCK RFBEIEN R B

IPC_OWNER R \PC T BUS 25

SYS_PTRACE FOVFERERAE (] BE A2

SYS_BOOT R EH BN RR

LEASE RVHESCCHBI FL_LEASE #5 &

WAKE_ALARM fil R VM RA R DI RE, WK E
CLOCK_REALTIME_ALARM #l
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Capability Key Capability Description
CLOCK_BOOTTIME_ALARM g%
BLOCK_SUSPEND Al DLFH ZE & GrEE e i R 1
1343 ERES

iSulad {5 H--privileged 47528 IR NP B, FEAELEE IR, AEELRIIINEFAL,
A e/ NFRFRUR I, el A AE ) 22 4 AR

isula run --rm -it --privileged busybox

1.3.5 CRI 0

1.3.5.1 ¥R

CRIAPI #1102 kubernetes #fE I 8B /T BT £, CRIE X T #8514 1 AR 5%
200, ISulad f£ /] CRI #2111, SZILAN Kubernetes F%T4% .

BRI A 25 B8 AT I 5 B AR A A= o A R A0 OB 9 1, DRI 7R e SO AN RS 1% A
H Protocol Buffer & X, 2T gRPC.

LHTSEIL CRI Ay vialphal WA, B 75 API ik X4 R -

https://github.com/kubernetes/kubernetes/blob/release-
1.14/pkg/kubelet/apis/cri/runtime/vlalpha2/api.proto,

ISulad 15 FH 124 pass 1§ ¥ 1.14 kiiAs API A SCHF, SE7 APLESA N, DA
IR O N
(MERTY:
CRI 4 o websocket i XIR %, R 4-35MYrsbat? 127.0.0.1, 3% H 10350, 5% 7Tl id & 44T-
-websocket-server-listening-port 444 2 &% daemon.json B & L4347 BCE .

1.3.5.2 #0
FEOTHRHAZINSHEERDT, SoS8EAFRE, CERE TR,
EOSHIIxR
® DNSConfig
Fit & sandbox ) DNS fIi 4% %% Al 22 3
SEWR ik
repeated string servers SR DNS 45 #3411
repeated string searches LETEIY DNS 48 23851 %
repeated string options DNS mlikIizE, =%
https://linux.die.net/man/5/resolv.conf
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®  Protocol
WML enum (B %136
SHM5 filik <
TCP =0« TCP Pl
UDP =1 UDP i
® PortMapping
f 7€ sandbox it I WS Fic &
SHM5 pu
Protocol protocol Uit 11 B4 FH B B i
int32 container_port R es B H 5
int32 host_port N ER R O S
string host_ip FHLIP Huhik
®  MountPropagation
He# A 4 8 VL enum 7158
SHMRA ik
PROPAGATION_PRIVATE =0 | JoH:#M&HE EE, B linux " private
PROPAGATION_HOST_TO_CO | ##J&PEREM host M2 &b, R linux )
NTAINER =1 rslave
PROPAGATION_BIDIRECTIO | #E#J&PEBEAE host AIZRas W L4k, B linux
NAL =2 f#] rshared
® Mount
Mount #57€ host b —MEEE B AEAS T CRASCTRCARISCE )
BHRG it
string container_path B AT
string host_path EHL BRI AA
bool readonly REMEERS P& NN, BRiME:  false
bool selinux_relabel W E SELinux A3% (ANCHFCED)
MountPropagation propagation HRALFREERE (PUE 0712, 4 xt i
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SHW5 370
private/rslave/rshared ¥ &) BRiAME: 0
®  NamespaceOption
SRWE iR <
bool host_network S8 host 1 X 2% iy 44 25 [H]
bool host_pid FE I H host (1) PID iy 44 %% [H]
bool host_ipc SES 4 host 1) IPC i 44 73 i)
®  Capability
LSRRI 5 R R AL RE A5 B
SHRG 137
repeated string add_capabilities A fe
repeated string drop_capabilities 157 I 4% T AV B
® Int64Value
int64 AU 1) e
SHREE i
int64 value SEFRA int64 {5
e Ulnt64Value
uint64 Y[y 4 25&
BYAE ik
uint64 value SEFRI uint64 {H
® LinuxSandboxSecurityContext
fic B sandbox [ linux 22431 .
R, R L N A E sandoox H IS, A EEANE T AT

running £ sandbox

namespace_options

SH5 ik«
NamespaceOption Pic & sandbox )iy 44 7% [H] 12 1l
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SHW5 370
SELinuxOption selinux_options it & SELinux &I (ARSZHER)
Int64Value run_as_user fic & sandbox "t FE A uid

bool readonly_rootfs

fit & sandbox IR SO R G 3 H ik

repeated int64
supplemental_groups

MCE k3 GID Z 4k sandbox ) 1 5 iEF2 FH 41

2

[=Py

bool privileged

Hlid & sandbox /& 15 AL 25 48

string seccomp_profile_path

seccomp AL E SCHFER1R, A AEN:
/I unconfined: AL & seccomp

Il localhost/<fit & LA 415> ZIERS L
e B SO AR

I <FC & CAFR 4 E>: Al E UEE ke
Il BAAAECE , EP unconfined.

® |inuxPodSandboxConfig

BEEM Linux EHL S 2 AH ¢ 1 — LL i &

ik

string cgroup_parent

sandbox [] cgroup R #4%, runtime T AR S FR 1
Hf3EH cgroupfs 5% systemd fiEE.  CRSCHFRC
W)

LinuxSandboxSecurity Context
security_context

sandbox F % 4= e P

map<string, string> sysctls

sandbox [¥] linux sysctls fit &

® PodSandboxMetadata

Sandbox Jo#E L & 149 %d sandbox A RRIIFTATE S, Sih B & AT L - Fit i o
TR TE R LIRS S 4 00 P RS, Biltn, 84T IR AT DURRE 7o s A ik

sandbox [{JME—AF % o

SER iR
string name sandbox 144 Fk
string uid sandbox ] UID

string namespace

sandbox 1 iy 42 45 |A]

uint32 attempt

SR A8 sandbox HIREL, ERIA N O
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® PodSandboxConfig
£ B8 sandbox I FTA ik A AT &AL B AF S
SR HEk o
PodSandboxMetadata metadata sandbox FIyCHHE, XIE B E—AR N —A
sandbox, runtime A2 FH AR SR PR 1F IE
fifi, runtime ] DURYE ILA5 Bk o A P AR,
1 ) 2 AT 5211 sandbox 44K
string hostname sandbox [ hostname
string log_directory e & sandbox P IR # (1 H & SO BT A 1 ST A
J
DNSConfig dns_config sandbox [ DNS B &
repeated PortMapping sandbox (1) i 11 Bk 5
port_mappings
map<string, string> labels A TFR R AN B — £ 41 sandbox (1) 5EE %
map<string, string> annotations AEREAT BAE BB T, I B2 AN mT B 24U,
H.AERSF|H PodSandboxStatus 2 [ #r i)
LinuxPodSandboxConfig linux 5 linux FHLAH 5 19 AT I
®  PodSandboxNetworksStatus
iR sandbox [R5 4R 2
S5 iR
string ip sandbox (1] ip i
string name sandbox P 1 I 2 4% 11 44
string network BRI 99 24 1) 44 B
®  Namespace
i 44 7% [H) 125 T
SHW5 7::37 08
NamespaceOption options Linux 7y 44 2 8] 3%
® LinuxPodSandboxStatus
iR Linux sandbox IR
S5 E7::37, 08
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BHM5 i::p% R
Namespace namespaces sandbox i 44 2 [A]
® PodSandboxState
sandbox AR E ) enum Hi#sE
BHMG Tk
SANDBOX_READY =0 sandbox 4bT ready JRZ
SANDBOX_NOTREADY =1 sandbox A& -3 ready JR#&
® PodSandboxStatus
iR Podsandbox IR S
SHRG 73708
string id sandbox ] ID
PodSandboxMetadata metadata sandbox (1] 74
PodSandboxState state sandbox [1JIRAE
int64 created_at sandbox [GIEE R [ 8k, HALghFD
repeated sandbox ] 2 ~F-1H1 P Z5 R 2
PodSandboxNetworkStatus
networks
LinuxPodSandboxStatus linux Linux #7G 1 sandbox IR
map<string, string> labels AT FR IR #8541 sandbox FA B X
map<string, string> annotations AR RAE BRI BE S, X2 A AT runtime
)
® PodSandboxStateValue
%} PodSandboxState 3} 2%
SHRG fiik <
PodSandboxState state sandbox HIRFAMA
® PodSandboxFilter
T %) sandbox I 7R I kAT, 2 AR ATF ISR R
SHRSG ik <
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BHM5 i::p% R
string id sandbox 1] ID
PodSandboxStateValue state sandbox FRE
map<string, string> label_selector | sandbox [ labels, label RS2 FE5E & ULH, ASCF
1E W TR
® PodSandbox
& /MR —A~ sandbox 1%
SRS ik
string id sandbox f] ID
PodSandboxMetadata metadata sandbox [ G
PodSandboxState state sandbox [1JIRAE
int64 created_at sandbox [IGI &R [ 8k, HALghFD
map<string, string> labels Al T AR EEAN B — R 51 sandbox [ E %
map<string, string> annotations AR B XS, X EEE AT runtime
T
e KeyValue
GAlERONiESES
SHRG 7::37, 08
string key e
string value (N
® SELinuxOption
L T8 %8 1 SELinux A48
SHRG 1::37 %
string user M P
string role At
string type KA
string level % 5
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® ContainerMetadata
Container Jo¥#a 0% M container LFRIIFTAE R, BhA 28T I8 72 7 A1l
HR AT LS ST DLIRAS FE A (O P AR, B, 47 AT DAARYE Jo o A
container f{JME—#r 4 .
S5 7::37. 00
string name container ff 4R
uint32 attempt 2364 container KK, BRiAA 0
e ContainerState
HAREME R enum 51 3R
SHREE E1::37 %
CONTAINER_CREATED =0 container 1 & 5¢ A%,
CONTAINER_RUNNING =1 container 4b-FizfT R
CONTAINER_EXITED =2 container 4t 1B HRZ
CONTAINER_UNKNOWN =3 RENHI B BRDS
® ContainerStateValue
$3 ContainerState [ 451
SHREE i::37 %
ContainerState state HaIRESE
® ContainerFilter
T4 container Bf SNt 38 5% A, 24K IR
S5 7::37 00
string id container fJ 1D
PodSandboxStateValue state container FPIRZS
string pod_sandbox_id sandbox ) ID
map<string, string> label_selector | container ] labels, label R 37584 UL, A2
FFIE NPT
® | inuxContainerSecurityContext
e N T RS %2Rl E
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SHBA iR
Capability capabilities B B2 B AL RE
bool privileged TRE RS T ARFAE,  BRIME: false
NamespaceOption i 5E 78 22117 namespace £ 15
namespace_options
SELinuxOption selinux_options | SELinux context(F] 1% /it & 1) AL
Int64Value run_as_user BATR SR UID. — &k R AETEE run_as_user
5 run_as_username Hr2 —, run_as_username It
FHER
string run_as_username IBATAMAERMA P 4. WRiEe, HPY»ar
TET ARG (RI/ERVE A ) fetc/passwd
O, RIS TR IS AR, A, SBAT I A0
H
bool readonly_rootfs WEABTR M RAREG AL BRIMIEH
config.json FLE
repeated int64 BRIBITH AT GID 4hE HEFRLL 41 %
supplemental_groups
string apparmor_profile AR AppArmor it B X B A H
string seccomp_profile_path 2RI seccomp K B AR
bool no_new_privs TR FRE no_new_privs Kb &
® LinuxContainerResources
FRE Linux 7548 BHUR A Fr e i &
SH A iR
int64 cpu_period CPUCFS (& TFHERF) . BRAE:
0
int64 cpu_guota CPUCFS (GEanFIMERF) Ma. BRAE:
0
int64 cpu_shares Firifi CPU 380 CREXTT- Al 22 48 I AHXS AL E )
ERIME: 0
int64 memory_limit_in_bytes WAERRH (=75 . ERIME: 0
int64 oom_score_adj OOMScoreAdj T 1% oom-killer. ERIAE: 0
string cpuset_cpus fRERTEHE CPUZ G . BRNME: «”
string cpuset_mems e AN S, BRIME: “7
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® Image
Image 15 B 4I8 — BRI F AK R
SH R Rk
string id 514 1D
repeated string repo_tags %1% tag %4 F% repo_tags
repeated string repo_digests iM% digest 155
uint64 size BRI
Int64Value uid BRI UID
string username AR BN P 2R
® |mageSpec
FORBBI P 250, 24T, ImageSpec R AL A BRI
SHRG 7::37 00
string image BaBR4
®  Storageldentifier
ME—5E X storage HIFRIN
SHRG fiik <
string uuid W% 1) UUID
®  FilesystemUsage
ZH R Eit:3%)
int64 timestamp AR ST 2 B ST R B ) K
Storageldentifier storage_id FEEAZ B SO R 48 UUID
Ulnt64Value used_bytes YeZF ARl SIRAC DN
UlInt64Value inodes_used At B A5 e R 1Y inodes M4
e AuthConfig
ZH R ik
string username NEBBAE I 4
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string password R AR A Y
string auth NERBAE T EH MRS B, base64 Zwi
string server_address TR RS ds b, B S HE
string identity_token HT 558 GEEBUNLHE R, BASH
string registry_token HT55RBCELZLMNAEER, 8L
e Container
HTHiRERERE, #l D, RES.
BHM5 ik«
string id container fJ 1D
string pod_sandbox_id %25 4% T & 1) sandbox 1 1D
ContainerMetadata metadata container [ o4
ImageSpec image B
string image_ref REEJEAREAR, XKL E runtime K7,
XHE— image ID 18
ContainerState state container [FPIRES
int64 created_at container ¥ @IS [A]EL, FALNGIFD
map<string, string> labels AT FAR IR ERAN B — &R 51 container [HE{E X
map<string, string> annotations AT EAE B RSE X, X LR AN FTH runtime
I
®  ContainerStatus
H TR SRS E B
S5 pu
string id container fJ 1D
ContainerMetadata metadata container ]G A
ContainerState state container f¥PRAS
int64 created_at container [FIEIZE R 8] 8k, HA7 AIFD
int64 started_at container J& sl B [EJEY, LA NGNFD
int64 finished_at container iR Hi i (P (R 8K, AR AaFD
int32 exit_code B Y
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BHRG i
ImageSpec image BB RE
string image_ref REBERBEHMBAL, XFTKZEL runtime K77,
X/&— image ID {8
string reason {1 BB A A A AT A HIRES
string message ST NLREAEE, HTRIARSL T 40K
AR
map<string, string> labels AT TAR IR AN B — 251 container FREE{E X
map<string, string> annotations TR SRR XS, XEEA TP runtime
B
repeated Mount mounts BHEMHHAGER
string log_path B HEXHSAE, AT
PodSandboxConfig H it & 1 log_directory L1435
—F
®  ContainerStatsFilter
T %I container stats BF I I8 2641, 2 AN &AL BoR
SHRG 137
string id container {7 ID
string pod_sandbox _id sandbox ] ID
map<string, string> label_selector | container [¥] labels, label R 3 #F5¢ 4 VLH, R
FFIE U USRS
®  ContainerStats
FF %I container stats B ST 8 261, 2 A& ATF IS A R
BHAE 23R
ContainerAttributes attributes Rz B
CpuUsage cpu CPU fii 1% it
MemoryUsage memory N A7 A5 FH 175
FilesystemUsage writable_layer A5 JEAd
®  ContainerAttributes
5|4 container [IZEAME &
2020-03-26 81




openEuler

A EE 1 iSula %551 %
BHM5 ik
string id LM 1D
ContainerMetadata metadata 2545 1) metadata
map<string,string> labels Al T AR AN — &1 container [ {E X}
map<string,string> annotations FEMAT RS B BE X, X EE & A AT runtime
B
® CpuUsage
HI i container ff) CPU i {5 &
SHRG 73708
int64 timestamp ) () K
UInt64Value CPU I FIfEL, FRLL/2NAD
usage_core_nano_seconds
® MemoryUsage
FH container 144718 {5 .
SRS ik
int64 timestamp ) ) 2
Ulnt64Value working_set_bytes P AE A% R A
®  FilesystemUsage
FH container 155 25 B
SHM5 ik <
int64 timestamp ) )
Storageldentifier storage_id 5EHx
Ulnt64Value used_bytes BARAE RS 21 5 7
UlInt64Value inodes_used BAZAE TS 21 & H inode £
® Device
e E R B AR EIE
SRR iR
2020-03-26 82




openEuler

sl L] 1 iSula 75 4% 51 %
string container_path Eas P NEE i Y e
string host_path FEHL R HEE AT
string permissions WA Coroup BURR,  (r VP& 4 WNFE & I8
BLHG w AR VFAE SR AR E R 5N, m RV 3
B M ANAE AE I B8 SXA)
® LinuxContainerConfig
5 E T Linux TSR E
SRR Ei:%
LinuxContainerResources resources | 7548 i) % 5 1 3G
LinuxContainerSecurityContext A Linux a7 2 E
security_context
® ContainerConfig
A2 TR 10 BT 6 75 AT e - B
SHRA %)
ContainerMetadata metadata BARFTuEdE.  ME B ME— AR IR, 81T
BF LR FH A SR R IR . 1B AT AT
DL S Bk EE T UX (H PR %), il
Ui A AR . (W 3E)
ImageSpec image B G  (BiE)
repeated string command AT BRIAME:  "/bin/sh”
repeated string args RPATI A IS
string working_dir A PAT I 8T TAE AR
repeated KeyValue envs TER S E A =
repeated Mount mounts RSP ERNESAER
repeated Device devices FRER SR L & &5 B
map<string, string> labels Al TR 5 AR B A IR R B AE X
map<string, string> annotations AT TG AR B AT 5 ol 1 3 284 A B Ak
o
string log_path FHX}F PodSandboxConfig.LogDirectory )443,
TR #FN LR HE (STDOUT #
STDERR) .
bool stdin RETATIF A AR stdin
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bool stdin_once HHEYCERE stdin BB WTIT, 2 AL ED i
FFHAS stdin EZREER R (BAE)
bool tty ST FH O e o 14 245 11 stdio
LinuxContainerConfig linux linux 4 EASMRERLER S
® NetworkConfig
Runtime [ 24 i &
SHBA iR
string pod_cidr Pod IP Hihikfg FH ) CIDR
®  RuntimeConfig
Runtime [ 4% IiC &
SH A iR
NetworkConfig network_config Runtime ] £ fic &
®  RuntimeCondition
A runtime FPREE B
SH A iR
string type Runtime RS 2R
bool status Runtime JR#
string reason TR EHR runtime SIRASZE L R
string message Ho2&A] B s 15 B 2R runtime SIRESAZ AL 1 5
®  RuntimeStatus
Runtime PR A
SRR Eii3%)
repeated RuntimeCondition A 2417 runtime JIRZS 51 2R
conditions
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1.3.5.2.1 Runtime R %%

Runtime %5 AL 54 pod MA2SHIFE T, LLA AT runtime [ 50 B AR (E B
B,

1.3.5.2.1.1 RunPodSandbox

EORE

rpc RunPodSandbox (RunPodSandboxRequest) returns (RunPodSandboxResponse) {}
cva H-ype
EOfER

GG S 5l — ™ pod sandbox, #iz4T ), sandbox 4t T ready KA.

AEEIM

1. Jazh sandbox [IERIAS1% N rd-dockerhub.huawei.com/library/pause-
${machine}:3.0, A1 ${machine} HZLHy, 7E x86_64 I, machine [FI{E N
amd64, 7£ arm64 L, machine {5} aarch64, 477 rnd-dockerhub @)% {45
amd64 1 aarch64 F4 T N4, A pLes EoMBE, EMIRMLASEEM rd-
dockerhub T#t, #FHEAAFHHE EHG, 1S iSulad HEN & 1 pod-sandbox-
image 52814

2.  HT &% LL PodSandboxMetadata H 7 BUORNSRIE, H LA FRIZR" "N or%F
5, [RIUERR T metadata 7 8 A BEEL S M RIZ, 5« H I sandbox 1217 ik
Iy, {BEIAE ] ListPodSandbox 422 K 25 L4

SRR Eiiipa

PodSandboxConfig config sandbox [1JHC &

string runtime_handler 5 5E A% sandbox [¥) runtime &84T R, 4Rl EF
lcr. Kata-runtime iz {7 i 287,

1R [E {8 ik

string pod_sandbox_id X, i[5 response HidE

1.3.5.2.1.2 StopPodSandbox

EORE

rpc StopPodSandbox (StopPodSandboxRequest) returns (StopPodSandboxResponse) {}
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E Ok
{%1E pod sandbox, f% 1t sandbox Z#%, [EIfit 7 Fi4h sandbox B2 BEiE CLLln IP M
Ao WA AEAT running B4 A5 & T 1% sandbox, 25T 5 45 UL
ZH A i::7)
string pod_sandbox_id sandbox [1] id
IR [E{E
1% [B/{E EiE BN
T I

1.3.5.2.1.3 RemovePodSandbox

EORDR
rpc RemovePodSandbox (RemovePodSandboxRequest) returns (RemovePodSandboxResponse) {}
OfEk
R sandbox, 41SATAEAT running (175 2% )& T 1% sandbox, T 06 25 4% it il 45 1 AR
Wik sandbox T4 B MR, AREIR [HIF .
ARSI
1. MR sandbox B, AN MIBR sandbox M4 B8, TEMIBR pod A2 2015 1
StopPodSandbox 7" &1 2 M £ BRI, 1 A B RAIETEMIER sandbox 2 /i 4/ i Fl —
X StopPodSandbox.
SH R iR
string pod_sandbox _id sandbox 1] id
1R [6]{8
1R [E{E Ei:1p%)
T .
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1.3.5.2.1.4 PodSandboxStatus

ZORR
rpc PodSandboxStatus (PodSandboxStatusRequest) returns (PodSandboxStatusResponse) {}
O
75 sandbox HPIRAS, 5 sandbox ANFELE, iR [Al4k iR,
S
ZHUE R P
string pod_sandbox_id sandbox [1] id
bool verbose FRiR &7 i~ sandbox [ —Se#isME R . (FAKL
FrRCED
1R [B]{&
R [EAE ik
PodSandboxStatus status sandbox FIREE S
map<string, string> info sandbox HI&IAME B, key ZAT & string, value #&
json A& A F AR, X EefE BT DU AT & RN
2%. 24 verbose N true I info AEENT . (BHAK
FrRCED

1.3.5.2.1.5 ListPodSandbox

EORDR
rpc ListPodSandbox (ListPodSandboxRequest) returns (ListPodSandboxResponse) {}
EOfER
i8] sandbox 15 B MIFIEK, SRk IE.
SH
YR A i3
PodSandboxFilter filter AL IESH
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iR EE

& EME R

repeated PodSandbox items sandbox 15 & ) %1%

1.3.5.2.1.6 CreateContainer

grpc::Status CreateContainer (grpc::ServerContext *context, const
runtime: :CreateContainerRequest *request, runtime::CreateContainerResponse *reply)

{}

O

S

7E PodSandbox A& —/M78s.

AEE

e i3k CreateContainerRequest 1] sandbox_config 5 1%i#%5 RunPodSandboxRequest
PLE%E PodSandbox FIBCEAHIA . B FRAEE, HEN T HESF,
PodSandboxConfig s& AN A AE 1), 7 pod FHI2EANAE i o N ARFEAAS o

o WAL 4L ContainerMetadata H (1 BOANSKIR, HLLRRIZ" "R #8175,
Al B R | metadata T AR AN E B Rl 2k, 32> H I sandbox i24T %L, {H
JCiFA#E A ListContainers 22 L &L A .

®  CreateContainerRequest #J¢ runtime_handler 7B, €% container B [ runtime 2§
AYFNH % M ) sandbox Ff) runtime AHI] .

ZH R ik

string  pod_sandbox_id RREH AR B 5 2% 1) PodSandbox ] 1D
ContainerConfig config KRR ERE R

PodSandboxConfig PodSandbox (AL E (5 £
sandbox_config

#MFE

A A ARG 2 AR B T (ARG A A A N . 7 — S Beh T o B0 S
FrE S, il iz Bok S 8E A

e HEX
H X key:value iR o
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cgroup.pids.max:int64_t FH T PR 125 28 P 3k 1R RS (set -1 for
unlimited)
1R [E{E

IR [EE

Eipa

string container_id

B SE ) 7 4% 1D

1.3.5.2.1.7 StartContainer

EORR

rpc StartContainer (StartContainerRequest) returns (StartContainerResponse) {}

JRB— R A

SHBRA i3
string container_id ey id
12 [EM{E ik
y y

1.3.5.2.1.8 StopContainer

EORE

ZOER

rpc StopContainer (StopContainerRequest) returns (StopContainerResponse) {}

{2 1E— running A2 2%,

IR [AIEE R o

TRFFECE AR (RS [A] timeout, WIHRZZR CAF 1L, ARE
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SHBRA i3
string container_id ey id
int64 timeout ST 2RISR TE], BRUE A 0, B s
IS
1R [E{E
o

1.3.5.2.1.9 RemoveContainer

EORE
rpc RemoveContainer (RemoveContainerRequest) returns (RemoveContainerResponse) {}
EOfA
MR — A4, WERASIEAEBTT, YABRKIE L, WRERCEPMBR, AreizE
Hixo
SRR Ei:2%)
string container_id ey id
1R [E1E
¥

1.3.5.2.1.10 ListContainers

EORE
rpc ListContainers (ListContainersRequest) returns (ListContainersResponse) {}
g H- 3
EOfA
IR [\ container {5 S NI, SCREFAFEE

SH R iR
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ContainerFilter filter FAFLIES K
1R [EE
12 [El{E (i34
repeated Container containers Eas I ERSNIPIES

1.3.5.2.1.11 ContainerStatus

EORR
rpc ContainerStatus (ContainerStatusRequest) returns (ContainerStatusResponse) {}
EOfA
REIFZIREFEE, MRERAFE, WHIREH R,
S
SH R Ei:137)
string container_id ey id
bool verbose FRiR 275 fior sandbox ) —Se4iAME B, (AL
FFBCED
1R [Bl{E
IR [E{E Ei:137%
ContainerStatus status BERPVREE R
map<string, string> info sandbox K &i4ME ., key &1E string, value /&

json kA 7 AFE, X L(E B A PLRAT & N
5. 4 verbose A true I info AEEAT . (BAEL
Frlc &)

1.3.5.2.1.12 UpdateContainerResources

EORE

rpc UpdateContainerResources (UpdateContainerResourcesRequest) returns

(UpdateContainerResourcesResponse) {}
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e ki1 ] 1iSula 245 51 %
O fk
GO T EEaR RIS .
AEEI
o  IZEIMUHTHEHAESMEIFELE, AreH T 5 H Pod 1 EEIEAC & .
o UFIASIEREHTAAY oom_score_adj At & .
S
ST 137
string container_id e id
LinuxContainerResources linux linux FJRAC 15 B
12 [El{E

x

1.3.5.2.1.13 ExecSync

BOREY
rpc ExecSync(ExecSyncRequest) returns (ExecSyncResponse) {}
EJWE:
AR (77 AR & AT i 2, RATH) gRPC 7 3K
EEFEM
PATHAT — SR M) S, ARRFT T & o 5 A48 50 HL
2H
SRR A ik
string container_id 4% 1D
repeated string cmd AT A &
int64 timeout 51k A R E () o BRME: 0 (o
BIERED o BAXHE
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1R [El{E

1.3.5.2.1.14 Exec

EORE

EOER

EEEW

1R [E {8 ik

bytes stdout EHEINTE ARG T

bytes stderr i bR R R

B AT 2 7E . BRIME: 0 R

int32 exit_code

rpc Exec (ExecRequest) returns (ExecResponse) {}

ERBPPATHA, KA gRPC IR 7 UM CRI RS ui 3K B url, F @ FRAF 1 url
5 websocket Ik 55 i LK R, LS ARSI H .,

PATPAT — 2R B A &, BT T &0 5 A4 2 .. stdin/stdout/stderr 2 — 4202 H
. R tty AR, stderr LIRMN . ALFFZEEM, EXFENT, stdout Al
stderr % HH A5 IF 9 HUA

SRR Ei:2%)

string container_id s 1D

repeated string cmd FFHAT I &

bool tty RTBETTY FHITm 4

bool stdin s i bR A\

bool stdout s 1 im Wb A

bool stderr s i 2 AR AR R

IR [E{E Ei:p%)

string url exec Ytk %5 #5158 2 fRE URL
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1.3.5.2.1.15 Attach

ZORE

rpc Attach (AttachRequest) returns (AttachResponse) {}

[Rn
Mkt
N
-
it
S

ERBN 1 53R, KK gRPC @R CRI iR & um $RE url, FR@EEIREH url
5 websocket iR 55 i i LK, LS RS H . N runtime 2884 ler (%

Ao

S

SRR Ei:137)

string container_id s 1D

bool tty R TTY hHdT a4

bool stdin T 7 A R\

bool stdout e 10 i Wb A

bool stderr Fe 7 Ut 2 AR AE A R
1R [E{E

1R [El{E ik

string url attach it e 55 #5 (1) 7€ 2B %2 URL

1.3.5.2.1.16 ContainerStats

EORR

rpc ContainerStats (ContainerStatsRequest) returns (ContainerStatsResponse) {}
Sr H3
EO#EA

i ] BN g B UEAE S, ANSCHF runtime 2R84y ler B2 4% .
*

2

SRR it

string container_id wKEEid
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1R[EME
3R [5]{E ik
ContainerStats stats e E R, ¥ disk A inodes K S EF oci #5014
AL 23 2% A )

1.3.5.2.1.17 ListContainerStats

EORE
rpc ListContainerStats (ListContainerStatsRequest) returns
(ListContainerStatsResponse) {}
EEJWE(GYS
i E] 2 AN A B R, SCRRR LR
2
YU R iipa
ContainerStatsFilter filter LIS
1R [E]{E
1% 5] {5 iR
repeated ContainerStats stats RS ERFE. 1. disk £ inodes R ¥ oci 4%
BB R B SRE M

1.3.5.2.1.18 UpdateRuntimeConfig

EORDE
rpc UpdateRuntimeConfig (UpdateRuntimeConfigRequest) returns
(UpdateRuntimeConfigResponse) ;

Ok
SEMEFRAER) CRIE I, HFIY T HOBT M2 4@ fF 1) Pod CIDR, 47 CNI WM& Hif L/
SBr Pod CIDR,  RltiZ4% 1 R aid Vi i H &

EEEW

EOBREASN RGEHER BN, Raidx—%HE.
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SH TR ik

RuntimeConfig runtime_config 14 Runtime ZC & {015 &

iR [ElE
%

1.3.5.2.1.19 Status

EORR
rpc Status (StatusRequest) returns (StatusResponse) {};
Ok
FREL runtime 1 pod FIRIZOIRAS, ESREUM LIRS, 2l R MR & FRHET . 1 F
runtime 28744 ler 2.
AEEI
WM SR BRI RI, AR ERCE:; RARBRIIN, 4 oEmR Al E .
S
SH R i
bool verbose AR T Runtime FAMAGE R CEASCER
1R [E{E
R [F{E ik
RuntimeStatus status Runtime FPIRAS
map<string, string> info Runtime #i4M{5 ., info (1) key AT EE, value
4 json 4%, WIELEAEAT debug 5 RA
Verbose 4 true /&7 N iZ A% TR AE

1.3.5.2.2 Image AR%s
P T B R GRERIN. AE . FIFERR AL gRPC API.
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1.3.5.2.2.1 ListImages

ZORE

S

1 O ik

EEEW

rpc ListImages (ListImagesRequest)

B AT CAFE R BARE E

returns (ListImagesResponse) {}

NG —#:1, X embedded #3X5i%, T LSS cri images FEifl £, {HZ Kl embedded
B brE OCI Bif%, R E 13 210 45 A LA PR

o embedded H1Z 54 ID, WIRHIGA 1D NEAI config digest.
o embedded 1% 4< & ¢ digest 104 config ¥ digest, H#% A& OCI 84

6, BJEE R R digest.

SH R iR

ImageSpec filter 75 208 R A% 42 R
IR [E{E iR

repeated Image images BREEYI*R

1.3.5.2.2.2 ImageStatus

EORE

EOER

rpc ImageStatus (ImageStatusRequest) returns (ImageStatusResponse) {}

TR EGRBRE L.

1. BRBEGRBRELR, HEIGEAELE, WRE ImageStatusResponse, HH1 Image 1%
BN nils
2. RSB—#0, XT embedded X EG, HATFE OCI &8, S bFE, T

POl AR BT A .
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SH A iR
ImageSpec image BHE R
bool verbose BMHIME LR, A, LHIMEEIRE
1R [Bl{E
1R [BHE iR
Image image BBIER

map<string, string> info

BURAOME S, EASKE, LHSME SR

1.3.5.2.2.3 Pulllmage

EORD
rpc PullImage (PullImageRequest) returns (PulllmageResponse) {}
EOfR
TG
EEEW
MFTSCRE T #K public 8515, A4, %9, auth 58 TERA BI1E, A
authconfig 7 [ server_address. identity_token. registry_token .
¥
ZHBRA iR
ImageSpec image ETR BB AR
AuthConfig auth AL B RS B
PodSandboxConfig 7t Pod b R0 FEEE G CHEASCRD)
sandbox_config
1R [E{E
IR [Al{E i3
string image_ref R EE B ER
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1.3.5.2.2.4 Removelmage

EORE

Z O ik

AEE

1R [El{E

rpc Removelmage (RemoveImageRequest) returns (RemoveImageResponse) {}

T E AR

NG H%H, X1 embedded # B, HAME OCH (B, S by B, ikl
AT ] image id HEATMIBSR .

ZH A ik

ImageSpec image

ZMIER R L ARG 1D

x

1.3.5.2.2.5 ImageFsInfo

EORR
rpc ImageFsInfo (ImageFsInfoRequest) returns (ImageFsInfoResponse) {}
EOfA
BRI ST RGER .
EEEIN
A 2 B N BB TR TS RGHE B
S
y
1R [EE
1R [E{E Ei:1p%)
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1.3.5.3 A%

repeated FilesystemUsage BB R85 B
image_filesystems

Wi A7 sandbox i, PodSandboxConfig 24 & T log_directory, W FTH & T
1% sandbox ) container 7@l i 242 7E ContainerConfig i 5 5¢ log_path, 75 0Jw]
REFEA R LA CRIZ OB, HZETEMEH CRI 4% M B .

KA E S LOGPATH=log_directory/log_path, %15 log path ANECE, ALK
LOGPATH 2484 LOGPATH=log_directory.

- WEZBAEAAFLE, isulad 1RSI SOV — AN REERE, fRMERA RS

HERSLEEE, UEh log_directory 28— Mk, LIS G P AP G L

i BEFRESL, W% sandbox BB A ACE log_path, 7E)531HE
480, log_directory 2B, SR 5 HFHE 3T 3 41 log_path,
Sz AT E s HESR M EH G s AFas I H &

i S FMEN, WH% sandbox R EAARACE T log_path, NZZE AT
LOGPATH=log_directory/log_path, T log_directory SERm &A™k B £,
i I log_directory/log_path A#CEEHER 175 88 FU S H B SRR, Al Sk
T

- WASZBRARAFLE, isulad 7E 5 B AN B Se sl B i EgAe (AEEBIED, W
Rz ANk, HEmMAWE, BRI, S E Rk
W, BEBERMG MERZAESN, BamIFEENIR, SRR

A% sandbox B, PodSandboxConfig 24 EL & T log_directory, H. container
B £ ContainerConfig #1455 log_path, N4 F &)
LOGPATH=log_directory/log_path, isulad A~ )9 1% LOGPATH, [HifiFH F
VARIE dirname(LOGPATH)AETE, BI &2 H B SCHFI) b — R AR AFAE «

Wi A7 sandbox I, PodSandboxConfig 24 & T log_directory, 413AH A~
2 Z > container f1J& s 7E ContainerConfig F145 %€ T [d]— log_path, B A )

sandbox PN [ 75 85 i &R M 1) LOGPATH 2[R — 1%, 4545 asia shialidl, N JGEJE )
e H BB 28 s b2 1T B A 48 H B8 1% .

W R AR O TP R N R AL, A CRIPull image 11831 R #4815
B, FHAHFRAMEA RS, WERGNEE AR, TAG 2488 N “none”

ZEBIANT ;
AR EAF A% -

IMAGE TAG IMAGE ID SIZE
rnd-dockerhub.huawei.com/pproxyisulad/test latest 99e59f495ffaa
753kB

TCFE Ay rnd-dockerhub.huawei.com/pproxyisulad/test:latest 5if% B 5, EH R
e

IMAGE TAG IMAGE ID SIZE
<none> <none> 99e59f495ffaa

753kB

rnd-dockerhub.huawei.com/pproxyisulad/test latest d8233ab899d41
1.42MB
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1.3.6 FRIFETE

i isula images #4475, REF &5 k"

REF IMAGE ID CREATED
SIZE
rnd-dockerhub.huawei.com/pproxyisulad/test:latest d8233ab899d41 2019-

02-14 19:19:37 1.42MB
- 99e59f495ffaa 2016-05-04
02:26:41 753kB

1.3.6.1 docker EGEIE
1.3.6.1.1 BRIFECE

ik

isula login & H T &% 2|54 G FE . S fanl LLEHR isula pull 772 MizEi 4 6
PG . RS CEAT EEM, WG TAT ERTZm L.

%

isula login [OPTIONS] SERVER

login & X FFSHIE S “Mi % > £ 1-217,

w5

$ isula login -u abc my.csp-edge.com:5000

Login Succeeded

1.3.6.1.2 NSEEEEREER

Tk

isula logout T4 Fi T M Bi 4% 6 E 8 B % . 3B H 8 St a2 G FE 4047 isula pull 4 Mi%
BB R R U8 2 TR A AR A IE T i BRI

isula logout SERVER

logout iy & X FFSHUE S I “If % > K 1-227,

5l

$ isula logout my.csp-edge.com:5000

Logout Succeeded
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1.3.6.1.3 \SERCEREER

f::pU

MELE B S HU AR 2 AL

isula pull [OPTIONS] NAME/[:TAG|Q@DIGEST]

pull 4B RS “ I >% 1237,

$ isula pull localhost:5000/o0fficial/busybox

Image "localhost:5000/official/busybox" pulling

Image
"localhost:5000/0fficial/busybox@sha256:0£f510723d2cd2d4e3£5ce7e93bf1e52c8£d76831995
ac3bd3f90ecc866643aff" pulled

1.3.6.1.4 MiFREE%

EFEpU

MR — AR

isula rmi [OPTIONS] IMAGE [IMAGE...]

rmi fiy & SCFFSHOE S I “Ik >3 1-247

w5

$ isula rmi rnd-dockerhub.huawei.com/official/busybox

Image "rnd-dockerhub.huawei.com/official/busybox" removed

1.3.6.1.5 N&iE%

fmik
A tar WINEEE . 1% tar FZ0 214 docker save x4 5 H I tar A% R — %K
] tar £,

B

isula load [OPTIONS]
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S

load 14 XHBHIHS I “ Wik >3 1257
il

$ isula load -i busybox.tar

Load image from "/root/busybox.tar" success

1.3.6.1.6 5| H5E &

f::pu

B AT S A B AR o

isula images

images 14 XIHFSEES W “x >% 1-267,

$ isula images

REF IMAGE ID CREATED SIZE
rnd-dockerhub.huawei.com/official/busybox:latest eddb68dedff2 2019-06-15
08:19:54 1.376 MB
=3

1.3.6.1.7 MR &

e

A
REZBEBROECERS R . WU SH0d i HEREE .

R
isula inspect [options] CONTAINER|IMAGE [CONTAINER|IMAGE...]
inspect i & LIS HAES N, “ Iz >3 1-277,

15l
$ isula inspect -f "{{json .image.id}}" rnd-dockerhub.huawei.com/official/busybox
"e4db68dedff27c2adfealc54bbb73a61a42f5b667c326ded4d7dbb1l9ab71c6a3b"
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1.3.6.1.8 W EIAUE
fmik

T JaZRe e isulad ARG 2 8] R 3EAE R https 3815, isulad AELE &A= 5
UER 5 IR AT

R
LY FZYIRe, TEGROECFRZII6E, R isulad -t 75 L MH0H R & -
1. B isulad FOTC & (BRIA 12 /etc/isulad/daemon. json), Wi & H ) use-decrypted-key
Tiihc B A false.

2. TR ERKG A IS BRI E Bl fetc/isulad/certs.d H R XN B S 6 12 iy 4 B S0
T, UEFEARE A R TR, docker E T ERE:
- https://docs.docker.com/engine/security/certificates/
- https://docs.docker.com/engine/security/https/

3. 4T systemctl restart isulad = 5 isulad.

2H
n LAfE etc/isulad/daemon.json HIC B 24, W A] LLE B3] isulad 45 244
isulad --use-decrypted-key=false

w15l

fic & use-decrypted-key Z% N false

$ cat /etc/isulad/daemon.json
{
"group": "isulad",
"graph": "/var/lib/isulad",
"state": "/var/run/isulad",
"engine": "lcr",
"log-level": "ERROR",
"pidfile": "/var/run/isulad.pid",
"log-opts": {
"log-file-mode": "0600",
"log-path": "/var/lib/isulad",
"max-file": "1",
"max-size": "30KB"
by
"log-driver": "stdout",
"hook-spec": "/etc/default/isulad/hooks/default.json",
"start-timeout": "2m",
"storage-driver": "overlay2",
"storage-opts": [
"overlay2.override kernel check=true"
1,
"registry-mirrors": [

"docker.io"
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]!
"insecure-registries": [
"rnd-dockerhub.huawei.com"
]!
"pod-sandbox-image": "",
"image-opt-timeout": "5m",
"native.umask": "secure",
"network-plugin": "",
"cni-bin-dir":

nn
’

"cni-conf-dir": "",
"image-layer-check": false,
"use-decrypted-key": false,
"insecure-skip-verify-enforce": false

}

RREFS TR0 ML H 3R

S pwd
/etc/isulad/certs.d/my.csp-edge.com:5000
$ 1s

ca.crt tls.cert tls.key

# )7 isulad

$ systemctl restart isulad
PAT pull fr & M TR

$ isula pull my.csp-edge.com:5000/busybox

Image "my.csp-edge.com:5000/busybox" pulling

Image "my.csp-—

edge.com:5000/busybox@sha256: f1bdc62115dbfe8f54e52e19795ee34b4473babdeb9bc4£83045d8
5¢c7b2ad5c0" pulled

1.3.6.2 embedded (&51& =18
1.3.6.2.1 IN&EE&

ik
H 4% embedded 5344 1 manifest IN#EEi 5. 13 E--type FIMEAZUAS embedded.

%

isula load [OPTIONS] --input=FILE --type=TYPE

load ir & JHFBH S L “ W > 1-25”.

$ isula load -i test.manifest --type embedded
Load image from "/root/work/bugfix/tmp/ci testcase data/embedded/img/test.manifest"

success
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1.3.6.2.2 5| H5E &

f::pU

B AT B A iR

isula images [OPTIONS]

images M2 XRSHIES W “ M >%K 1-267,

$ isula images
REF IMAGE ID CREATED SIZE
test:vl 9319dalf5233 2018-03-01 10:55:44 1.273 MB

1.3.6.2.3 ¥R &
ik
RENZEAZ IS B, WG -f 20T EENE A,

%

isula inspect [options] CONTAINER|IMAGE [CONTAINER|IMAGE...]
inspect T & SCIFSHAE S “ i >3 1-277,
1

$ isula inspect -f "{{json .created}}" test:vl
"2018-03-01T15:55:44.3229878117"

1.3.6.2.4 M5 &
fmik

R — A EZ AR

isula rmi [OPTIONS] IMAGE [IMAGE...]

rmi 67 SRS EE S M “Hix > K 1-247,
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3l
$ isula rmi test:vl
Image "test:v1l" removed
137 BBFERNSKEE

1.3.7.1 355} AR

FESKBR L P23 TR, JF A8 SR BEHI N RS Fr B0 1 5 3R S I R 55 3 S A7 4E bug,
U, —BE B RGNS AT AN FHRE e AT A 1 (0 g e S A 2 i A2 AN vl Bk )

7w REAS EAUHRE I 1 7 X R SR AT AR I T RE . (R 48 B2 i
H--health-cmd 3T, £ 245 N 8 SRS PAT &, I8 I & AR [RHE R M 2 25
RN .

1372 BB 5k

TEZR 28 )5 B N L
isula run -itd --health-cmd "echo iSulad >> /tmp/health check file || exit 1" --

health-interval 5m --health-timeout 3s --health-exit-on-unhealthy busybox bash

I =R pu i

® —health-cmd, ik, ERFZSHPATHIML. REMEN 0 KR, 90 RRE
.

® _health-interval, ERi\ 30s, #z kAN inted FFE (98Fb), B XECE /M 1s, #H
KBS A A PAT TR B I 1A] (7F: N2 0s IS4 default) .

®  __health-timeout, ERi\ 30s, #z kN inted FRR (99Fb), B XHECE fr/ME 1s, B
UK iy 2 AT I ) PR, BRI &S a2 AT R (3 AZ 0s AL N
default), fXSZFF runtime ZRAA ler (%48

®  —-health-start-period, BRI\ 0s, f AN int6d LFR (99F0), H e UL E f/IME 1s,
AR VIGR AT ]

e  _health-retries, ZRiN 3, T ACH int32 IR, a5k 2 g W i R i B R vk Bk

®  __health-exit-on-unhealthy, ZRi\ false, #6375 2% AEfid EN 2 75 R AL 28 8%

1.3.7.3 &&= H

1. wHREE, FHIRAEP IR health:starting.

2. 23 start-period I A] G TF4G, LA interval Ay la]fg J& 31 7E 245 4% 34T CMD. EJ:
YRS PATRE R, 45 interval ], $AT R — k@4

3. # CMD fir&1E timeout PRI [B] AT 565, I HIREHE N 0, AN — Xkt
BT BN — IR E R ERIIE, BHIREAN health:healthy .

4. & CMD fis 2 i%4E retries KL BRI, WIZRAIRA AL health:unhealthy . 2RI 5 2%
S S kAT R A .

5. A#WRA N health:unhealthy B, AT — XKk & I G B HREL N
health:healthy.

6. W E--exit-on-unhealthy FITEHL T, WIRZEZE KA AIEIR . GRHIR [FME 137)
Je, ARRER A KA A AR AE TR B G A S kA
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7. CMD #UT 52 e sl B}, docker daemon 2343 VR 25 b A Ga st 1]« 3% BB FH b
R IC R BRI E . mEZi05 5 % AN, BEMIELE b Ay
it 5 i A 7 AR O S 5L

8. BITHHAEBIEERERSH S S NAERE Y. @il isula inspect 1] LLE
F,

"Health": {

"Status": "healthy",

"FailingStreak": O,

"Log": [

{

"Start": "2018-03-07T07:44:15.481414707-05:00",
"End": "2018-03-07T07:44:15.556908311-05:00",
"ExitCode": 0,
"Output": ""

"Start": "2018-03-07T07:44:18.557297462-05:00",
"End": "2018-03-07T07:44:18.63035891-05:00",
"ExitCode": 0,

"Output": ""

1.3.7.4 {EFHBRHI

B WA EFPRSE B R ZRA7 5 %. SRAREHEEIN 5 Kidxk.

Zan A s R RS BAH S S B E Y 0, ML HEER B AL 3
HHBER AR BN AREE)E, # iSulad daemon iBH, MR A ASHAT.
iSulad daemon FFiXE 3l J5, IETEIZAT Hair A (@ FR A AL B M A28 HE RS &8
4 starting. 2 Ja A AR [F] F.

R A A MR — IR — BRI, HRE R FF S 2 AT —2 (starting) B 2
IKBFE R IKEL (--health-retries) J5742 4 unhealthy, B34S 2 Al 5 22
healthy .

XFF OCI ZRALH runtime 1% 4%, (@R EIIRER . HAT SRR lor 281
2%

1.3.8 FiFE 2
1.3.8.1 EMRFZMAEE
ik
isula version w4 T #1 iSulad AR5 IR AAE B .

RE

isula version
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SE451

W RRAAE B
isula version

W isulad AR %% 1EH 1217,

it o

WAy LA )% 0 . ARSS3 LL S OCI config i A 545

Client:
1.0.31
£fa7£9902738e8b3d7£2eb22768b9%9a1372ddd1199

Version:

Git commit:

Built: 2019-07-30T04:21:48.521198248-04:00
Server:
Version: 1.0.31

Git commit: fa7£9902738e8b3d7f2eb22768b9%a1372ddd1199

Built: 2019-07-30T04:21:48.521198248-04:00
OCI config:
Version: 1.0.0-rc5-dev

Default file: /etc/default/isulad/config.json

A isulad Ik 55 ARIZAT, WAL A 2% o K05 2, IR SRR TS R R 55 i -

Client:
1.0.31
fa7£9902738e8b3d7£2eb22768b%9al1372ddd1199
2019-07-30T04:21:48.521198248-04:00

Version:
Git commit:
Built:

Can not connect with server.Is the iSulad daemon running on the host?

Kk, isula version iy &% FH AR A isulad /2 75 IEH 21T

1382 BEWARLRER

f::pu

RE

w5l

isula info i H TX KGR 55, PLARSMEEEHSE BN,

isula info

HHRGHER, TURRESEH, SR, WEBA. #ERGEER

$ isula info
Containers: 2

Running: 0

Paused: 0

Stopped: 2

Images: 8

1.0.31

json-file

Server Version:

Logging Driver:
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Cgroup Driverr: cgroupfs

Hugetlb Pagesize: 2MB

Kernel Version: 4.19

Operating System: Fedora 29 (Twenty Nine)

OSType: Linux
Architecture: x86 64
CPUs: 8

Total Memory: 7 GB

Name: localhost.localdomain
iSulad Root Dir: /var/lib/isulad

1.3.9 Ze4F M

1.3.9.1 seccomp ZE EinE:

1.3.9.1.1 A= UtER

seccomp (secure computing mode) 72 linux kernel M 2.6.23 AT 48 51 N f) — T ] v
(17 sandboxing ALl . 7E—LeRpE R, FP T EERR P IAT —1 R #H1E,
B XA DSR2, P48 41 run ISR IN--cap-add k3545 —26 “ NG
BUBR o X T 22 AR LR T s 2R a8 SE ], iR CAP RLEEA— e R i % e
B, ORI L RS A A RV

1.3.9.1.2 fE BRI

1.3.9.1.3 FHES

Z& 4

TEA S ah, P RH-vE B E S CRAE RS S S e AT R
HiD, Wb BT

BT, LUK RSSO chmod 4777 DN S drfr. XFEFETE BHLE,
JRAEAREIZ AT bR @A (B AT B2 D, AT RLTE S bR B HIE
IEhfEfE, fEIEAT e @bl i mh, SREGE 36 3 SRR CEban root), MM
PBUSAT BV A A SO F

XA R, MR A& 22 BR N, FEAEH seccomp #5857 chmod. fchmod.
fchmodat &4t F .

seccomp A AE SR ERE, VB seccomp ZHT 7 BN I ST IR, A e B
A seccomp Bt & .

JH it --security-opt KL B AL 45 BT IE RS A A .

isula run -itd --security-opt seccomp=/path/to/seccomp/profile.json rnd-

dockerhub.huawei.com/official/busybox
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(MERTY:
1. 435 % 04d iE -security-opt ¥ AL B SAEL AR BN, KA BIARE A4

(fetcfisulad/seccomp_default.json) .

2. 4 E & ut--security-opt 3% E A unconfined Bf, AT AR Rk %A A,
3. “/path/to/seccomp/profile.json” & &2 43¢ %42

IRENE B AR AIBLIA seccomp BLE

R — AR (B 2 --cap-add A, HAEBIAMIRE &
cat /etc/isulad/seccomp default.json | python -m json.tool > profile.json

Al LA B "seccomp™ 7 B, AIRZ K "syscalls", fEMIERE E, {WHREL syscalls [
5y, 2% e seccomp L E U, AT E L ERE .

"defaultAction": "SCMP ACT ERRNO",
"syscalls": [

{

"action": "SCMP ACT ALLOW",
"name": "accept"

by

{

"action": "SCMP ACT ALLOW",
"name": "accept4"

by

{

"action": "SCMP ACT ALLOW",
"name": "access"

by

{

"action": "SCMP ACT ALLOW",
"name": "alarm"

by

{

"action": "SCMP ACT ALLOW",
"name": "bind"

}I
]

BHE N Ixe ATRAI) seccomp it &

cat
/var/lib/isulad/engines/lcr/74353e38021c29314188e29baB8cl830a4677ffe5cddecda7al
e0853ec8197cd/seccomp

waitpid allow
write allow
writev allow
ptrace allow
personality allow [0,0,SCMP CMP EQ, 0]
personality allow [0,8,SCMP CMP EQ, 0]
personality allow [0,131072,SCMP CMP EQ, 0]
[0,131080,SCMP CMP EQ,O0]
[

0,4294967295, SCMP CMP EQ, 0]

personality allow

personality allow
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Tl seccomp Bt & 31

TE JE 325 2% R i 4 FH --security-opt 1\ seccomp B B S, 25 8% S 45 2 4R i B S A
FOU AT IR #1 RSt APl HIIZ4T. 1 G3REIE A 25 HUERIA seccomp, #5331 52 #EAFAR
SR IRA T S HIE B E, BaES:

isula run --rm -it --security-opt seccomp:/path/to/seccomp/profile.json rnd-

dockerhub.huawei.com/official /busybox

e BSOS -

{

"defaultAction": "SCMP ACT ALLOW",
"syscalls": [

{

"name": "syscall-name",

"action": "SCMP ACT ERRNO",
"args": null

}
1
}

e defaultAction. syscalls: *f 49 action 49 £ A & —#8), AL Te—Fy, B
89k A 1L BT A 69 syscal #F A —ANBRIA 69 action, F+ E4w R syscalls £ 48+ 4 B 44 69 <
X, #Asyscalls &9 % 4, & F defaultAction. action #9467~ —#4%, #tAkFRIE
action RAH F K. L AT X 49 action A :

"SCMP_ACT_ERRNO": # .k, #iTepstitfs 4,
"SCMP_ACT_ALLOW": #.iF,

e syscalls: #ca, AR H —/>syscall, T AH Z A, 7T XA args, 7T AR
o

e name: &idJE#Y syscall,

e args: #48, Z®AIHE/ object 49€ X T :

type Arg struct {

Index uint “yson:"index"’ /) BHIFS, Wopen(£fd, buf, len),fd XRIKHLE 0,
buf N1
Value uint64 “Json:"value"® / /BRSHOHAT O P ME

ValueTwo uint64 “json:"value two"' //i{¥ Op=MaskEqualTo BiEEfEH, HFENEIR value #%
A 5#AMEIG, IR valueTwo HHATHEL, #FHAHEMHAT action.

Op Operator “json:"op
}

args 49 Op, HPBUAT AT N @ a4t & —Fh:
"SCMP_CMP_NE": NotEqualTo
"SCMP_CMP_LT": LessThan
"SCMP_CMP_LE": LessThanOrEqualTo
"SCMP_CMP_EQ": EqualTo
"SCMP_CMP_GE": GreaterThanOrEqualTo
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"SCMP_CMP_GT": GreaterThan
"SCMP_CMP_MASKED_EQ": MaskEqualTo

1.3.9.2 capabilities R &AL B =
1.3.9.2.1 3#=EAR

capabilities AL & linux kernel 2.2 2 J5 51 N2 A e, FH B /0N R0k 52 92 i EE 4 765 22 0
BBR, P LAk G root ALPR, K root I IR BRGH 73 AN R 4dek, w1 LAyl Js
2% H] . capabilities V4115 B T8 Linux Programmer's Manual 31T &5
(capabilities(7) - Linux man page):

man capabilities

1.3.9.2.2 15 A PRl
® isulad ki\ Capabilities (44 51D BCE WIS, 0 AR SERER BRI -

"CAP CHOWN",
"CAP DAC OVERRIDE",
"CAP FSETID",

"CAP FOWNER",

"CAP MKNOD",

"CAP NET RAW",

"CAP SETGID",

"CAP SETUID",

"CAP SETFCAP",

"CAP SETPCAP",

"CAP NET BIND SERVICE",
"CAP SYS CHROOT",

"CAP KILL",

"CAP_AUDIT WRITE"

o  EBRAMMLAERCE, f17 7 CAP_SETUID 1 CAP_FSETID, 4 host flZgs3t=2H
S, A ] R H SR kSO AT SO BR 1 B, host E A IE A 7 RT RE
18 B %R I AT 3R I . CAP_AUDIT _WRITE, &%0[LAXS host 5N, fEfE—
SEIARS,  WSRAE 3 A Tg 2, R TR Bl 2% 45 (1 £ £8 FH --cap-drop #4 JLiiH

.
e 1 Capabilities & k%5 2 2 BHFE L& KAL), FERBESTFRCEZ MR S
B0,

1.3.923 FHES

iSulad 8 FH--cap-add/--cap-drop 45 75 #5584 I/ 2= e AL IR, 7EE BB T, ALY
BABEMATSMABIR, HEFEK 2548 BB R0 B ARUR 24

isula run --rm -it --cap-add all --cap-drop SYS ADMIN rnd-

dockerhub.huawei.com/official/busybox

2020-03-26 113


http://man7.org/linux/man-pages/man7/capabilities.7.html

openEuler
sl L] 1 iSula 75 4% 51 %

1.3.93 SELinux £ Eif=
1.3.9.3.1 17 =1 EA

SELinux(Security-Enhanced Linux) /& — linux W% 224t $R4t 7 P a2 24
FUENLH], iSulad 5 RFH MCS (24322 4) SLBN 7545 N IEFRAT AR 2R 1l 25 2%
il BRI OT 2, PR R, By b R Y S

1.3.9.3.2 £ BRI

e fifR1E EHL AL SELinux, H. daemon ¥ 4T FF SELinux f# GEHF &
(/etc/isulad/daemon.json H “selinux-enabled” FBA true, B fr 247 S HNIN--
selinux-enabled)

o H{RTE FHL LB E A& selinux SEEE, HEFE(S A container-selinux HEATHC &

® 5| A SELinux <2Wtk e, % & SELinux 2 B 55 B3 st AT AL, e 2 BNt
FTHF daemon ¥ SELinux 23154 B & 45 SELinux it &
o NHEEGHATIRSRLER, W HFA RN Jusr. fetc. /tmp. /home. /run.
Ivar. [root LA K /usr 1 H 3%
(MAEIZL:
o HATIiSulad REBMNEBWIMHZLITIRE, ARESIHRAARREID RITLERT71H
A&, 42 A cheon 4y 43f T EARZ,

e FiSulad 22 /A SELinux % F42#], #4L daemon /& sh ATt var/lib/isulad B 47 EARE, BE
RRAEN B T A= AR £ BN AR IEARE, fflde:

chcon -R system u:object r:container file t:s0 /var/lib/isulad

1.3.933 EMES

®  daemon % fHE selinux:

isulad --selinux-enabled

o JHENABMACE selinux bRz 4 ER
--security-opt="label=user:USER" At & %4 I T X/
--security-opt="label=role:ROLE" fit & %4 F N fifh
--security-opt="label=type: TYPE" [t & %4 [ N 3357
--security-opt="label=leve :LEVEL" B¢ & %4> | T i,
--security-opt="label=disable" % #5%5H SELinux it &

$ isula run -itd --security-opt label=type:container t --security-opt
label=level:s0:cl,c2 rnd-dockerhub.huawei.com/official/centos
9be82878a67e36c826b67f5¢c7261c881££926a352£92998b654bc8elcbeec370

o HECET selinux 335 (7 LRI

$ isula run -itd -v /test:/test:z rnd-dockerhub.huawei.com/official/centos
90e82878a67e36c826b67£5¢c7261c881££926a352£92998b654bc8elcbeec370

$1ls -Z /test

system u:object r:container file t:s0 file
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1.3.10 X #F OCI hooks

1.3.10.1 ##ik

SRR A Ay E W, 384T OCI ARHUE hooks. 4% =R ) hooks:

prestart hook: fEFHAT isula start i 2 J5, MI{EAZN 1 SHEBINZ /T,
7.

poststart hook: 7EA#E 1 SR8 J5, 1M7L isula start fy IR [A1.2 7,
7.

poststop hook: TEZA#HIFIEZ G, (HREMF bR EZ AT, #HAT.

OCI hooks FHC A% =MV T -

path: ¥ e 75, AT, DACNAXT AR, T8 € 1S DA 7T HATAUR -
args: KU FAFH A, PrE I, 15 SR execv ) args —EL.

"PATH=/usr/bin",

timeout: A%FRBELL, WED, UAUKT 0, KRR FIAT IIER AT E] . aniL e
FREARIE AT I (A O B R TR], A B iR S R At

hook ML & M json #%3X, — A7 json &5 R I SCEh, mpl T

{

"prestart": [
{
"path": "/usr/bin/echo",
"args": ["argl", "arg2"],
"env": [ "keyl=valuel"],
"timeout": 30
by
{
"path": "/usr/bin/1ls",
"args": ["/tmp"]
}
1,
"poststart": [
{
"path": "/usr/bin/1ls",
"args": ["/tmp"],

"timeout": 5
}
] 4

"poststop": [
{
"path": "/tmp/cleanup.sh",
"args": ["cleanup.sh", "-f"]
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1.3.10.2 30

isulad A1 isula #HEHE T hook B3, isulad $24L T ERIAAT hook Bl B, S1EHA THIAE S
B0 isula BRALM hook 1T, HAE T 4aT Al 12 28,

isulad $2 L IERIA OCI hooks Fic & :

e iiid/etc/isulad/daemon.json Mt & SC £ hook-spec Fit B T % & hook At & iS4 %
"hook-spec": "/etc/default/isulad/hooks/default.json" .

1%
e i isulad --hook-spec Z4(i% & hook I & (1) SRR 42
isula $2ft[%) OCI hooks i & :

® isula create --hook-spec: #5 & hook FiC & [ json ST E%4E
® isula run --hook-spec: #§5E hook Bt & [ json S ERAE .

run FRC & H S 2 7E create MYBLAERL T S
1.3.10.3 {5 A BRI

®  hook-spec fi 7E [ 42 A 2 4 X6 B 4%

®  hook-spec Fi & [ SCAF L AT TE

®  hook-spec & [ AR X N 1 0 e I 8 SCAS SO, 4% N json.
®  hook-spec $i 7€ I3 R/ BEER IS 10MB.

e  hooks fit & ) path 7B A2 A it 4 4%

®  hooks Fit & [t path = Btfi & ST FAFLE «

®  hooks Mt & ) path F-Bdi & AR 20 A AT BLRR «

®  hooks Mt & ] path B4R & 3L owner 5412 root.

®  hooks it & 1) path 7B fE & SCAF L2 R root SRR

®  hooks it & ff timeout 445K T 0,

1.4 Mi5
1.4.1 WS 1TEHIRER

#1-21 login #p & SHFIR

e 2 BB
login -H, --host ¥8 E EIERE iSulad socket YU %
&
-p, --password HFRGR B R E
--password-stdin MFRAE N SRELG 1% 1
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e ki1 ] 1iSula 245 51 %
-u, --username Bk BAR B PEWI P 44
#21-22 logout HESEBH IR
4 2 Tt BA
logout -H, --host T8 € BLEREIY) iSulad socket ST
1%
#1-23 pull HSEHTIR
T4 2 Pt BH
pull -H, —-host 8 78 BLIEPEIY) iSulad socket S
1%
£1-24 mi HLBHINFE
w4 2 Pt BH
rmi -H, --host 6 5E BEEEHEM iSulad socket SCAE %
1%
-f, --force R PR A5
#1-25 load E&EHIIR
4 ¥ Tt BH
load -H, ~-host (f¥ isula 3 #F) ¥ EEHEN iSulad socket U %
1%
-i, --input BEMNBESANGEG . WHE
docker 287, NIAEIAG 40 6 %
1%, W2 embedded K%, NN
851% manifest B8 4% .
--tag AMEFH BRI B LR, AR
TAG FaE 1 4K, type /v docker
RAUR LR Z S
-t, --type gAY, BUE N embedded BY
docker CERIAED
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#1-26 images LS TR

142 CNIBES#

fir 2 BB
images -H, --host 6 E BEREY iSulad socket S
1%
-q, —-quit RERGBLT
3R1-27 inspect S SHTER
W 2% WiRA
inspect -H, --host fig @ B RE iSulad socket ST
1%
-f, --format A5 AR B R Ak A
-t, --time FEE Y B[R] (R R0 8, A AE %N ) Y
inspect £ 254815 B AR PAT LT
M SR H AL IR A, BRI
120 ¥, 4ECE/NT5T 0 1E,
LR AN B timeout HLH inspect 7
WMAREES—HSER, HIZRH
BAEE R EIRE
#<1-28 CNI B MEACE S
B i = | RE
&
Gl
ix
cniVersion string W | CNI WA S, 287 Rk 0.3.0, 0.3.1.
%
name string Do | AR, BB EE S, TR
1%
type string W | EERAY, HETSCRE 4R A
us underlay_ipvlan
overlay_I2
underlay_I2
vpc-router
dpdk-direct
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RE

¢ 2| oY Ko

iR

phy-direct

ipmasp

bool

WHE IP  masquerade

ipam

S AR

VEYHSE X5 IPAM SE0E X

ipam.type

string

o E#Fa | Fa

IPAM 2874, H i SCRPAIR Y.
(1) underlay_I2. overlay I2. vpc-router 2

M ERIME distributed 12, H A S0 F:
distributed_I2.

(2) underlay_ipvian 0, BRik
distributed_I2, CCN 3% R3Z#F null.
fixed; CCE fll FST 5G core R A X #F
nulls distributed 12,

(3) phy-direct. dpdk-direct ZLK%, BRik
12, wi% null. distributed 12, FST 5G core
¥ H 3 null. distributed_12,

i -

kPR YE E (Ebdn host-local) , Canal 2>
A ENEA, AR EE R,

null: AN A canal & # ip.

fixed: [ ip, CCN it

12: HET&ASEH.

distributed_12: {5 F 43 A1 20/ 7 R ip.

ipam.subnet

string

&

TM{EE . Canal SZF# subnet  mask i
9[8,29], F H.ER IP #uhi-AREJy Multicast
ikt (40 224.0.0.0/4) , Rk
(240.0.0.0/4) , ZHb link Hbtik
(169.254.0.0/16) DL S A loop Huhik
(127.0.0.0/8) -

ipam. gateway

string

W 1P

ipam.range-start

string

H R 1P kit

ipam.range-end

string

Fa | lFd Fa

RIS 1P kit

ipam.routes

LT AL

I

subnet #1|3%, fEANJTRARE ) route F
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2¥ b3 £ | R
&
7l
i
| . 3% route € X.
ipam.routes.dst string Al | RoR H R 2%
%
ipam.routes.gw string al | KRS
1%
dns LS W | ff Lk DNS [UERRAE.
1%
dns.nameservers [Istring 1) nameservers
%
dns.domain string 1) domain
1%
dns.search []string A search
1%
dns.options []string ) &I
i%
multi_entry int Al | FRon—A> vnic FFEM ip 2E, Vil 0~16.
% | RTEEE, AW RZ AT HE 128
NP,
backup_mode bool | R ERE, AUH T phy-direct A1 dpdk-
¥ | direct Z1M.
vlanID int "] | 0~4095, o VT PaaS EETRE
1%
vlan_inside bool Al | true 37~ vlan ThREHH Node PIEBSLIL, false
i | R vlan FEANESEEL.
vxlanlD int A | 0~16777215, fu¥F PaaS H#HEE -
i%
vxlan_inside bool Al | true I~ vian DJREH Node PBsEIl, false
% | IR vian 7EAPSEEL .
action string Al | SR RS FERRR containerlD
i | “000000000000” — k2
Create 7~ 4% .
Delete 27 i FR 4 2% .
args map[stringli | 7] | FERIREAE A, F 1-29
nterface{} ik
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2 b3 = | kB
&
E)
i%
runtimeConfig oy AL | T
1%
capabilities LR AL ] ’x
1%
#%1-29 CNlargs 8%
¥ 28 = | WA
&=
7
i%
K8S_POD_NAM | string Af FIE & E IP
E ik (runtimeConfig.ican_caps.fixed_ip 4 true)
I 75 2115 B K8S_POD_NAME
K8S_POD_NAM | string Al | B E IP
ESPACE #% | CruntimeConfig.ican_caps.fixed_ip 4 true)
i 75 2215 B K8S_POD_NAMESPACE
SECURE_CONT | string | #ERERE
AINER %
multi_port int | BRIMESY 1, BUEYEH 1-8. R SCEF phy-
i | direct 1 dpdk-direct FiFHEAIRIL%, $5EE
1 P A
phy-direct string Al TR G A A LR A A 4 N R e RN
ik | MR
dpdk-direct string Al | FFEAE dpdk BIE 2 S 2 I e e B
ik | MR
tenant_id string na] | M IDs
| R vpc-router 87 4%
vpc_id string A VPC #7 ID.
| R vpc-router BRIP4 ,
secret_name string "] | i K8s apiserver HRTEA ak sk FXT %
ik | %

R 32#F vpe-router 28EI 4%
S Wl E VPC-Router 1248 W 2%
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2¥ E i) = | %A
=
aJ
i%
1P string Al | FPEE ip Hihl, #53( “192.168.0.10”7
1%
K8S_POD_NETW | string Al | 4552 ip Hibk, R0 “192.168.0.107 . #
ORK_ARGS % | args H IP 1 K8S_POD_NETWORK_ARGS
HA RN, LA
K8S_POD_NETWORK_ARGS Hifk.
INSTANCE_NA string A INSTANCE ID.
ME E | s s mEE P
dist_gateway disa | bool a] | true KR AIEE gateway, false R~
ble it | gateway.
phynet string &% | TR IR R AR R, e E X
[Istring e | PRI &L RR, 5 SNC KR
R, AAPIASFHA B, SCRF 4P .
#i4n: “"phy netl" B
["phy_net2","phy_net3"]
endpoint_policies | struct aJ "endpoint_policies™: [
& q
"Type": ™,
"ExceptionList™: [
I
"NeedEncap": true,
"DestinationPrefix": "
}
]
port_map struct A | NAT KM 2 rh, SCRpAR S HRAM 2 &
ik ML 1

"port_map": [

{

"local_port": number,
"host_port": number,
"protocol”: [string:-+]

1.
1
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#<1-30 CNI Z WA E S
SH FR =A% ViR
cniVersion string hidk CNI hA 5, 45T
R #0.3.0,
0.3.1.
name string Wik M4 4 FK, AP
HE S, i ARErE
plugins struct Whidk AR EE S L E
1'280
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RG AR

2.1 M
22 wHEBT
2.3 4R
2.4 B

2.1 #hik

ARG L ENAE IR mERe . KOFRMRT, EARN AN AL
Al MHEEURIAER, RGUA ST E AR BN, RN RSB ERR, &)
/> overhead LR . MARGHIADEKF, RGEAAEAT R BHE LA LR ML AT 73 i
ELIRRIT, FEIRA, i RGUR S D i Z e 4077, Rttt
FEH m, OrAs SEAE R, PERESEAL RIS I sepl.

4

22 BRIES
ST EHoeTHEELRS iSulad 74851 %,
# yum install iSulad
T2 BEAGFAHWBAL,
# yum install isulad-tools authz isulad-lxcfs-toolkit lxcfs
$IE3 HE iSulad £ ECLHE.
# systemctl status isulad
H 4 JFE Ixcfs Al authz -5 -

# systemctl start lxcfs
# systemctl start authz

TR
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2.3 FFHER

2.3.1 &1y
ROABBET iSula B85 AT R R, IRMUERGE BB RIIRE. RERITRHEN
RS PRI e iSula 2528 51 R FF— 3, Hm A URThRE S iSula 525851 S AHTH .
AR IR R G A s P B SR ThRE X M RO AE F 7 20, Heam S TEiEE 2%

52 B

iSula 7528 5 "2 15,

RA RTINS K isula create/run a2 4T, JEEEAREEMULHT, K ThEE Iy 4
17 HAar S 4r# a0 N R

isula create/run [OPTIONS] [COMMAND] [ARG...]
Hor,

® OPTIONS: &%, nJL—EiE 2, nfESHiES N “1iSula 45512 >
1.4 iz >1.41 mATSEUHY HXT RN

® COMMAND: RGEMENEPATHWmS .

® ARG: RAEBAINGEHATASIT NS EL

2.3.2 35 7E rootfs RIS
e
RGR AR T T EAS, WEHRSTERE —NESEGRED), MRS AE s ET

Z4J --external-rootfs i —/MAHE I HL SO R 4 rootfs (Root File System) KH3Z),
rootfs L7 T 2288 AT IR R E R G5

S#1EA
W S SHIEEE AR
isula --external-rootfs o FIFHRAE,
createfrun o FEHUCH RGO BHOLN B
2, Bl rootfs [IEE4E.
2R BRI

o Z:¥f--external-rootfs #& € 1 rootfs H F UL AUAN LR IR, ANEENFHMERIE .

e Z¥f--external-rootfs $i5 52 ) rootfs H kMU — 52 BIs AT HHRAE R G A 5, &
S N

o NIEMERIT, AL --external-rootfs $5 5 1] rootfs H 3.

o  RIHELE x86 HEE FIiE/TIET arm rootfs (K45 %%, WA LHEAE arm B3 FigfT 3T
x86 rootfs [l 25 5% .

2020-03-26 125



openEuler
o IRk 1] 2 RGR R

e [[A—1yrootfs, ANEWEBHZAEEELH], BIFE—4 rootfs W AH—ANAE iy & HI P 1)
AR SAE

15 A7~ 451
%A rootfs #1545y /root/myrootfs, B4 BEI— N ARG Aasid AW

# isula run -tid --system-container --external-rootfs /root/myrootfs none init
[MARIL
rootfs 7 B R LM F %, FHF AT EE. Pl BB tar OGS, BP A —A rootfs.

2.3.3 i#id systemd BEA =R
b

Jnp
[ayay
pav
3
5

RAR AT B BRI 2 S e T A2 B 300 init 152, FaEs s okl
systemd JBZ R GRS, 1M ARGE 4 HAAIXAGES, ELAE B s A 2S N 455 --system-
contianer Z#( A LU$ RE systemd x5 .

SR
Cicd Y SYIEEE LA
isula --system- o fi/RKAE, HUEN true. false, ARAREEM FR
create/run | container true.
o MEXNESRLMUENETRGERE, LIULR.
2R PR

e  systemd k%57 LV —LREBR R G AH, BFE mount. umount2. unshare. reboot
PA K name_to_handle_at, Fif AEATF B FFAUAESRIR B IIG O, RAEBERITH T
WA 8 CHIRR «

o RLGUEMHEE init JAB, init PEFEAIE N R RIE R IR B SIGTERM {55, stop 2k
WAE 10s 2 JG A il R IEA 4 . WRFHFEPOELE W, v LFFhEE stop RS
I A

®  --system-container 2 ZifL & --external-rootfs 24— A .

o ARBBEWHNFIZATERMSS, RSB EIFET systemetl KRB, k552 AT HE
2 I BRI R S8R B0 LR 5 AR I DIZ IRFS, (A SILE
IEHIBH .

o RGEMNMIELLR Z IR Re e e EES R, BlnERNEEBIT T
NetworkManager ilt45, AT BE<> 5200 [a] 2548 I N R 94T 8 R AN e h AR )5 B
NetworkManger 5450), FECA AT FiHI 45 3

o AGEBMENER TCIELI udev FHAEFGE, FrLL fstab Bl B 8 R T EF.

e systemd IR %5 AT BEAN libcgroup #2111 cgconfig MRS 7EThBE L HH B PPSE, BNAES
RN 24 libegroup A ALEE T & cgeonfig IR 45 1) Delegate &4 no.
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234 88

k4

e

SHIRAA

fi 7 --system-container Fll--external-rootfs Z¥( 5 5 R A& 2% .

[root@localhost ~]# isula run -tid -n systest0l --system-container --external-
rootfs /root/myrootfs none init

PATLL B A SR A B Thiz AT, BT exec A EE G, WEH systemd
/&g =k

[root@localhost ~]# isula exec -it systest0l bash

[root@localhost /]1# ps -ef

UID PID PPID C STIME TTY TIME CMD

root 1 0 2 06:49 2 00:00:00 init

root 14 1 2 06:49 2 00:00:00 /usr/lib/systemd/systemd-journal
root 16 1 0 06:49 2 00:00:00 /usr/lib/systemd/systemd-network
dbus 23 1 0 06:49 2 00:00:00 /usr/bin/dbus-daemon --system --
root 25 0 0 06:49 2 00:00:00 bash

root 59 25 0 06:49 2 00:00:00 ps -ef

K NIAT systemetl 2 EFHRFIRE, 7IE BIRSSHE systemd EEE.

[root@localhost /]# systemctl status dbus
e dbus.service - D-Bus System Message Bus

Loaded: loaded (/usr/lib/systemd/system/dbus.service; static; vendor preset:
disabled)

Active: active (running) since Mon 2019-07-22 06:49:38 UTC; 2min 5
8s ago

Docs: man:dbus-daemon (1)

Main PID: 23 (dbus-daemon)

CGroup: /system.slice/dbus.service

L 23 /usr/bin/dbus-daemon --system --address=systemd: --nofork --

nopidf

ile --systemd-activation --syslog-only

Jul 22 06:49:38 localhost systemd[1l]: Started D-Bus System Message Bus.
RSB systemctl stop/start fi255, 7 F 2RS4 systemd & HE

[root@localhost /]# systemctl stop dbus

Warning: Stopping dbus.service, but it can still be activated by:
dbus.socket

[root@localhost /]# systemctl start dbus

A reboot/shutdown

RGP R A A BT reboot 1 shutdown 774 . F1AT reboot iy & 2 R 7] & J5 A5 4
—3; HAT shutdown Ay 2 RCR RS 1E 25 48 — 2.

W ¥ SHIEEE LA
isula --restart o TFIIHRATE,
create/run o HHUEEE

5] :
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5
B
W
&

SHIEEE A

on-reboot: KINHE G RA KA o

2R PR
e shutdown IJRE, KT AE OS, PLSZPRZASIEITIREEN N OS Fifk.

o AT “shutdown -h now” #r4<H RGilt, ASREZ R 5 H console. 541 “isula run
ti” AT IF— console, 7E % — host bash 7" isula attach %A 8%, <35 —
A~ console, BEETHAT shutdown 22K I% .

1s£ A =451
o  UKPYA BT 48 2 --restart on-reboot 244, IRBIWITR:

[root@localhost ~]# isula run -tid --restart on-reboot --system-container --
external-rootfs /root/myrootfs none init
106faae22a926e22c828a0f2b63cf5c46e5d5986ea8a5b26de81390d0ed9714f

o I AREARIAT reboot T4 :

[root@localhost ~]# isula exec -it 10 bash

[root@localhost /]# reboot

HE R S

[root@localhost ~]# isula exec -it 10 ps aux

USER PID %CPU $SMEM VSZ RSS TTY STAT START TIME COMMAND

root 1 0.1 0.0 21588 9504 2 Ss 12:11 0:00 init

root 14 0.1 0.0 27024 9376 7 Ss 12:11 0:00 /usr/lib/system
root 17 0.0 0.0 18700 5876 2 Ss 12:11 0:00 /usr/lib/system
dbus 22 0.0 0.0 9048 3624 2 Ss 12:11 0:00 /usr/bin/dbus-d
root 26 0.0 0.0 8092 3012 ? Rs+ 12:13 0:00 ps aux

o HEANBEPAT s
[root@localhost ~]# isula exec -it 10 bash

[root@localhost /]# shutdown -h now
[root@localhost /]# [root@localhost ~]#

ARG T

[root@localhost ~]# isula exec -it 10 bash

=

utdown 7%

Error response from daemon: Exec container error;Container is not

running:106faae22a926e22c828a0£f2b63cf5c46e5d5986ea8a5b26de81390d0ed9714f

2.3.5 cgroup EBRAIALE

DhREfmA

RABPRAAETE N LT 7548 BEUR RS B A1 Pl B (1 6e /) - df i --cgroup-parent 244,
AL A2 cgroup B AR E BIREANRRE B R, ATIE 2 R IE 7 Bl g LTI
HHE . B hne] L B 2% a. b. ¢ 1) cgroup S #4% A/Ixc/egroupl, 4% d. e.
cgroup R #4% AlIxc/egroup2, XFEETT cgroup BEARRF 2 28 4 NPEA group, SEILZE S}
cgroup £ 2 THI 1) B R IR S
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W S SHIEEEIRA
isula create/run | --cgroup-parent o FRIHRAE,
o JRIER cogroup Rz

B 7 iR Ay AT R € A RGBT R cgroup REKRAEAN, B AEIEE iSulad 75 8%
S8 A shlc B U, TR BT 4811 cgroup B 4.

BEXHER BCE N BCE iR AR

letc/isulad/daemon.json | --cgroup-parent | e FRFHEARE
o JBREREIIA cgroup Rk .

e Jid'E/~f: "cgroup-parent":
"/Ixc/mycgroup”

o % daemon WA i AR BE B T cgroup parent S8, & LAE i 1R R Y --
cgroup-parent £ %%,

o  UWIRCDEINER A, RGENEL B, 4% B cgroup REEFRENER A
cgroup B4%, TEMIBRA 28 IR 7 B MIBR A4 B BB A4 A, Sl 32
cgroup FEYEFEE o

JREh KRG R %%, $85%E--cgroup-parent %

[root@localhost ~]# isula run -tid --cgroup-parent /lxc/cgroupl23 --system-—
container --external-rootfs /root/myrootfs none init
115878a4dfc7c5b8c62ef8a4b44£216485422be%9a28f447a4b%ecacd609£332e

BE AL init HEFER cgroup 15 5

[root@localhost ~]# isula inspect -f "{{json .State.Pid}}" 11

22167

[root@localhost ~]# cat /proc/22167/cgroup
13:blkio:/1lxc/cgroupl23/115878a4dfc7cbb8c62ef8a4b44£216485422be%a28f447a4b9%ecac4609
£332e

12:perf event:/lxc/cgroupl23/115878a4dfc7c5b8c62ef8adb44£216485422be%a28f447a4b%eca
c4609£332e
1l:cpuset:/lxc/cgroupl23/115878a4dfc7c5b8c62efB8adbd4£f216485422be%a28f447a4b%ecac4d60
9f332e
10:pids:/1xc/cgroupl23/115878a4dfc7c5b8c62ef8adb44£216485422be%a28f447a4b%ecac4609f
332e
9:rdma:/lxc/cgroupl23/115878a4dfc7c5b8c62ef8ad4b44£216485422be%9a28f447a4b%ecacd609£3
32e
8:devices:/lxc/cgroupl23/115878a4dfc7c5b8c62efB8adb44£f216485422be%a28f447a4b%ecac4d60
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9f332e
7:hugetlb:/lxc/cgroupl23/115878a4dfc7c5b8c62ef8adb44£216485422be%a28f447a4b%ecacd60
9f332e
6:memory:/lxc/cgroupl23/115878a4dfc7c5b8c62ef8adb44£f216485422be%9a28f447a4b%ecacd609
£332e

5:net cls,net prio:/lxc/cgroupl23/115878a4dfc7c5b8c62ef8adb44f216485422be%a28f447a4
b9ecac4609£332e

4:cpu, cpuacct:/1lxc/cgroupl23/115878a4dfc7c5b8c62ef8adb44£216485422be%a28f447a4b%eca
c4609£332e
3:files:/1xc/cgroupl23/115878a4dfc7cbb8c62ef8adb44f216485422be%a28f447a4b%ecac4609f
332e
2:freezer:/lxc/cgroupl23/115878ad4dfc7c5b8c62ef8adb44£216485422be%a28f447a4b%ecacd60
9f332e
l:name=systemd:/lxc/cgroupl23/115878a4dfc7c5b8c62ef8a4b44£216485422be%a28f447a4bec
ac4609£332e/init.scope
0::/1xc/cgroupl23/115878a4dfc7cbb8c62efB8adbd44£216485422be%a28f447a4b%ecacd609£332e

Al LR BB 2811 cgroup QB 4215 B N/sys/fs/cgroup/<controller>/Ixc/cgroupl23
[EEF, X BT 2548 cogroup SCE&AE 1 Bl AR B — K 4548 daemon U, -

{
"cgroup-parent": "/lxc/cgroupl23",

}
R RS, REAE.

2.3.6 namespace L NZESH A E

ThRETEIA

SRR

XFIBATE RS WIS, e, KEdE, SFEENA, A0 80 WS
T WE BRI K, AL S rL S5 Is AT TERE AT SE k. ARSI A A RFE
B BEASERVFES CRBUEE):

FEA OV PAER S B S, AL T --sysctl AMBEE T, T HA S A AR R 1B
SHE.

FERVFR P ER RN B, MRS HERER/ARN, ANFEHELE, 270
TN LA RER, % e tERER,

ARG A Ak--ns-change-opt 2%k, 1JLL485E namespace LI NS EIER 8 N A&
B, HETSCRR net. ipc.

we SH S5 EEIRAR
isula create/run | --ns-change-opt | o FIFHEAE .,

o (UIKFECLE net. ipc:

net: SZFF/proc/sys/net H 3% T T namespace
4.
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5
B
W
&

SHIEEERA

ipc: Y EFH namespace 1k ZHHF T
Iproc/sys/kernel/msgmax
Iproc/sys/kernel/msgmnb
Iproc/sys/kernel/msgmni
Iproc/sys/kernel/sem
Iproc/sys/kernel/shmall
Iproc/sys/kernel/shmmax
Iproc/sys/kernel/shmmni
Iproc/sys/kernel/shm_rmid_forced
Iproc/sys/fsimqueue/msg_default
Iproc/sys/fs/mqueue/msg_max
Iproc/sys/fs/mqueue/msgsize_default
Iproc/sys/fs/mqueue/msgsize_max
Iproc/sys/fs/mqueue/queues_max

o URRIEAIEE LA namespee it E, ZAEE
[B) i I 3 5 BT, i d: --ns-change-
opt=net,ipc.

o WIRELEENIFNEE T --privileged (FFAUZEEE) Fl--ns-change-opt, --ns-
change-opt N4 44,

JRsh#4%%,  ¥85E--ns-change-opt=net:

[root@localhost ~]# isula run -tid --ns-change-opt net --system-container --
external-rootfs /root/myrootfs none init
4bfd4a42bd4aldfdafl27616c90defab4b4b532bl8efdlbb62a7lcbf99ebcl2d2
[root@localhost ~]# isula exec -it 4b mount | grep /proc/sys

proc on /proc/sys type proc (ro,nosuid,nodev,noexec,relatime)

proc on /proc/sysrg-trigger type proc (ro,nosuid,nodev,noexec,relatime)

proc on /proc/sys/net type proc (rw,nosuid,nodev,noexec,relatime)

AJ DL ) 25 2% W proc/sys/net FE28 508 rw, BB net #1951 namespace 141 A% S 3R
HIELEAHR

MEs—A% 4, f&5E--ns-change-opt=ipc:

[root@localhost ~]# isula run -tid --ns-change-opt ipc --system-container --
external-rootfs /root/myrootfs none init
c62e5e5686d390500dab2fa76b6c44£5f8da383adcbbeacl2cfadalb07d6cd7E
[root@localhost ~]# isula exec -it c6 mount | grep /proc/sys

proc on /proc/sys type proc (ro,nosuid,nodev,noexec,relatime)

proc on /proc/sysrg-trigger type proc (ro,nosuid,nodev,noexec,relatime)
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proc
proc
proc
proc
proc
proc
proc
proc
proc

on /proc/sys/kernel/shmmax type proc (rw,nosuid,nodev,noexec,relatime)

on /proc/sys/kernel/shmmni type proc (rw,nosuid,nodev,noexec,relatime)

on /proc/sys/kernel/shmall type proc (rw,nosuid,nodev,noexec,relatime)

on /proc/sys/kernel/shm rmid forced type proc (rw,nosuid,nodev,noexec,relatime)
on /proc/sys/kernel/msgmax type proc (rw,nosuid,nodev,noexec,relatime)

on /proc/sys/kernel/msgmni type proc (rw,nosuid,nodev,noexec,relatime)

on /proc/sys/kernel/msgmnb type proc (rw,nosuid,nodev,noexec,relatime)

on /proc/sys/kernel/sem type proc (rw,nosuid,nodev,noexec,relatime)

on /proc/sys/fs/mqueue type proc (rw,nosuid,nodev,noexec,relatime)

Al LB BIE AR N ipc AR WAZ S BRSSO rw, BB ipc AH2CH) namespace 141 A 1%
SHEA TSGR,

237 HEZRNFBE

RARWIRMRRE FHUFE 8IS I E N AT @S I Th R, i 7R 25 45 01 g i fic & --
host-channel 24§, nJ LAfEA 485 EWL 2 (ML [E— tmpfs, ML 2 ML 25 4% (6] 58

fBEThEE
W SH SHIEEEIRAA
isula --host-channel | ¢ FfFEAFE, K& N:
create/run , . .
<host path>:<container path>:<rw/ro>:<size limit>
o ZHIHUI T
<host path>: RF7ETE FHL HEEL tmpfs (%A%,
DR A B AR o
<container path>: R7EZAF N HEEL tmpfs 1%
1%, WA LN AR o
<rw/ro>: TEZS &% AR SO JR 40 1A FALRR,
HEERCE N rw (AIEEE) siro (K , BRIAA
r'wWo
<size limit>: H:#H) tmpfs GEAE FH (1) 55 KRR
#, B/NCRE LWELTT (4KB) , K CHERSE
SYBENER 12 . BRILA 64MB.
o T ENL EEEE tmpfs (14 SIS B BN A B, 2528 M 53 I At B et

2B & e SRR IX 21,

eI 218 F ML AR tmpfs I BCARMIES, AT DA RV 18 0L E B A7
ERH 3.

AT 1EENLEAE root F P T BERERERS 5 RS BHTIEAS , 1 AL tmpfs
HIIBR A 1777 o
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AN 25 25 5 Hi8 5 --host-channel 223

[root@localhost ~]# isula run --rm -it --host-channel /testdir:/testdir:rw:32M --
system-container --external-rootfs /root/myrootfs none init

root@3b947668eb54:/4# dd if=/dev/zero of=/testdir/test.file bs=1024 count=64K

dd: error writing '/testdir/test.file': No space left on device

32769+0 records in

32768+0 records out

33554432 bytes (34 MB, 32 MiB) copied, 0.0766899 s, 438 MB/s

(RERIY::
e % Fl--host-channel K FR&IET, FAXEBNAZLEZIIH, NATIEREA WA BEFATLE
(BN B4 L B MR T2~ 4 oom)
o LR FEENGHUEEFTIA, WRTEBAGA GBI H,

o EFRNFEZARBAMNELETIIMN, L EHINEEEA, TUEALREEEALRAANE
JB. A F mk _E e E-host-channel B2 & & K /)R H % 2590,

2.3.8 TS HNE R AR IR

ThREFEIA

A VS5 T RO e N AZ AL, nIE W E MR EN T, ERRE A E ST
BNAS BT A5 A0 25 75 B AL BT 0L, HOREE TR 2 A isulad-hooks — k2l
H, BAREHSE 2312 FHERIESHEEE (syscontainer-tools) 5.

SHRAA

W S SHIEEEIRA
isula create/run | -e o FTIIHAE,
KERNEL_MODULES=module_namel,modu

o HEIE 2K
B, B b e
43K

le_name

2R PR
o WM WAZILE R AR, B ERTE N AR RIS, &%
BUE FALH DA TR, 2RO B A% BRI 7 2R AR R A

o AN N AZAERIE Ik T IR N AR UL A 2R g, LI AR R K EE isulad-
tools i IR B 4% A 2 A5 A4S B Se L, K3 isulad-tools [ 1EAf % 2530 3%

o IR AR AR B RS EE T AT M ER -

{5 F 7~ 31

B ARG BT, $5E-e KERNEL_MODULES 23, i R4RMasl)E, " LLEF
ip_vs RLHAR AR D AR A A
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[root@localhost ~]# lsmod | grep ip vs

[root@localhost ~]# isula run -tid -e KERNEL MODULES=ip vs,ip vs wrr --hook-spec
/etc/isulad-tools/hookspec.json --system-container --external-rootfs /root/myrootfs
none init

ael8c4281d5755alel53a7bff6b3b4881£36c8e528b%baba8a3278416a5d0980

[root@localhost ~]# lsmod | grep ip vs

ip vs wrr 16384 0
ip vs 176128 2 ip vs wrr
nf conntrack 172032 7

xt conntrack,nf nat,nf nat ipv6,ipt MASQUERADE,nf nat ipv4,nf conntrack netlink,ip

vs

nf defrag ipvé6 20480 2 nf conntrack,ip vs

libcrc32c 16384 3 nf conntrack,nf nat,ip vs
(MRt

o 15 EME £ isulad-tools.
o %2352 --hooks-spec # isulad hooks.

239 IMETEHFAKL

RO e S Rl 18 52 --env-target-file 2 250K env B E A LRI 4% rootfs H X T
AIHC B S

we S S5 EEIRAP
isula --env-target-file | o FERFELE.,
create/run "~ X v .
o env FE AL ZIAE rootfs B N, HECE N4t
X B AL o

o  --env-target-file 45 & 1) H A5 XA RAFAE RIS, K/ANAREE I 10MB.
e --env-target-file 5 5& ) Z £y rootfs H & T AR B4
o if--env A H bR B H env HELRZE, Ll--env 5 E MH S BN HE.

BEN RS R A, 155E env FREEAE B Fl--env-target-file 2%k

[root@localhost ~]# isula run -tid -e abc=123 --env-target-file /etc/environment --
system-container --external-rootfs /root/myrootfs none init
b75d£997a64da74518deb9%9a01d345e8df13ecabbcc36d6fe40c3e90ealec088e

[root@localhost ~]# isula exec b7 cat /etc/environment
PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin

TERM=xterm

abc=123
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AT LLE B2 2811 env A5 (abc=123) T4 3F A4k F/etc/environment Bt & SC4F .

2.3.10 s KRR E R

Ihaefmd
RS A4 AT SO AR ECGHEAT BR ), SO0 A0 4537 30 ST A A R DY) 8%
BT, B RE, Al LUE TS E --files-limit S 50BE H 285 T IF 5 KA.
Sk EA
W SH SHIEEERA
isula --files-limit o BBUE, AEENTEL.
create/run

o JREN O RRAZMRS], HKH
PR EH 4 T A A% files cgroup #
SE o

20 3R PR
o nf--files-limit 5 MME K/, TRESSFBARAKRIMLILEIT exec PATHTS,
"open too many files"#i%, JIrLA files limit (BN iZ B K —28,
o SRR AL HE I SO IR N 2 B

1&£ F 7151

s FH -files-limit PR #2525 A 3T I SCAF ROR A 22 A% SZEF files cgroup, R BARATBLTR
mHE:

[root@localhost ~]# cat /proc/l/cgroup | grep files
10:files:/

R B files, Ui HH NAZSCHF files cgroup.
B A BNTE g -files-limit Z 4, HAE files.limit Z2HUE BRI B A

[root@localhost ~]# isula run -tid --files-1limit 1024 --system-container --
external-rootfs /tmp/root-fs empty init
01e82£fcf97d4937aald%eb8067£9f23e4707092del152328c3fclecb5f64e91d
[root@localhost ~]# isula exec -it 01e82fcf97d4 bash

[root@localhost ~]# cat /sys/fs/cgroup/files/files.limit

1024

FLAE W, A A SO R RO s R

2020-03-26 135



openEuler

a6

2 AGIRG

2311 L4 MREMS
2.3.11.1 user namespace % %1%

ThResEiR

SHRAA

2R PR

ER#ES

user namespace & 75 #% [ root Wi B AL @A 7, AR E R PR RS
AR, (ERE TN R B AR, Bk R R R B ENL L, 3T E
REEE. 5, M user namespace FiARJG, A EHLE AN F uid A1 gid,
PRUEZS 2% N S50 B P SRR E LB IR AT R =, B an SO R IR 745

ARG X Fril IS --user-remap 42 H 0K AN [F] 25 2% 1 user namespace BLG 21 FHLA
[F] [¥] user namespace, SZILZEZS user namespace [/ -

PN B SHIEEE A

isula create/run | --user-remap ZHkg X <uid>:<gid>:<offset>, SR :

e uid. gid NEHA, HWIHKTZET 0.

o offset HEEHHA, HMZAT 0, HH/ANF
65536, HUEANGENR/DN, BFEZRTTIER D).

e uid Jin I offset FR{E A A1/ TF45F 232-1, gid N
I offset (I LA/NT46T 2%2-1, HBMELRS
By o

W R R 2165 1 —-user-remap, B4 rootfs H 0447 AE W54k --user-remap 15 5E ¥
uid/gid 7 By ial, S04 S8R 8 user  namespace JCiET IF] rootfs, 8% fE 3
PRI o

HAENFTE ) id #BSZ AL ST 2 0L rootfs,  FELE H /504 A fE 2 M EHL mount
DS, en/devipts B 5 N B S0, S offset fE KN AT B2 S mount
R

uid. gid 1 offset A H1 b2 BEF- i, 248 51 % R A AR A
--user-remap HiEH T RGA A -

--user-remap Fl--privileged A REFEAE, BT HE 32 A

R uid 5% gid ¥5 €~ 0, N--user-remap SEAERL

AR

¥4 2 --user-remap A4 AT, F LI rootfs T ATA B FAe L4469 uid A= gid B ERBAS, BiEE H--
user-remap 1§ & uid #= gid 49 HF £ .

)4 dev B 49 uid F= gid 4Kk uid F= gid 445 100000 49 £ 4 4 A -
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chown 100000:100000 dev
ARG A EhTE € --user-remap %

[root@localhost ~]# isula run -tid --user-remap 100000:100000:65535 --system-
container --external-rootfs /home/root-fs none /sbin/init
eb9605b3b56dfae9e0b696a729d5e1805af900af6ce24428fde63£f3b0ad4d3fda

T AAESE EAUAE S A B /sbin/init FEFE(E R -

[root@localhost ~]# isula exec eb ps aux | grep /sbin/init

root 1 0.6 0.0 21624 9624 » Ss 15:47 0:00 /sbin/init
[root@localhost ~]# ps aux | grep /sbin/init

100000 4861 0.5 0.0 21624 9624 2 Ss 15:47 0:00 /sbin/init

root 4948 0.0 0.0 213032 808 pts/0 S+ 15:48 0:00 grep --color=auto
/sbin/init

A LA F/sbin/init FEFE7E 25 24 N 1) owner S& root FH P, {H2AE7E ENLAT owner &
uid=100000 XM F.

FER SN BE A3, ARG RN EHL & H ST owner:

[root@localhost ~]# isula exec -it eb bash
[root@localhost /]# echo testl23 >> /testl23
[root@localhost /]# exit

exit
[root@localhost ~]# 11 /home/root-fs/testl23
—rw--—————- .1 100000 100000 8 Aug 2 15:52 /home/root-fs/testl23

ALVER], EES|NAERT —ACE, R owner & root, {HZ7ETE EHL EFE RN
owner & id=100000 XM .

2.3.11.2 F PRIz HI

EORA

2R PR

o SIBESCFFERL TLS AAUEJS sORIER P ) Sy, MRS - (OBCR, 24 Ai 2%
a5 51 ZE ] DL % authz i 7F SR BR 25 1)

I ACE iSulad 7845 51 %8 S ZHOR 1R E BURIE 6461, daemon HC & SCAHBRIN
[etc/isulad/daemon.json.

FEESH AN iR
--authorization- "authorization-plugin": "authz- P ABRA RG24
plugin broker"” Hir 3 FF authz-broker

o authz FFEMACE M P AR SEHE, HEEE ST ERIA A var/lib/authz-broker/policy.json, 1%
BC B SO SL s S, Bk BN A%, A FE B E R RS .
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{5 F 7~ 31

$TE1

®

o HHTASBIIEEN root HFEB, BIT—MHAH P AEH K — g SRt FBOZH P
ARG KRR, FEEACE . H AT container_attach. container_create £/l
container_exec_create ZJ{F 1] GE2H KUK

o TR AHEE, Ebin isula exec. isula attach 254K isula inspect & 75 A 1YL
B, GnSRH P& inspect AUPR £ B IR A
o  RH SSLITLS it 76 34 in e 41 ()[R I B 2 i SR MR eI FE, sl InsE iy, 9
FERLZ 1) CPU B, [ 1 BE &R sh, I as 2 KEmtaE, RIEH ks
N, AHEEAE TLS @15, HIFAERA —CRE LR TR 2390, £ ARM k554
(Cortex-A72 64 12) #ILAHIEN T, KA TLS JER AR, HE K KB
200~250 i3 [l P9 o

o k55 umte E--tisverify B, DUESCEFERIARC B #5152 A/etclisulad . H BRIA SO 44 5 5
N ca.pem. cert.pem. key.pem.

BN BNV T authz $ffF, WIARTE 22, 22RIF R 3 authz 3 1F I 55 a2 W0

[root@localhost ~]# yum install authz
[root@localhost ~]# systemctl start authz

BIRANZINEE, HA T ERE R4 EMH P TLS iE1. 7T PAfEH OPENSSL kA4
B B RE, BRI

#SERVERSIDE

# Generate CA key

openssl genrsa -aes256 -passout "pass:$PASSWORD" -out "ca-key.pem" 4096

# Generate CA

openssl req -new -x509 -days S$VALIDITY -key "ca-key.pem" -sha256 -out "ca.pem" -
passin "pass:$PASSWORD" -subj
"/C=$COUNTRY/ST=$STATE/L=$CITY/O=SORGANIZATION/OU=$SORGANIZATIONAL UNIT/CN=$COMMON N
AME/emailAddress=$EMAIL"

# Generate Server key

openssl genrsa -out "server-key.pem" 4096

# Generate Server Certs.
openssl req -subj "/CN=$COMMON NAME" -sha256 -new -key "server-key.pem" -out

server.csr

echo "subjectAltName = DNS:localhost,IP:127.0.0.1" > extfile.cnf

echo "extendedKeyUsage = serverAuth" >> extfile.cnf

openssl x509 -req -days $VALIDITY -sha256 -in server.csr -passin "pass:$PASSWORD" -
CA "ca.pem" -CAkey "ca-key.pem" -CAcreateserial -out "server-cert.pem" -extfile

extfile.cnf
#CLIENTSIDE

openssl genrsa -out "key.pem" 4096

openssl req -subj "/CN=$CLIENT NAME" -new -key "key.pem" -out client.csr

echo "extendedKeyUsage = clientAuth" > extfile.cnf

openssl x509 -req -days $VALIDITY -sha256 -in client.csr -passin "pass:$PASSWORD" -
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CA "ca.pem" -CAkey "ca-key.pem" -CAcreateserial -out "cert.pem" -extfile
extfile.cnf
HEEEMH LJL SEEAMA, FEHRSLEAMERE. £ CA R HMZH
#HNEME N “*”, PASSWORD. COMMON_NAME. CLIENT_NAME. VALIDITY

IR 3 ATV S SN TLS MG SEAN R G S 4, FFRE VR istr . itk
Gb, N TAER TLS NIE, 25 #e 5| Z i i TCP il i 7 sUR 3, ARefl L4
unix socket {5 RN, 2548 demon L E {1 T -

{
"tls": true,
"tls-verify": true,
"tls-config": {
"CAFile": "/root/.iSulad/ca.pem",
"CertFile": "/root/.iSulad/server-cert.pem",
"KeyFile":"/root/.iSulad/server-key.pem"
}l
"authorization-plugin": "authz-broker"
}
B4 ARG THEEACE RN, W TRERAREURRE, A KISENL T —ANECE ST R Ivar/lib/authz-
broker/policy.json. &AL B A SCFFAIASME L, HE AT ZE B B s, R E A
authz BEFERI% SIGHUP 155 . U R 2 47— M8 JSON X R o BT WA — ML
Bito HAAR) SRS L E s
o A ER A LLEAT A iSulad fim 4
{"name":"policy_0","users":[""],"actions":["""}-

e  Alice A]LLIZ1T A iSulad iy 4
{"name":"policy_1","users":["alice"],"actions™:["""}.

o FHPHAI LLZEATFTA iSulad iy 4 :
{"name":"policy_2","users":[""],"actions":["""}-

®  Alice 1 Bob RJ DA &8 B4 4%«
{"name":"policy_3","users":["alice","bob"],"actions":["container_create"]}-

®  service_account i] LA H & 331247 docker top:
{"name":"policy_4","users™:["service_account"],"actions":["container_logs","container_t
op“]}-

e  Alice A] AFATAEAT container $1F:
{"name":"policy_5","users":["alice"],"actions":["container"]}-

e  Alice /] LA\FWATAEAT container #:4F, {HiFRAFIZE HEERE get:
{"name":"policy_5","users":["alice"],"actions™:["container"], "readonly":true }.

(1 A
o FLE PITHE action F #.E M % ik X,
o users I HEN Kk X,
o users NEEAEAR P, BIE— AP RAEAK S FHLN T,

$EB5 MEHFEH TG, BPmICE TLS SEUERE AT, RIZLLZBRAIBR VT I .
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[root@localhost ~]# disula version --tlsverify --tlscacert=/root/.iSulad/ca.pem --
tlscert=/root/.iSulad/cert.pem --tlskey=/root/.iSulad/key.pem -
H=tcp://127.0.0.1:2375

IR AEERANTCE TLS WIEREAT % o 8, DL SO 8h 3 ~/iSulad, Ff&E
ISULAD_HOST A ISULAD_TLS VERIFY 2558 (A2 AR AL -
H=tcp://$HOST:2375 Fl--tlsverify).

[root@localhost ~]# mkdir -pv ~/.iSulad

[root@localhost ~]# cp -v {ca,cert,key}.pem ~/.iSulad

[root@localhost ~]# export ISULAD HOST=localhost:2375 ISULAD TLS VERIFY=1
[root@localhost ~]# isula version

s

2.3.11.3 proc X R %GikmE (Ixcfs)

SR
=T

EOAA

RRE AR R RE R, PGB ER, RS AR, S PR
EREL R HAME. BT Linux W% namespace A S IE AN 7635, DRI a5 (ERR 217
T AEAE— e B G . Biltn, 7R ER proc ST RG] LLE B 5 BB proc 15 8
(41 meminfo, cpuinfo, stat, uptime £5). FIA] Ixcfs T H AT DL 25 2% P IE 275 0L
Iproc LRGN ES, B3 AR 28 28 S0 IO A 5 fproc A2, DUE 2 35 Mk 55 3R HUE A
1 TR IR

RGBT IMBET A T EAL: —/NE Ixefs TE, AP —MEREE Ixefs — A28 FH 1
Ixcfs-toolkit T. B . FA Ixcfs ngzm daemon % %“EE, Ixcfs toolkit &1 hook #1
HPKE AL Ixcfs UM R GG e HE R B A4S

Ixcfs-toolkit fi4 47#& X T

1xcfs-toolkit [OPTIONS] COMMAND [COMMAND OPTIONS]

W IhREi R 2
remount % Ixcfs BEH mount R 25 %% | --all: T A28 44T remout
Hh Ixcfs #:/E
--container-id: remount Ixcfs F4% €
12545 1D
umount ¥ Ixcfs M2 umount | —-all: XA 2 28 44T umout  Ixcfs
e BelE

--container-id: XF4F 8 H A PAT
umount  Ixcfs ¥ /E

check-Ixcfs KA Ixcfs A4S 2 BigiT "
prestart £ Ixcfs 55 8 B it I

Ivar/lib/Ixcfs H 3% mount |
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2R PR

#% e £
T

27 H SCRF proc SC R4 R cpuinfo,  meminfo, stat, diskstats,  partitions, swaps
AT uptime SC, AR SO A AR N B APL SO RS (Hetn sysfs) RASFEE -

223% rpm 41 J5 £x 78 var/lib/isulad/hooks/hookspec.json A& BREA] json S, F = i 5
TR EE N H B Thee, 7 2L E I A --log AL &

diskstats R g LoR L FF ofq MRS, LERERSXER. FaNE &S
B Aldev HE T AT BHAFENNT . Ak, RERH R RS S
7NN sda.

2 Ixcfs B LU slave 4. # 1 shared 41, mIfg & FEAE B NS
MR FHL, FwEHIBIT

Ixcfs SCHEAR S5 ALHERE A, #5 Ixcfs IR%5 crash BREAATH, HAEHNEE 21
cpuinfo, meminfo, stat, diskstats, partitions, swaps 1 uptime ¥J°4 host /5 5., ZF#sH
B T REA 2520

Ixcfs J&&JZ KA fuse NAZARER LK libfuse 72, [R5 B2 9 1% S FF fuse.

IXCTS 2410 SCFFA 88 PIZAT 64 (1110 app, f0SR%8 B IEAT 32 Ay app T AE S S
£ app SEECEIY cpuinfo 15 B #4 Fi .

Ixcfs Hagxf 2545 cgroup #EAT BEUEAL BB, X TABAM RS WA (Filin
sysconf) FRECEIFITIARZ FHLIME R, Ixcfs ToiZ s i a% R s .

Ixcfs {5 FH I 25 J5 i cpuinfo 27 cpu 15 BB I T 4L -

- processor: M O FFUGHK TR EIE

- physical id: M O FFUEHK KB .

- sibliing: &R 1.

- core id: [HEN 0.

- cpu cores: [EEN 1.

(EdiN]
BB HhETELR Ixefs M Ixcfs-toolkit XPFMEL, I E5) Ixefs 5% -
[root@localhost ~]# yum install lxcfs lxcfs-toolkit
[root@localhost ~]# systemctl start lxcfs
23 S 2 b 23 S
B2 BHRBNTRLEEERRNEBAEAE Ixefs HEEA.
[root@localhost ~]# isula run -tid -v /var/lib/lxc:/var/lib/lxc --hook-spec
/var/lib/isulad/hooks/hookspec.json --system-container --external-rootfs
/home/root-fs none init
aB8acea9feall337d9fd8270f41clal3deS5bceb77966e03751346576716eefad782
[root@localhost ~]# isula exec a8 mount | grep lxcfs
1xcfs on /var/lib/lxc/lxcfs type fuse.lxcfs
(rw, nosuid, nodev, relatime,user id=0,group_id=0,allow other)
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2.3.12 FFFRIE

1xcfs on /proc/cpuinfo type fuse.lxcfs
(rw,nosuid, nodev, relatime,user id=0,group id=0,allow other)
1xcfs on /proc/diskstats type fuse.lxcfs
(rw,nosuid, nodev, relatime,user id=0,group id=0,allow other)
1xcfs on /proc/meminfo type fuse.lxcfs
(rw,nosuid, nodev, relatime,user id=0,group id=0,allow other)
1xcfs on /proc/partitions type fuse.lxcfs
(rw,nosuid, nodev, relatime,user id=0,group id=0,allow other)
lxcfs on /proc/stat type fuse.lxcfs
(rw,nosuid, nodev, relatime,user id=0,group id=0,allow other)
lxcfs on /proc/swaps type fuse.lxcfs
(rw,nosuid, nodev, relatime,user id=0,group id=0,allow other)
1xcfs on /proc/uptime type fuse.lxcfs

(rw, nosuid, nodev, relatime,user id=0,group id=0,allow other)

AT update iy & EH AR 0 cpu A mem RIRECE, ARG A ST R T R
AR, 234 TOURA I B I 25 A S TR A AN 2 e AL A

[root@localhost ~]# isula update --cpuset-cpus 0-1 --memory 1G a8
a8

[root@localhost ~]# isula exec a8 cat /proc/cpuinfo

processor : 0

BogoMIPS 100.00

cpu MHz 2400.000

Features fp asimd evtstrm aes pmull shal sha2 crc32 cpuid
CPU implementer 0x41

CPU architecture: 8

CPU variant : 0x0

CPU part 0xd08

CPU revision 3 2

processor g 1

BogoMIPS 100.00

cpu MHz 2400.000

Features fp asimd evtstrm aes pmull shal sha2 crc32 cpuid
CPU implementer 0x41

CPU architecture: 8

CPU variant : 0x0
CPU part 0xd08
CPU revision g 2

[root@localhost ~]# isula exec a8 free -m

total used free shared buff/cache available
Mem: 1024 17 997 7 8 1006
Swap: 4095 0 4095

TR

EIE (syscontainer-tools)

IR VR ST AR I BRI B, BN — AR S B AR
MEEW N RIS RAKwI S N, Bl syscontainer-tools T A A LLSEIL BN
BB E P &, W%, B G S TR

PAF B IRE, 7% 223 syscontainer-tools T E:
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[root@localhost ~]# yum install syscontainer-tools
23121 % &EFEE

isulad-tools 7 F61E F AL BB &4 CEL R4
binner. fuse) WSINENZE 28 . 1R P HIZ B, Blunm] DA HEAL 14T
th, B fs ik

LVM) B fFe#% (bl GPU.

fdisk 4% =X

BlE. ERBATERLN, isulad-tools 7f LUK 58 M 28 MBS, 15

15 F L
RS
isulad-tools [COMMADN] [OPTIONS] <container id> [ARG...
o
COMMAND: 5 4% & AH 5K (1) i 4
OPTIONS: % & & # iy 2 S HRF I L I
container_id: 7 %% id.
ARG: T & Xf M ZH .
S ¥R
W IhaewtER prAsTRLE) SR
add-device | JfE ML | SCEERIET AR S AN
WEIFZRE | o —-blkio-weight-device: hostdevice[:containerdevice
REINF % " - ’ ][:permission]
B BB B 10 LR . [hostdevice[:containerdevic
§*H5‘W$’ 10-100 < e][:permission] ...]
[ED . e
* -device-read-bps: BE . . .
ﬁ%fi%iiﬂlﬁ;%ﬁﬁﬁ%ﬁ hostdevice: &1L EAHL I
(byte/#b) . HUBHAE
e —device-read-iops: H containerdevice: & 7E%
M =} ¢ LA
Yol | O
0/F) permission: Z¥#E X 1 4%
e --device-write-bps: & HOER AR
P48 5 N A4 PR il
(byte/F))
e —-device-write-iops: %
BT N R
O/
e —-follow-partition: 115
B £ e Bl &
(3 SCSI Hwift) ,
NS EA] DL N 3 1
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5
B

Theet A

1515t AR

SRR

HNETE 71X

o -force: WIRAEHTC
ARBZTHTB%, E
M HUE 5 IH R
el AT AT

e --update-config-only: A
SEHTIC B AN SEBR A
N IMBEREENAE o

remove-
device

KRG
HrR
e
SRS
L.

TRFE T T -
--follow-partition: % 5 b
W RS (F
SCSI Hefg#t) » MALZ
HnT DI B 75 2 Hp 2 A
N X, EJEETE
F L.

ZH% N
hostdevice[:containerdevice

]

[hostdevice[:containerdevic
e] ...]

Horre

hostdevice: 58 7E LML
(R4 o

containerdevice: %&£

R AT o

list-device

B 5 A
FITAT IR

I Z R
%’o

SCRFRETIN R :

o —-pretty: %M json %X
.

* --sub-partition: 53
WA N EREAL, I
flag, 7& &R FREEH
[, R R EREEL
FoIXo

7

update-
device

iR Esy
Qos.

SCHRFIIE AN T

e —device-read-bps: W&
Bk 28 13 Bk 2 PR A
(byte/#h) , #VGEEH
KT4T 1024,

e —device-read-iops: % HE
B s 28 13 B 2R PR A
Ao .

e —device-write-bps: W&
Pk 24 5 Nl 2 R A
Cbyte/#)) , @K EE
KT%T 1024,

e --device-write-iops: 15
BT N HR LR
Ao/
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1 F 7= 151

IS B3 % BB LT DL A SE B B TIRES, se G B i ds, e
SR W] DIAE R 2HE /TR Crunning) BhZSE 0.

ANHELEZS#E AN host b & HEAT fdisk X RERL AR AL BN, 2 5L 25 % Rl A5 A
.

add-device FHIAL AN B 2R 2R € HaRi, WRBEBRNKCHFNZH B (L
an/devialbicidle...) H BXJZHALFLE, N isulad-tools £ H Z7E 7 45 N B X M H
S AMBRES, AR AR AC H R MBR . @i A R — X add-device Fi%C H
X, WSRO EFETER IR

add-device S INHELEL . BH IS HR), BCE A Qos; AL EHiAE Qos [
read/write bps. read/write IOPS {E i, AEINFCEE LN, HRE /D, 2k
WEELER IO ANTT 5 LRI R R L 1), megeszmll 55 ThRe .

{8 F--blkio-weight-device SRR il $i B i £ FIRCE, 2R M aiHeik &40 HF BFQ
B, AIRE SR, 3R H P E 2407 OS I & 75 52 FF BFQ B & B 1%
Ho

JAB— RS %, TaE hook spec A isulad hook $44THC B A

[root@localhost ~]# isula run -tid --hook-spec /etc/isulad-tools/hookspec.json
--system-container --external-rootfs /root/root-fs none init
eedl096c8c7aleca6d92blb3bc3dd5%9a2a2adf4ced4£18£5372408ced88£8350

I — DRV B A A

[root@localhost ~]# isulad-tools add-device ee /dev/sdb:/dev/sdbl23
Add device (/dev/sdb) to container (ee,/dev/sdbl23) done.
[root@localhost ~]# isula exec ee fdisk -1 /dev/sdbl23

Disk /dev/sdbl23: 50 GiB, 53687091200 bytes, 104857600 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: dos

Disk identifier: Oxdab58a448

Device Boot Start End Sectors Size Id Type

/dev/sdbl23pl 2048 104857599 104855552 50G 5 Extended

/dev/sdbl23p5 4096 104857599 104853504 50G 83 Linux

BRI &E R

[root@localhost ~]# isulad-tools update-device --device-read-bps /dev/sdb:10m
ee

Update read bps for device (/dev/sdb,10485760) done.

TR 15 £

[root@localhost ~]# isulad-tools remove-device ee /dev/sdb:/dev/sdbl23
Remove device (/dev/sdb) from container (ee, /dev/sdbl23) done.
Remove read bps for device (/dev/sdb) done.
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2.312.2 MFEE

IhgEFER
isulad-tools S KRR 1 F AL A B R BB AL RN RIS 48, 72 A X FR i fig
A BRI 25 15 AL, H H TS BN RECE . A ER N R B TE L
R HEEA N BT, AR R T E S X veth pair, 25— i
FHNB A H
B EN
isulad-tools [COMMADN] [OPTIONS] <container id>
Hrp.
COMMAND: [-R8& H A5G 1 fir 2
OPTIONS: % R4 Hil fiy & S HF A 1B
container_id: Z#% id.
SR
Gy IhRERER 115035 AR
add-nic RO MR | SCREIETA T
o —type: WEMRFA, HHjTH KL
¥ eth/veth.
e --name: WEMRKHAK, KX H
[host:]<container>, host A5 5 B
WLA
o —-ip: WEMI IP Hitik,
o _—-mac: WEMFE mac i,
o --bridge: W& MRGEE M.
o —-mtu: WEMRM mufl, ERIA
1500,
e --update-config-only: #Ritt flag
WE T, RAEHIE S, Ak
B in ) = I B4
e —qlen: FCHE glen {H, ERIAA
1000,
remove-nic M2 R AHBR, | SCRRRIE DU R
I % i AL o -type: WEMRMIAAL
e --name: WEMRIIAIK, AN
[host:]<container>.
list-nic HI 7 BT R SCRFHETAN T «
o
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we Ih&eutER I ER
o --pretty: %M json A% =AhH .
o filter: ML yER g, -
filter '{"ip":"192.168.3.4/24",
"Mtu":1500}' .«
update-nic WA NIREM R | SCRIEDT R
LB AL o --name: AWM EL (LA
DI

° —ip: WEMI IP Hitik.

* --mac: WEMK mac .

o --bridge: W& M-RKYEE MM
° -—-mtu: EWEMRFK mtufd.

e --update-config-only: 1R I flag
WHE T, REHRE S, Aask
B fid 58 37 9 = B 31

e —-qlen: FZE qglen fH.

SCRFR I E R Ceth) FUBINE (veth) PEFHEAL,

FES N B A] DL ] B R gEAT I &, 2 40E #5 --ip/--mac/--bridge/--mtu/--glen.
SCREIRZ NN 8 ANMVEE I R B 25 25

{8 H isulad-tools add-nic [N eth WK 5, WIERAIN hook, 7F75#451R Hi #i4
JRF- T nic MIER, 75 IZE host ) eth - (44 72 1l 3 SO 28 N IO 44 5 o
TR R (1822 v WK ER4M), add-nic 4Z0d 5 mac Huhik, update-nic 2%
1B mac Hihk, 748 WA SUVHE L mac M.

fi il isulad-tools add-nic i}, & mtu{E, ¥ & EREEREAAKN RS H K,

{8 isulad-tools ) 75 &% s I X R AR BRI, @2 02T add-nic TN+, 285 B
7 add-route S IN# ;A isulad-tools M ZS A BR X - AN By, ECSE AT
remove-route ilFRER B, SRS HAT remove-nic MHIER MR .

1§ ] isulad-tools ¥ IR, —Be & HEERIng— N s,

JBE—ANRG AR, T8E hook spec 4 isulad hook $HAT T B JHIAs :

[root@localhost ~]# isula run -tid --hook-spec /etc/isulad-tools/hookspec.json
--system-container --external-rootfs /root/root-fs none init
2aacabclaf7c872798daclad68528a2ccbaf20b39073fc0201636936a3c32aa8

IR AU R B 748

[root@localhost ~]# isulad-tools add-nic --type "veth" --name abc2:bcd2 --ip
172.17.28.5/24 --mac 00:ff:48:13:xx:xx —--bridge docker0 2aacaSclaf’c

Add network interface to container 2aacabclaf7c (bcd2,abc2) done
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LI | R /B A S o

[root@localhost ~]# isulad-tools add-nic --type "eth" --name eth3:ethl --ip
172.17.28.6/24 --mtu 1300 --glen 2100 2aaca5clafic

Add network interface to container 2aacabSclaf7c (eth3,ethl) done

mapL:
AR F R R, FAER TR TRARES, FeEaE AR TSR E LM %
i

23123 IREAEIE

isulad-tools T H. 0] DAXS 245 725 4% AT B 25 U 0/ o 4% b 3 o

isulad-tools [COMMADN] [OPTIONS] <container id> [ARG...]

Horp:

COMMAND: % HH & B AH K A 2 o
OPTIONS: % & Bl fiy & SCHF ()1 1
container_id: &% id.

ARG: fir XS N IS .

FEOER
FUN THEEAR SE T £ 50354 A
add-route | K5I ZE Bk BN | SCHERORE AT SRR [{rulel},

ININEIAA T | _yndate-config-only: 7 | rule2}]

mks%, HEHEE | rule FO

S, AL BRI '[{"dest":"default",
PR BNAE "gw™:"192.168.10.1"},{"d

est":"192.168.0.0/16","dev
":"eth0","src":"192.168.1.

2"y

o dest: HFRMZ,
97 )2 BRI
Ko

* src: BEHIE IP.

o gw: BEHME,

o dev: PB4,

remove- MIEEE MR | SCRRRETTU R SRk [{rulel},
route H. --update-config-only: # {rule2}]
Bz, WEHIE | rule 5
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2 AGIRG

2R PR

15 F 7~ 51

we IhEE AR 1T i5EER S ¥R
XA, AR NERE | [{"dest™:"default”,
T 4 2% R IR ENAE . "gw':"192.168.10.1"},{"d
est":"192.168.0.0/16","dev
":"eth0","src":"192.168.1.
2"}
o dest: HFRMZS, 4
Rz 52 BRI
X
® src: HHUR IP.
o gw: FFHMK.
o dev: MR,
list-route IS ITE | SRR T "
B‘]E%E‘H%Jrﬂm”o ° --pretty: T’ﬁ’ﬂﬁ json
R
o filter: %ML EFS
Ry,  Eehn--filter
{"ip":"192.168.3.4/24
", "Mtu":1500}',

1 F isulad-tools [7] 25 28 48 0 WX A1 HT i, @i SE AT add-nic N, SR )5
1T add-route S INEE ;3 isulad-tools M 7528 M B4 R 1= A1 RIS, @ SeFhAT
remove-route HBRESH, 85447 remove-nic M F& -+ .

126 B8 PV LS LI 5 0 R TS 0 4 U0 5 5 28 P DL 0B LA
SR

A — N RGA A, TaE hook spec 2 isulad hook $4AT L B A :

[root@localhost ~]# isula run -tid --hook-spec /etc/isulad-tools/hookspec.json
--system-container --external-rootfs /root/root-fs none init
0d2d68b45aa0clb8eaf890c06ab2d008eb8c5d91e78bl£8fe4d37b86£d2c190b

isulad-tools [A] RSt 25 28 Vs I — SR 4 3 o)

[root@localhost ~]# isulad-tools add-nic --type "eth" --name enp4s0:ethl23 --ip
172.17.28.6/24 --mtu 1300 --glen 2100 0d2d68b45aal
Add network interface (enp4s0) to container (0d2d68b45aal,ethl23) done

isulad-tools #s fn— 2% 2% tHFLIU 2] RS 2548, 1 =A% T IL B [{"dest™:"default”,
"gW":"192.168.10.1"},{"dest":"192.168.0.0/16", "dev":"eth0", "src":"192.168.1.2"}] K i
H. W3R dest A4 H B default.

[root@localhost ~]# isulad-tools add-route 0d2d68b45aal
'[{"dest":"172.17.28.0/32", "gw":"172.17.28.5","dev":"ethl23"}]"
Add route to container 0d2d68b45aal, route:
{dest:172.17.28.0/32,src:,gw:172.17.28.5,dev:ethl123} done
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A 2 RGIK A
o EHEFANREHIG — k% AN
[root@localhost ~]# isula exec -it 0d2d68b45aal route
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface
172.17.28.0 172.17.28.5 255.255.255.255 UGH O 0 0 ethl23
172.17.28.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl23
23124 HEEE
Theefaid
Wit 7 A X SCRFAE Q) IR 45 72 --volume 0K 18 AL H 3%/ 26 H 30 21 A a8 SE L B I 3t
=, HRTFAEBEFBAT R HEREAE & h 8 H RAGE 8, WA SRR 18 EHL B

SRIBHER BRSNS RARN T LUEN isulad-tools T. 2 SEIANA# 16 EHLE) H K/ BHER
FEaE, ULRCK RS I H S AT 3

isulad-tools [COMMADN] [OPTIONS] <container id> [ARG...]

Horr,
COMMAND: & AR 4.
OPTIONS: % & H iy & S ek 1.

container_id: &% id.

ARG: fir %) N IS .

EOAA

F+x2-1

W TheEiREA 1E 15 B SRR

add-path Berg EHCAHIE S | SRR AN :

IESIEESE el hostpath:containerpath:permis
sion
[hostpath:containerpath:permi
ssion ...]

o

hostdevice: #&7EFE M1
FRAE o

containerdevice: 5 7E75 %%
H AR

permission: ¥4 P X HEE
PRAE I ERAERLRR -

remove-path | 5 7EAFH A H IS | B SR

PEMIRR, i 5 215 hostpath:containerpath
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PO P T 2 RGBS
wd INseVEER T35 B SR
FHLA. [hostpath:containerpath ...]
o
hostdevice: #7E L LK
AT
containerdevice: &7E% %%
H A
list-path FIHAERTEAR | SCREE DG 7
path H . T
--pretty: %18
json #& ki

)R PR
o HIKH (add-path) [rIRHe 2 2L E 400 B8 1%
o H#iH% (add-path) 27 EAHL AR sharedpath H:48 5
o A LA AN AN 128 A volume, M 128 JE GIETR AT .
e add-path ANRe¥ EHLHFE SRR T IRERHEFE (D, BNLIE ) RERZIT .

15 A 7R~ 451
o  JHEI—/NARGELE, F8E hook spec N isulad hook $HATHC B I -

[root@localhost ~]# isula run -tid --hook-spec /etc/isulad-tools/hookspec.json
--system-container --external-rootfs /root/root-fs none init
e45970a522d1leale9cfe382c2b868d92e7b6a55beldd239947ddalee55£3c7£7

® isulad-tools ¥ 15 EHL A H R BIFSS, LRI E.

[root@localhost ~]# isulad-tools add-path e45970a522d1
/home/test123:/home/testl123
Add path (/home/testl23) to container (e45970a522d1l, /home/testl123) done.

®  fiEHLH X/homeltest123 Qg —NICPE, SRIG1EA A W EH SIS AT LAYT I -

[root@localhost ~]# echo "hello world" > /home/testl23/helloworld
[root@localhost ~]# isula exec e45970a522dl bash

[root@localhost /]# cat /home/testl23/helloworld

hello world

®  isulad-tools 5 4%k H 5% M2 25 N MR«

[root@localhost ~]# isulad-tools remove-path e45970a522d1
/home/testl123:/home/test123

Remove path (/home/testl23) from container (e45970a522d1l, /home/testl123) done
[root@localhost ~]# isula exec e€45970a522dl bash

[root@localhost /]# 1s /home/testl23/helloworld

ls: cannot access '/home/testl23/helloworld': No such file or directory
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2 AGIRG

2.4 Misg
241 ap2fTIROYIER

BEALAUE Y R G S A A 22 R S, HoAhdy & M AT AE R iSulad 7 4% 5] 2
FHOGEAY, BUE AT isula XXX --help HEAT 2],

we 28 SHIEEE IR
isula --external-rootfs | e FiFHARE,
create/run

o fE BN LXTERAT

o IBAT R ARN, W ZIE FH i 2 HR e e R
HLF) rootfs.

--system-
container

o Afi/RA R,
s WERNAEBENETRARS, WRERGHE
W, WAUERE.

--add-host

o FRFHRAE,
o %3 A: <hostname>:«<ip>, H7E LA hosts it
H, LR EZANSH.

--dns, --dns-
option, --dns-
search

=25 Ay

o FIFHARE,
o TWLREZA, REHAM dns BLE .

--ns-change-opt

=5 iy

o FIFHATE,
e 75%% namespace (L WIZSH AL, SH R
Ae v net B ipe, WIRIREZAS, HESRIT,

4n--ns-change-opt=net,ipc.

--oom-Kkill-
disable

o fi/RARE.
o FIRZETITIF oom-kill-disable ThfE .

--shm-size

o FIFHARE,
o & E/dev/shm K/, ERIA 64MB. SCHFHLAL
B(b). K(K)~ M(m). G(g)~ T(t)- P(p)-

--sysctl

= Ky

* TRIHARRE.
o TRERBMAKLSHUE, N key=value, TJfEAN
24, sysctl A B

kernel.msgmax, kernel.msgmnb, kernel.msgmni,
kernel.sem, kernel.shmall, kernel.shmmax,
kernel.shmmni, kernel.shm_rmid_forced,
kernel.pid_max, net., fs.mqueue.
AR
225 M kernel.pid_max £40% % M A% X 4% pid_max
namespace ., %0 AR5,
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5
B
W
&

SHIEEERA

R sysctl & & F 5 HAR R 5 W2 At i 69 P A A Sk
FRRAEF—8 (BHEAREA. AHPATEEF),

--env-target-file | o FEIFHRANE,

o RIE env FFAM I ERAT (BRAZAL A0 9 400t
1%, H Ot AAE rootfs Hat F) , Fn A7
FEARERTE 10MB, W1 R--env ACA: LT env
ISR, --env 48 EMHAE .

o ZNTERATR I H /5 rootfs AL H 5%, BRI B4R E XL
PRI 1R N 75 25 M letclenvironment, 45 5E env-
target-file=/etc/environment, 1A~ /& env-target-
file=/path/of/root-fs/etc/environemt.

--cgroup-parent | o E{FHIARE,

o JREZALIM cgroup R HE, cgroup REFE N
[sys/fs/cgroup/<controller>.

--host-channel o FIEAE.

o fREME EHMESILZNAFER (impfs) , R
N

<host path>:<container path>:<rw/ro>:<size limit>

-files-limit o FIFHARE,
o BUHUE, TR AR -
--user-remap o FRFHEATE.

o UK N: <uid>:<gid>:<offset>
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3 som

3.1 Mk
3.2 wEHE
3.3 fHHIE
3.4 Mz

3.1 ik

AR EIME AR BB EAROE LS, MHELEE linux 54, ZeBnmLAE
U (P R 1

HE linux 2545 A FH namespace BT HEFERIIZ AT BR RS, FEEH cgroup H#E4T ZEEFR
il RIS linux B840 Fd &S — NI, BB A BB E SR i
=gz B8 S 1E EAL LRI A .

ZA A A ML R HEAT A AR R B, [F BN EASF R R AR R AT A A

SR .
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E3-1 ReRREN

Virtual Machine
Pod

docker image
containerd container

docker engine

9pfs / virtioBlk

(GEtne

Qemu-uvp

Linux Kernel

Hardware

A4S Kubernetes H1[1) Pod & B3 BE R, Kubernetes 7 2% 1 B & B & 1T
PAESAUE, BN T —HAE B EEM IS0 (Container Runtime Interface &K
CRD.

7E CRI Ay, Pod M5eh—H MRS T2 — HARES, AdmHRRE N R/ EIT,
JEH LR IPC MM 4% namespace; —4> Pod SRS — AN HA7 2% (pause 2 5%) LAK
—AEEZ MR, H pause 755 04 i A IAH T .

Hrp 22 Fm a8 — N REIUEMHLIN Ny —4> Pod, FESLEMNLF BB — 5
@ pause A, LURIKUE B2 2 ol 55 7 45 -

A AR [ I SRR s AN 48 5 R 3l Pod BT RE -
LAERGS LA FRRWE 3-2 Firos.
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oL U ] 3 WS

E3-2 RER[SEADBHHOXR

Kubernetes fRAFEAE TR

=

ENIRERS
BEsle

runc kata-runtime
dockerd

containerd

32 ZREIE
321 RERFE

IE =N
o NTHIEMMIERER, ZANRELSIEREERS S L EAXELs
BBIBTERNLA -

o AKNAIBATHMLL N, R B O R T T R A OB . U4
2k B lCE ) openEuler BiiAS . G S A# A iSula 58551 %, 2% iSula 254851 %1
1.2.1 23Tk E %4 iSulad.

- docker-engine
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BAEH R 3 RN
-~ gemu
RRRIE

YA GRS AT A5 BAE [R]— > Kata-containers-<version>.rpm £, 8 rpm fiy4 1]
DLE 220 B 3 F, - Herb version 9.

rpm -ivh kata-containers-<version>.rpm

322 BRERLE
3.2.2.1 docker-engine B &5 5| AL E

N Tl docker-engine 75 #% 5| 45 SCRRBHT N R 432 1T kata-runtime, 75 2538 i DL R 2P IR XS
docker-engine 7% #% 51 TR E «

1. ERIEAE EFTE A (docker-engine. Kkata-containers) #f W48 %235 5g e,
2. 1Z1l docker-engine.

systemctl stop docker

3. 121 docker-engine FYITIE & SC14-/etc/docker/daemon.json, F G 4n Fic &
{

"runtimes": {
"kata-runtime": {
"path": "/usr/bin/kata-runtime",
"runtimeArgs": [
"--kata-config",

"/usr/share/defaults/kata-containers/configuration.toml"

]

}
}

4. ¥ 53 docker-engine.

systemctl start docker

3.2.2.2iSula BE5|EHECE

5 docker-engine 25 %% 51 44LL, A T ik iSula 7848 5] B S H T 4 245 47 kata-
runtime, 52238 DUR AP IRXT iSula 2548 51 AT & -

1. iBRIEMES FRTA AR (iSulad. kata-containers) #4022k e ke,
2. fZ1k isulad.

systemctl stop isulad

3. B iSula 743 5| %W C B SCFfetc/isulad/daemon.json, FHr a0 NECHE -
[

"runtimes": {
"kata-runtime": {
"path": "/usr/bin/kata-runtime",
"runtime-args": [
"--kata-config",

"/usr/share/defaults/kata-containers/configuration.toml"

]
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oSk 1] 3 LEER
}
}
4. FEHEF) isulad.
systemctl start isulad
3.22.3 R AF/EH/BCE XM configuration.toml

AR AR A4 R B S0 configuration.toml HEATEC B T3¢, 7t A] DLSE il 22
FRCE R B IR T,

7t docker-engine ] runtimeArges Bt 7] LUH] H --kata-config $& & A A S, BRAHIACE
A 4% A lusr/share/defaults/kata-containers/configuration.toml .

WA E B, PR B SR TS5 3.4.1 configuration.tom| FiC # Ui B .

1.

33 ERAE

331 EELE
3311 BEN&L eSS

ZN

7
B

hypervisor.gemu

path : f&57E I gemu $ATERAE .

kernel : #55E guest kernel $1 47 #1%

initrd : $5 %€ guest initrd AT 1%

machin_type : F&EBRLE A, H arm J virt, x86 2244 pe.
kernel_params : #55€ guest NIZiZ1TS%,

proxy.kata

path : 57 kata-proxy 11T 4%
enable_debug : kata-proxy #:F% debug Jf%.

agent.kata

enable_blk_mount : JF/5 block %+ guest H:%k.
enable_debug : kata-agent i f£ debug F ¢ .

runtime

=

“,

=

N

\

enable_cpu_memory_hotplug: CPU Fl A 77 #fidk 15
enable_debug: Kkata-runtime i#F% debug 7%,

A

=

ENER7GESe s 1 I RrA

7

R HYAE 45 B HA

=15

=]

M AT LS docker-engine B iSulad 1504 2% 475 o (B 4% 51 2, P (138 F O 238
L, M BATES RO R s L w A

JA B % A MRS BRI T
R 2 2 AU O 2 B 2 2

1.
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3 W

2. WERABEAG. B AERE% N busybox, 1§/ docker-engine Al iSula 75 #4851 % R
HWABBAZR IR

docker pull busybox
isula pull busybox

3. Bl ANEeses. {HH docker-engine A1 iSula 725 %% 51 % 5 52 4 22 I i 270 )
L/

docker run -tid --runtime kata-runtime --network none busybox <command>

isula run -tid --runtime kata-runtime --network none busybox <command>

(RERIY::
&cé‘i‘»% RE: ﬁi)ﬂ{xs‘a% CNI 1 %, %+ CNM B, 7~ L 4% Al -p Ao--expose # 5 5 9%
, ERA %A R E S 457 £ 4--net=none.

4. Eib*/l\ Pod

a. JAz) pause 7% FFARYE ] . 3REX pod f) sandbox-id. ¥ F docker-engine F1
iSula 75 &5 51 2 JE BN a2 20 il a0 F

docker run -tid --runtime kata-runtime --network none --annotation
io.kubernetes.docker. type=podsandbox <pause-image> <command>
isula run -tid --runtime kata-runtime --network none --annotation

io.kubernetes.cri.container-type=sandbox <pause-image> <command>

b. BN 2RI FX A pod F1. 1§ docker-engine 1 iSula 25 %% 51 461
Ea A AR

docker run -tid --runtime kata-runtime --network none --annotation
io.kubernetes.docker.type=container --annotation
io.kubernetes.sandbox.id=<sandbox-id> busybox <command>

isula run -tid --runtime kata-runtime --network none --annotation
io.kubernetes.cri.container-type=container --annotation

io.kubernetes.cri.sandbox-id=<sandbox-id> busybox <command>

--annotation i T 2 #8288 (1 ARiE, 1X HLY docker-engine 1 isula $tiZ% 7B,
AR X A FFE docker BIEEIIASRAE,

331211t 24K

o (FIE AWK,
docker stop <contaienr-id>
e {Fi1k—/ Pod.

Pod 15 1L FEVEZNT, pause Zas 5 Pod AEdn B IAHE, Kbk S5 28 )5
P21k pause 2548

3313 MifpRERE

B AT IE A IR 2% L &4 1k
docker rm <container-id>

U R T B IR — DN IEAEIS AT A4S, AT U I -F sl B -

docker rm -f <container-id>
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a6

3.314 ERBPRIT—FHNGL
T pause 8 B OLE Ny S A008, WISRLRIZN— Pod I, HE L %5 B8 AT 0 i

332 ARE

4, pause ZEIEIATAIINIE &+ MR HRB)— AT, AT LAELBENIT 37 i

docker exec -ti <container-id> <command>

L1 5488

1. +4=i% %] docker exec -ti Bt N R R R B, % —43%IT docker restart 3% docker stop 44~
A exec R @ FAEAHFIL, TT{ER Ctrl+P+Q & docker exec 345 & o

2. deRAER-d AENGEEEEWIT, REITHRRE L, ARHDERREAGLEIITAS
I A 9 FI BT AR 3R

ReERbLE FR

GERWIBAT TR B R EZUR NI, KL IR RS B N 2 AW R
EHERHL TR E, B Host BYRAC & *RIUMLA SR E, Bl Guest 28
PERCE . DL R EIRE B0 NIX W EE D .

3321 BiRHH=E

T 2R 4IE(T T LR B R s LN, #6515 R Host E5ELE namespace
TIBEIE, RIS S ASSZ Ff--net host, --ipc host, --pid host, --uts host.

LBy Pod i, [ —> Pod 1A B 2Bk IA L5 @ — 4 net namespace A1 ipc
namespace. A1 [A—A> Pod 1 i 2L 5 pid namespace, JIATLLE IS Kubernetes
BEATHCE, Kubernetes 1.11 FRAIZE A ER A A .

3.3.2.2 PRl CPU &R

1.

o B R IR CPU iz 47 Bk
xR RN CPU BEREC BRI EMINLIZ TR vepu BLE, 24 -

annotation com.github.containers.virtcontainers.sandbox_cpu fic & & & 2% iz 17
CPU R, ZZHN L EAE pause 754y b
docker run -tid --runtime kata-runtime --network none --annotation

io.kubernetes.docker. type=podsandbox --annotation

com.github.containers.virtcontainers.sandbox cpu=<cpu-nums> <pause-image>

<command>

25451«

# JA3—1 pause Has

docker run -tid --runtime kata-runtime --network none --annotation

io.kubernetes.docker. type=podsandbox --annotation
com.github.containers.virtcontainers.sandbox cpu=4 busybox sleep 999999
be3255a3f66a35508efe419bc52eccd3b000032b9d8c9c62df611d5bdcl115954

# WANEBRER CPUEE, BF CPUMIERS
com.github.containers.virtcontainers.sandbox cpu BlEH CPU NMIAHSE

docker exec be32 lscpu

Architecture: aarcho64
Byte Order: Little Endian
CPU (s) : 4
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On-line CPU(s) list: 0-3
Thread(s) per core: 1
1

Core(s) per socket:

Socket (s) : 4

(RERIY::
CPU M TAR B 09K KA A B AT OS E-T#:i54709 CPUE (MEfada), =MEH 054
CPU,

2. MEZRL CPUIBITRIE

fic B 25 2% CPU iz /7% V5 5 715 docker & 23 & CPU iz T % IR A7 XAHE, W LA
i@ docker run A4 A CPU %R BR il AH < 1 S EGHAT I & -

e 2 aX

--cpu-shares WE A Re T 1) CPU B [H] LAl

--Cpus WEART LR CPU ML

--cpu-period B A AR R

--cpu-quota B RN AR AR R B P R g A
(¥ CPU i [a] o

--cpuset-cpus WE AR LIEHE) CPU A% .
WiRA

A RBAER —-cpuset-cpus Ak HrE CPU
B, CPU®I% 5 TR L% AR BT p a4

EREMT CPU AR 1 (BB EHLT
CPU #9 %% 5 A 0 FF45) 6

--cpuset-mems BT LA i BERE AT LAV 0] PR PN A1 A
WiRA

ZEBBTXHES NUMA Rifeit B, %A
NUMA memory #--cpuset-mems 4% 7 &AL
EAH 0.

3. ME CPU MHiikIhke
([ imB8
S A% CPU MAEH ) 4 5 2 Sk 284 gemu % # CPU # &K,

kata-runtime BC & S config.toml H enable_cpu_memory_hotplug 1% i £t JJ?F'?FD
AF CPU RN A7 #ith . BRIAHUESA false, FIREEH CPU Fll N 17 #4448 T e
HUE N true, FIRFFIE CPU FIN A7 Gtk I g

kata-runtime #&2 F 1 --cpus &SI T CPU # &k ThRE, Bid 8iit Pod FHFETH
PR IP)--cpus TR, SR JEHhE 7R E#dEZ DA CPU R R JUE LA .

25451«
# JAEI— pause Bas, BEFEIRIAGET 1 4 vepu
docker run -tid --runtime kata-runtime --network none --annotation

io.kubernetes.docker. type=podsandbox busybox sleep 999999
77040£fb72£63b1l1dd3fcab2f6dabfc7768295fced042af8c7ad9c0286b17d24f
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# BEFIS pause Hasa BEFSENF cPu MY
docker exec 77b40fb72f6 lscpu

Architecture: x86 64

CPU op-mode (s) : 32-bit, 64-bit
Byte Order: Little Endian
CPU (s) : 1

On-line CPU(s) list: 0

Thread (s) per core: 1

Core(s) per socket: 1

Socket (s): 1

# TE[F—/ Pod HRBNFIM AR IEIL --cpus WE AW FEMN cruHEN 4

docker run -tid --runtime kata-runtime --network none --cpus 4 --annotation
io.kubernetes.docker.type=container --annotation
io.kubernetes.sandbox.id=77b40fb72f63bl1dd3fcab2f6dabfc7768295fced042a£8c7ad9c0
286b17d24f busybox sleep 999999
7234d666851d43cbdc41da356bf£624880b89cd826361bb71d585a049b6cedafd3

# BELHRRZENLT cru IIANEL
docker exec 7234d6668 lscpu

Architecture: x86 64

CPU op-mode (s) : 32-bit, 64-bit
Byte Order: Little Endian
CPU (s) : 4

On-line CPU(s) list: 0-3
Thread(s) per core: 1
1

Core(s) per socket:
Socket (s) : 4

# MRS T ceu AR E, BEREHENF cru S
docker rm -f 7234d666851d

7234d666851d

docker exec 77b40fb72f6 1lscpu

Architecture: x86 64
CPU op-mode (s) : 32-bit, 64-bit
Byte Order: Little Endian
CPU (s) : 1
On-line CPU(s) list: 0
Thread(s) per core: 1
Core(s) per socket: 1
Socket (s) : 1
[MERT Y

BT pause & E RA A SRR XA T RR, FTABREHRENG A RIS AL 1A CPU
TURLCERZET, AR LT FREHGHER R EEHMIE 3/ CPU R 2F B EHT AP
T,

- AfFIEIE T CPU MRS, Aah A AUdst k1 CPU ik
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3.3.2.3 BREIATE

1.

SET S

AR

o B EIUEIL MEM 1817 BR
Xt EEUHLK MEM BEI5C B BB UNLIZAT I REATRCE, R mat i --

N— g

annotation com.github.containers.virtcontainers.sandbox_mem Fi & % & 2% iz IHLIE 47
MEM %5, %ZSH A LB AE pause &8 b

docker run -tid --runtime kata-runtime --network none --annotation
io.kubernetes.docker.type=podsandbox --annotation
com.github.containers.virtcontainers.sandbox mem=<memory-size> <pause-image>

<command>
25451«

# JA3I— pause Hay, Hid--annotation
com.github.containers.virtcontainers.sandbox mem=4G N2 EHEH /A 46 A7
docker run -tid --runtime kata-runtime --network none --annotation
io.kubernetes.docker.type=podsandbox —--annotation
com.github.containers.virtcontainers.sandbox mem=4G busybox sleep 999999
1532c3e59e7a45cd6b419aaldb07dd006900cdd93097£8944177a25e457e4297

 AEERIUENTNFREE, BENFRDIESS
com.github.containers.virtcontainers.sandbox mem At B P17 K/IHEE
docker exec 1532c3e free -m

total used free shared buff/cache available
Mem: 3950 20 3874 41 55 3858
Swap: 0 0 0

AR

2.

e 4R %A i@ iT--annotation com.github.containers.virtcontainers.sandbox_mem £ = 3#bi% E #2244
AL A KD, MEEHRAMEINE A GH AKX A 1GB.

o ZARKE—/A Pod RN EAKE IGB, ILIFWRKNEHMAEZ 256GB. 4o F A F HHLH
N B AAEART 256GB, TR A AR LR, & RBH N I HA48id 256GB 09 K N &
B

i B 2% MEM 1217 %

B B A 4% MEM 1217 ZH -5 IR docker R 23L& MEM 1247 YR 7 UM H, 7T

PLiETL docker run x4 H MEM 5 PR 1140 5% B 2 B0 T & -

24 X

-m/--memory W B A AR T LS A AR K.

e
o LN HFMAEIIT K EF N, -m ey BRIEE
DFETREHBENLE DT HEGAEK
’J‘o

3.

it & MEM #JEH I RE

[ ACE CPU #dditk ThaE—FE, MEM [I#AJGH DAL 2 i kata-runtime FiC & SCAF
config.toml # enable_cpu_memory_hotplug £ E, HESW 3.

L1 5488

NATR SR LFMIE, TLHFAARIH
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3 HEHA

kata-runtime H & H T -m W2 7 MEM #GE D06, @IE ST Pod HTE 2 28
F-m R TP AT, ARG E 7 B IE 2 /D N AR B ZENLY, Fl,

25451«
# JAE— pause Bay, BEFEINHKIASET 16B N
docker run -tid --runtime kata-runtime --network none --annotation

io.kubernetes.docker. type=podsandbox busybox sleep 999999
99b78508ada3fa7dcbac457bb0f6e3784e64e7£7131809344c5496957931119¢F

# BEHBI5E pause A A BRI AR
docker exec 99b78508ada free -m

total used free shared buff/cache available
Mem: 983 18 914 36 50 908
Swap: 0 0 0

# FER— Pod P RZEIH A& I B -m WE RS FERNAFRAA 46

docker run -tid --runtime kata-runtime --network none -m 4G --annotation
io.kubernetes.docker.type=container --annotation
io.kubernetes.sandbox.id=99b78508ada3fa7dcbac457bb0f6e3784e64e7£7131809344c5496
957931119f busybox sleep 999999
c49461745a712b2e£3127£df43b2cbb034b7614e6060b13db12b7a5££3c830c8

# BE LR EZUENL T A LER RN
docker exec c49461745 free -m

total used free shared buff/cache available
Mem: 4055 69 3928 36 57 3891
Swap: 0 0 0

# MBRAIET cru ARG, BEREIUENLHPAFIIRA
docker rm -f c49461745
c49461745

# UG WA A SRR IO RE, i DU B L 7R I i A A2 8 3 S5 IE— AT 4GB M A7
docker exec 99b78508ada free -m

total used free shared buff/cache available
Mem: 4055 69 3934 36 52 3894
Swap: 0 0 0

AR

W T pause B & A A A SRS A T RHK, PPARERIENE H 9 EE A AT AL E
BHEXZFER, B L@l FF e sE R E & B M4E 3GB 4N A 22 E B BT R T,

3.3.2.4 BRI Blkio #Fif

1.

W B = gL Blkio d247 BEUR

SRR ML BIklio FEIRACE , 2475 4% f# F --annotation
com.github.containers. virtcontainers.blkio_cgroup Bt & %5 & 2 s ML 18 FH 1Bk 3 45 1
blkio i, ZZSHANFTECEAE pause 754y b

docker run -tid --runtime --network none --annotation
io.kubernetes.docker.type=podsandbox --annotation
com.github.containers.virtcontainers.blkio cgroup=<blkio json R FEHH > <pause-
image> <command>

/v

H:rp--annotation com.github.containers.virtcontainers.blkio_cgroup fJEUE Z 7454 K i
BlkioCgroup &5t e X
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// BlkioCgroup for Linux cgroup 'blkio' data exchange
type BlkioCgroup struct {
// Items specifies per cgroup values

Items []BlockIOCgrouplItem " json:"blkiocgroup,omitempty"”

type BlockIOCgroupItem struct ({
// Path represent path of blkio device
Path string 'Json:"path,omitempty"’
// Limits specifies the blkio type and value
Limits []IOLimit “Json:"limits,omitempty"’

type IOLimit struct ({
// Type specifies IO type
Type string "~ json:"type,omitempty"’
// Value specifies rate or weight value
Value uint64 “json:"value,omitempty"’

)
IOLimit Z5#4 b Type FEHUE HI R M-

// BlkioThrottleReadBps is the key to fetch throttle read bps
BlkioThrottleReadBps = "throttle read bps"

// BlkioThrottleWriteBps is the key to fetch throttle write bps
BlkioThrottleWriteBps = "throttle write bps"

// BlkioThrottleReadIOPS is the key to fetch throttle read iops
BlkioThrottleReadIOPS = "throttle read iops"

// BlkioThrottleWriteIOPS is the key to fetch throttle write iops
BlkioThrottleWriteIOPS = "throttle write iops"

// BlkioWeight is the key to fetch blkio weight
BlkioWeight = "blkio weight"

// BlkioLeafWeight is the key to fetch blkio leaf weight

BlkioLeafWeight = "blkio leaf weight"

25451«

docker run -tid --runtime kata-runtime --network none --annotation
com.github.containers.virtcontainers.blkio cgroup='{"blkiocgroup":[{"path":"/de
v/sda","limits": [{"type":"throttle read bps","value":400}, {"type":"throttle wri
te bps","value":400}, {"type":"throttle read iops","value":700}, {"type":"throttl
e write iops","value":699}]1}, {"limits":[{"type":"blkio weight","value":78}1}1}"

busybox sleep 999999

T A R R SR Bl 12 A A5 DT I [ /devisda TR #EAT blkio PRI, 73R

throttle_read_bps FR:% A 400bps, throttle_write_bps B3 A 400bps,

throttle_read_iops [Ri# %y 700 ¥X/#F, throttle_write_iops Bl 699 k/FP, LLK T

£ blkio cgroup 41 AL EAE % B N 78.
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3.3.2.5 FREI Ak 7T =R

N T BRAER A T ITRR 9p SE5 H b S S EUENL B SO IR AT SRR RS, A
PR ER BRI MRS, LR 8SCR B E LI E 2 A w4y gemu HFE R 2 T B
ITIFI SO R AT K R R A o

G AR A4E L B docker run 4 --files-limit MEIHR % B 24 25 8% gemu #EFE i %
AT SO IR, iZ S BN AT RC B AE pause &85 b, (A AW R

docker run -tid --runtime kata-runtime --network none --annotation
io.kubernetes.docker.type=podsandbox --files-1limit <max-open-files> <pause-image>

bash
(1 A
o dmF-files-limit £ A 49 BAL TR B B KINXE R IME 1024 LR 08F, %A K3
gemu #AZ R % 7T AT 69 AR fF R Z 20X B A R ME 1024,
o e X -files-limit LAY BUEN 0 8F, K2 KSH gemu #HAZR £ T AT L RBEFHEH
F BT AAT T S AF R 55 49 & K ABL/proc/sys/fs/file-max % ¥4 400 J& 73 2 69 Bk IA{A.

o WwRREHNFEALAREBIILH I T files-limit ¥ AFTFF 09 AR A 09 EIR, %45 % gemu
BEAR T VAAT T 09 AR R =2 09 LR A R R BOAERH— .

3.3.3 L LRzl B Mg

tap R &M 4& K

CRFMEARLEET Qemu VM SEILN, XTYENLRGRUL, LB HHE ST &—
VM, Bl 42885 v LA7E Neutron 2% H VM @k TAP FEARBEANAMTINZE . 3K
AT AR B0 TAP W% O B AN X bRk 225 ) j, I 75 EDR 4R SE 1 TAP 4%
(host CL&A71E) It pause 2510 VM, H K (5 HRIHAT,

=3

FHR AT AT U
1. AEBKEMHERBIN—A tap MFE (interface)
$ cat ./test-iface.json | kata-runtime kata-network add-iface 6ec7a98 -

Hrp: 6ec7a98 =78 ID [K#LIKT test-infs.json +2& ik K15 B A E, 2561 00°F .
{

"device": "tap-test",
"name": "eth-test",
"IPAddresses": [
{
"address": "172.16.0.3",
"mask": "16"
}
1,
"hwAddr":"02:42:20:6f:a3:69",
"mtu": 1500,
"vhostUserSocket":"/usr/local/var/run/openvswitch/vhost-userl",
"queues":5
}

EI& json ST AR AT B SR AR -
FE ARk k]
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2.

FE Al B WiRA
device Wik WHEM R EIm 4 7. SRRk B, MR
g£ “_” N “_” U\& “.” ?"?‘q" %\2Jﬁ\w\?‘9:|:
%, HKEABE 15, FEFRE—MEFEHLE
device AAEEH .
name wWhik WEMNRAIASNBIR SCREFEE B TR
2% “_” N “_” U\& “.” ?‘:f{q" M\Zﬁu?‘ﬁ
sk, HKEAMIE 15, 7 ZEH LR R —4> Sandbox
M name HREE K .
IPAddresses Al ik WEMRE P ik, B SC R —KM R E—
NP, WIERARE 1P, NIASTERS NI E
IP.
hwAddr Wik W B MR mac Hhhk{E .
mtu whifk WEM-RE mtufE. SRVFEE 9[46, 960012 [8]
vhostUserSocke | ] i W E dpdk i) socket #4%. #BR i KK 128
t T, AN FRE -7 o AR
TR,
queues Aligk WEMRZ ST EH . R ARE, Bk
M 0.
kata-runtime kata-network add-iface ¥s /i iy 4 $h 4773 [A] 45 S 150
- APATHT: M4 RIS HERT R [E] json A A R UE B, json A%
RE I PN RS ERSYEI P
il
$ kata-runtime kata-network add-iface <container-id> net.json
{"device":"tap test","name":"eth-
test","IPAddresses":[{"Family":2, "Address":"173.85.100.1", "Mask":"24"}],"m
tu":1500, "hwAddr":"02:42:20:6e:03:01", "pciAddr":"01.0/00"}
- AT R Ay & BIFR R HY IR B AT R null
(LR
$ kata-runtime kata-network add-iface <container-id> netbad.json
2>/dev/null
null
(MRt

LW FRAeR e, e BAH LG R T IP ik, N kata & K #7069 R R Ae— % destination A
Bl M B 09 BBl , 4o BB PR R K2 G 25 B R A 4o T 3 RA R e

[root@6ec7ad98 /]# ip route

172.16.0.0/16 dev eth-test proto kernel scope link src 172.16.0.3

5l i B LK M+
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$ kata-runtime kata-network list-ifaces 6ec7a98
[{"name":"eth-
test", "mac":"02:42:20:6£:a3:69","ip": ["172.16.0.3/16"],"mtu":1500}]

AT DL ) B FRATTNIA R B <15 B
kata-runtime kata-network list-ifaces %1 H cL s i = iy 4 #0471 [B] 45 S0 A
- WAPATI: S RRER H R [F] json 45U Pod HHETA B MR 1S

2R Pod BN T 2 AW AR B, IR EIRTZ A json B AR AEE

$ kata-runtime kata-network list-ifaces <container-id>

[{"name":"container eth","mac":"02:42:20:6e:a2:59","ip":["172.17.25.23/8"]
,"mtu":1500}, {"name":"container eth 2", "mac":"02:90:50:6b:a2:29","ip":["19
2.168.0.34/24"],"mtu":15001}]

WIHR Pod A FBNEM K%, MAr4 BbrdEsr b IR B 745 5 null

$ kata-runtime kata-network list-ifaces <container-id>
null

- AAPATRI: My & RIS AERTH IR B AR null, MA@ BB R R
R PSR RS

#l4n.
$ kata-runtime kata-network list-ifaces <container-id>
null
HFeEsE PRI — & B B
$ cat ./test-route.json | kata-runtime kata-network add-route 6ec7a98 -
[{"dest":"default","gateway":"172.16.0.1", "device":"eth-test"}]
kata-runtime kata-network add-route 4 & W R AR Il — 2% % HH iy 2P AT 3R [ 45 S 13
M
- AHUTT): S BIRR R A [ json A% 2 AV B HHAE B
(LR
$ kata-runtime kata-network add-route <container-id> route.json
[{"dest":"177.17.0.0/24","gateway":"177.17.25.1","device": "netport test 1"
}]
- RHUT R A bR R R B A null, A BIARHESE R Y
BB R IR
LR
$ kata-runtime kata-network add-route <container-id> routebad.json
2>/dev/null
null
TR

— dest: WEMHXNAIME. # X u<ip>/<mask>, <ip>bik. 200K 3 FhiE
s
i. P& <ip>/<mask>;
i.  HECE<ip>, BN 32;
iii. #AACE 7 "dest™:"default”, ERIATC dest, FFfEA gateway.

~  gateway: WEBHI N —BEMIE, ¥ E " "dest":"default"f, gateway Whik; H
flu 5 L AT %
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- device: Whik. BLEMEHIXBIAIMRAIR, BASHF 15 T

(1 i 8A
e R A BB N IREE lo A h i, 564 B E AP 89" device"F B 6918 &4 AR A
"lo",
4. MHBRTEE B H
$ cat ./test-route.json | kata-runtime kata-network del-route 6ec7a98 -

test-route.json 7 BL 5NN (HEIN json SCAFR - B AR

kata-runtime kata-network del-route IR $E 52 8 H A 2 #0471 [0] 45 S 150 BH -

- wAHUTATE: M S BIsR R H R [ json k% A NI B AR
4 :

$ kata-runtime kata-network del-route <container-id> route.]json
[{"dest":"177.17.0.0/24","gateway":"177.17.25.1","device":"netport test 1"

}

- WAPUT R SRR R R Bl E R null, My BIbR RS
R AR R E B .
41 :

$ kata-runtime kata-network del-route <container-id> routebad.json
2>/dev/null
null

(MEET7Y:
o IMANFHE P dest AuLit, device/gateway ¥4 ik, kata ARIE R F AT AL, MR
St B9 3E AL . Pl T dest A EAIP, BT Z IP A ALR AR A %
o I RMRAY A BB N EFRILE lo 6956 d iy, 36 @B E A a9 device" T B 2 6918 & B AR

#"lo",
5. HMEBRELHMmMMN-F
$ cat ./test-iface.json | kata-runtime kata-network del-iface 6ec7a98 -
(1 %88
%;;JF,%W“FH%, IARIER TR BN LA (name FB) KMk, BPMEAE L 78, kata L1 a1E

kata-runtime kata-network del-iface JI[3 - iy 2 AT 3% [9] 45 53t B -
- WAPUTE): DA SRR IR B null FRFE
41 :

$ kata-runtime kata-network del-iface <container-id> net.json

null

- AT R M & prviier B R IR R R json K ME R, MArd
PR AEEE R B H IR B IR R
(ZLUE
$ kata-runtime kata-network del-iface <container-id> net.json
{"device":"tapname fun 012","name":"netport test 1","IPAddresses":[{"Famil

y":0,"Address":"177.17.0.1","Mask":"8"}], "mtu":1500, "hwAddr":"02:42:20:6e:
a2:59","1linkType":"tap"}

CA B9 W I st e AT, BfRar ST 0 WSk 3.4.2 #1513,
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BAEH R 3 RN
kata IPVS T &%
AR ipvs dr & I, TR E ipvs B, jJA“@/éTXTf‘?MHER
RIS G BB« X FCSIE IR 45 S A I g B8N B 53 ipvs IRSSME B W E R
W JEERGUERG AT, ISR A E T N
1. BN AR 5 ok
kata-runtime kata-ipvs ipvsadm --parameters "--add-service --tcp-service
172.17.0.7:80 --scheduler rr --persistent 3000" <container-id>
2. BHEHEMRSSH
kata-runtime kata-ipvs ipvsadm --parameters "--edit-service --tcp-service
172.17.0.7:80 --scheduler rr --persistent 5000" <container-id>
3. MHIERZS &8 R 4R 55 b ik
kata-runtime kata-ipvs ipvsadm --parameters "--delete-service --tcp-service
172.17.0.7:80" <container-id>
4. NERIIRSS Hhhb N — A BSR4
kata-runtime kata-ipvs ipvsadm --parameters "--add-server --tcp-service
172.17.0.7:80 --real-server 172.17.0.4:80 --weight 100" <container-id>
5. BHASBELREHRSH
kata-runtime kata-ipvs ipvsadm --parameters "--edit-server --tcp-service
172.17.0.7:80 --real-server 172.17.0.4:80 --weight 200" <container-id>
6. MFRA LIRS 5
kata-runtime kata-ipvs ipvsadm --parameters "--delete-server —--tcp-service
172.17.0.7:80 --real-server 172.17.0.4:80" <container-id>
7. BHHRSERE
kata-runtime kata-ipvs ipvsadm --parameters "--list" <container-id>
8. IBHKPANFENS KA, WS A G, &
kata-runtime kata-ipvs ipvsadm --restore - < <MUUISCHF#%{E> <container-id>
(MRt
B 5B BRIME A NAT B X, 2 F Ao LRIRS B F F50F00-m 2448 NAT 4
Ko
HLI A AR5 -
-A-t10.10.11.12:100 -s rr -p 3000
-a-110.10.11.12:100 -r  172.16.0.1:80 -m
-a-t10.10.11.12:100 -r  172.16.0.1:81 -m
-a-t10.10.11.12:100 -r 172.16.0.1:82 -m
9. HHRRIEREAL
kata-runtime kata-ipvs cleanup --parameters "--orig-dst 172.17.0.4 --protonum
tcp" <container-id>
10. A tepltepfin/udp % B
kata-runtime kata-ipvs ipvsadm --parameters "--set 100 100 200" <container-id>
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A& &

Al

(MERTY:
1. HAE% 4 iptables ML & & K 20000 & (5k service, 3 /™ server/service), add-service
#= add-server #5 FAE AL
2. MEFAMNEHZCHAN
AT B MR 7o
4. ULEAF AGAETH, BReSiTED LT 342 #odk,

kata events iy & H T B/ iR e B e R E . BIEEANR TAELRN L. CPU. Pid. Blkio.
KIANTE. MBZEE R,

kata-runtime events [command options] <container-id>

e —interval value: WEEHEI. WERAEHZSE, BRIAERFHAN S #.
o _stats: ERAESHELEIIEHE A,

TR FRS L AUN running, 75 MJ3k4E: Container ID (<container_id>) does not
exist.

T A SR AW DA SRR

2 A

o R =MEREHRES.

$ kata-runtime events --interval 3s 5779b2366f47
{

"data": {
"blkio": {1},
"cpu": {
"throttling”: {},
"usage": {
"kernel": 130000000,
"percpu": [
214098440

] ’
"total": 214098440,
"user": 10000000

}I
"hugetlb": {},
"intel rdt": {},

"interfaces": [
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"name": "lo",
"rx bytes": 0,
"rx dropped": 0,
"rx errors": 0,
"rx packets": 0,
"tx bytes": 0,
"tx dropped": O,
"tx errors": O,

"tx packets": 0

1,

"memory": {
"cache": 827392,
"kernel": {

"failcnt": O,

"limit": 9223372036854771712,

max": 421888,
"usage": 221184

by

"kernelTCP": {
"failcnt": O,
"limit": O

by

"raw": {

"active anon": 49152,
"active file": 40960,

"cache": 827392,
"dirty": O,

"hierarchical memory limit": 9223372036854771712,
"hierarchical memsw limit": 9223372036854771712,

"inactive anon": 0,

"inactive file": 839680,
"mapped file": 540672,

"pgfault": 6765,
"pgmajfault": 0O,
"pgpgin": 12012,
"pgpgout": 11803,
"rss": 4096,

"rss huge": O,
"shmem": 32768,

"swap": O,

"total active anon":

"total active file":

49152,
40960,

"total cache": 827392,

"total dirty": O,

"total inactive anon": 0,
"total inactive file": 839680,

"total mapped file":

540672,

"total pgfault": 6765,

"total pgmajfault":

0,

"total pgpgin": 12012,
"total pgpgout": 11803,

"total rss": 4096,

"total rss huge": 0,
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"total shmem": 32768,
"total swap": 0,
"total unevictable": 0,
"total writeback": 0,
"unevictable": 0,
"writeback": 0

by

"swap": |
"failcnt": O,
"limit": 9223372036854771712,
"max": 34201600,
"usage": 1204224

b

"usage": {
"failcnt": O,
"limit": 9223372036854771712,
"max": 34201600,
"usage": 1204224

}I

"pids": {
"current": 1

Hy

"tep": {1},

"teps: (),

"udp": {},

"udp6": {}

by
"id": "577902366f47cdl468ebblba7c52cbdde3c7d3a5f2af3eefadc8356700£c860b",
"type": "stats"

}

*  BURFAIRAIFLANIR R
kata-runtime events --stats <container id>

e IR B AR NS B AR, XA R SR — (G B JEEIR H .

3.4 M

3.4.1 configuration.toml fg & 1 FR
AR

configuration.toml B2 & S 4 # &ANF B A9 BE LA kata-containers-<version>.rpm €, % &9
configuration.toml 4K &, IR P ATECE A4 P 69 F BAEE UL,

[hypervisor.gemu]

path : FEEEIM gemu PATHEEE

kernel : {8 guest kernel JATHEEE

initrd : #B% guest initrd HATHE

image : fHE guest image PUTHAE CAEMH)

machine type : Rl 288, ARM MR virt, x86 44MA pe
kernel params : i€ guest WIXIEITS4L

firmware : TREMEMERAE, B W FHERIAIE £F

machine accelerators : fRENHZF
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default_vcpus : fHER SB/VM HIBAIA vCPU HE

default _maxvcpus : HERD sB/vM HBKIAERK vepu i
default_root ports : fHERA SB/VMIERIA Root Ports &
default bridges : #EMA sB/VM HIEKIA bridges £

default memory : F&EMA SB/vM IERANAE R, BRIAN 1024 MiB
memory slots : RERA sB/vM MNFEmIEEE, BRIAA 10

memory offset : fHENFIWEE, BRILA O
disable block device use : ZIEWGHIZEHTARM rootfs
shared fs : HENENMHRGRA, BN virtio-9p
virtio fs daemon : 8 vhost-user-fs FH#HFEHKE
virtio fs cache size : fH%E DAX ZAEMIERIN K/

virtio fs cache : JHEZMAH

block device driver : FEEHREZIKZ)

block_device cache_set : FREMRBAR R EEMAAREI, BA false
block device cache direct : fEERA{HAE O_DIRECT, BRik false
block_device cache noflush : IRERSZAMEEMIFIER, BA false
enable iothreads : ffifi¢ iothreads

enable_mem prealloc : flif¢ vM RaM /ML, BAIA false

enable hugepages : KT, B\ false

enable swap : fffit swap, BRI\ false

enable debug : f#fE gemu debug, #RIA false

disable nesting checks : RHREMRA

msize_9p = 8192 : FREEA 9p WAL T 14

use_vsock : i/ vsocks 5 agent HIIEME (Hi#E HF vsocks) , BRIA false
hotplug vfio on root bus : ffifit vEfio ATE root bus #dHIR, BRIA false
disable_vhost_net : KM vhost_net, BRI\ false

entropy source : e e BRI JEUR

guest_hook path : FiE guest hook il

[factory]

enable template : ffifig VM &R, BRIk false

template path : FREBIREKAE

vm_cache number : f87& VMCache FIZZfFEE, BRIk O

vm_cache_endpoint : f5E VMCache ffiHIff] Unix socket fthlk, BRik/var/run/kata-

containers/cache.sock

[proxy.kata]
path : fR%E kata-proxy BITHE
enable debug : {fife proxy debug, RN false

[shim.kata]
path : fR%E kata-shim izf7T#4E
enable debug : {#ifE shim debug, 2N false

enable tracing : f#fE shim opentracing

[agent.kata]

enable debug : {fife agent debug, RN false
enable tracing : 16 agent tracing
trace_mode : 18E trace #I

trace_type : 185 trace KA
enable blk mount : /8 block W guest H#

[netmon]
enable netmon : fHREMZEEEE, BRIA false
path : FHE kata-netmon IE{THF

2020-03-26

174



openEuler
o IRk 1]

enable debug : {#HE netmon debug, 2R\ false

[runtime]
enable debug : f#ifE runtime debug, BRI\ false
enable cpu memory hotplug : fifit cpu MINAARIRIK, BRIN false

internetworking model : FEE VM FIZ# M 4% HIHARE
KIFE guest M seccemp Z4HLH], ERIN true

disable guest seccomp :

enable tracing :

experimental :

3.4.230O%)%&

{§ifE runtime opentracing, BKilk false
disable new netns : AN shim Ml hypervisor HEGIEM LM A, BN false

TR SEseRe e, AR B e XACE

%%3-1 kata-runtime PI4EHEXBIHSITIED

we F@od SRl F &Y 7
154
kata- add-iface { devi | EE MR | ik, LFrF
network $4BH "device":"tap1" | €€ | ENImHAK | BE HT. TR
'L%EH . '—/I\ : é£ ‘(_” N “_’)
. ka:\rj\\; ) inteiface "name":"eth1", PR “.” 245,
ne or Rﬁbi{s n " ‘\\Zﬁp =
PO s 1 | "IPAddresses": M Jé;;? y
ARARAE Agege | [{"address:"17 % N Nt
M. & W 2.17.1.10","ma i 15, 7R
it | SK""24"3, [ —AME EHL L
kata- o T . .
runtime 2 ia | "mtu™:1300, device /fig &
kata- ‘Zﬁ%i "hwAddr":"02: 2.
network 7 :20:6f:a2:80" \ Vo .,
o pae | 122060280 o | e | i, S
R %% 3% 18) . vh'?itUserSoc € BERNAR | B HeE. TR
PO ket":"/usr/local/ g v wr
b A va_r/run/openvs L
kata- witch/vhost- DAL= R
runtime userl" y %
kata‘ } 51‘\" Hﬁ§$¢ﬁ
network it 15, FHEHLR
R & [7]— Sandbox
%7 M name AR
o R g
Z °
- PA | B Fi | ATk
o ata- dd
runtime sserse IP b BTN S5k
kata- FEE—IP,
o W RRE IP,
3, ML AELS 25
stdin /f-? %BEEE IPo
AL E ‘ "
S mtu | WEMRE | Dik.
mtu 45 Cpieni
46~9600,
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Fas SR F 88X %
B
hw | BEMRE) | ik,
Add | mac
r
vho | % & dpdk | AJik,
Ztrléjs %\T};ﬁ\ socket | g sz g g i
ock AR 128 775, 4
et FUN S HFHT
?‘:‘ ‘(_” . ‘/IZ\
UL FREFF 3k
del-iface { | MEREDEN | RER
"name""ethl" E/‘JQ/I\IX_XJ—E %JE%W]%H%, 'fy\
) GEER T
£ A% (name %
B kM, BP
12385 H AT
B, kata L4
1% R o
list-ifaces ¥ x| BEESN |
SRR SIES
add-route { dest | &M HXT | # N
"dest":"172.17. N R 1 B <ip>/<mask>,
10.10/24", <ip>Li%k.
"gateway":"", I3 = FRG O«
"device":"ethl" 1. g
} <ip>/<mask>;
2. RAcE<ip>,
MERNHED Sy
32;
3. BLE
"dest":"default",
ERINTE dest,
f& N\ gateway .
gate | WEMKHN | WE
way | N —pkM e | "dest":"default"
i, gateway 4%
s HAth A Bl Ay
%
devi | X EMHXT | Dik.
| MRS | gy 15 5
i -
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BAEH R 3 BRK
we Foe S F | AX #ix
B
del-route { T | MIBRZEARH | dest Hyabik,
"dest":"172.17. % FHN) device/gateway
10.10/24" B 9aTis .
} WiRA
kata A& 4% A
Bt A e
B, Mkt a9
8 HLI
list-routes T T | mRESRAN | L
1) H 41 2
#*3-2 kata-ipvs S 1T
W F | F | BH & | aX #ix
4 | & B -4
<
ka |ipv | -- -A, -- -t, -- e | AIETT. --tcp-service. --udp-
ta- | sad | para | add- tep- KRA | service, MANSHHRREFER —. %
ipv | m | met | service | service KK “ip:port” , port HU{H
S ers -u, - [1,65535].
udp- "
service I
kata-runtime kata-ipvs ipvsadm --
parameters "--add-service --tcp-
service 172.17.0.7:80 --scheduler
rr --persistent 3000" <container-
id>
-S, - Es | ik, BUETE
schedu | #7if R | rrjwrr|lcjwlc|Iblc|Ibler|dh|shjsed|ng -
ler | g
- | SR | R, BUEVERE[L,  2678400],
persist | s¢ifla) | Efis.
ent
-E - -1, - IR | 24T, --tcp-service. --udp-
edit- tep- | KA | service, WASHHAEEZL—. %
service | service Ky “ip:port” , port BUIE
-u, - [1,65535].
udp-
service
=S, - Es | ik, BUETEHE:
schedu | #7if R | rrjwrr|lc|wic|Iblc|Iblcr|dh|sh|sed|ng.
ler | sk
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W F | F | BH F& | 8X &
4 | B -4
4
P, - Frakfle | Wik, EUEVEREI[L, 2678400],
persist | £t ] BAAT s,
ent
-D, - -t, -- e | 2RI, --tcp-service. --udp-
delete- | tcp- %R | service, MANSEARRERH—. #%
service | service KA “ip:port” , port BUH
-u, -- [1,65535]
udp-
service
-a, -- -t, -- REAAR | L3RI, --tcp-service. --udp-
add- tep- | KM | service, PIMSHHAEIERRE —. &
server service # “ip:port” , port B
-u, -- [1,65535]
udp- "
service s
kata-runtime kata-ipvs ipvsadm --
parameters "--add-server —--tcp-
service 172.17.0.7:80 --real-server
172.17.0.4:80 --weight 100"
<container-id>
-r, - Bk | 2T, k%O “ipiport” , port HX
real- | i | {#[1,65535].
server HE
-w, - | B AT, HUE[0,65535] -
weight
-€, - -t, -- e | A3ETH. --tcp-service. --udp-
edit- tep- | %28 | service, BASHHREIERREL—. &
server service A4 “ip:port” , port B
-u, - [1,65535]
udp-
service
-, - AR | ik, kO “ipiport” , port HX
real- | i | {#[1,65535].
server | -
W, - | BE A&, HU{E[0,65535] .
weight
-d, - -1, - FERUAR | D3RI, --tcp-service. --udp-
delete- | tcp- | %M | service, WS ELHAEIERIL . 1%
server service AN “ip:port” , port BU{E
-u, - [1,65535].
udp-
service
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w|F  F | B¥ F& | &Y &ix
¢ | ® B’ 4
<
-r, - Bk | 2T, WA “ip:port” , port HX
real- | %8 | fE[1,65535].
server HE
-L, -list | -t, - fRER | AL
ob | R e,
service HE’(%%
-u. - = kata-runtime kata-ipvs ipvsadm --
Ud'p- - parameters "--list --tcp-service
service ip:port" <container-id>
--set --tcp tep RS | DAIET, HUE[O, 1296000] .
ESUF
kata-runtime kata-ipvs ipvsadm --
parameters "--set 100 100 200"
<container-id>
- tepfin | I, HUE[O, 1296000].
tepfin | ff
--udp | udp B | A%, HUE[O, 1296000].
IS
- - Pt | 2841
:)?_Set )\:’H:[:E kata-runtime kata-ipvs ipvsadm --
FA restore - < <HNSCIHEEfE>
m‘j:gi <container-id>
B | e
Jas $ 5 R ERIME R NAT B X, #L8 %
NEF iR AR IR S5 F F 30 e-m A5
1% B NAT # X,
LR SAF PR T -
-A-t10.10.11.12:100 -s rr -p 3000
-a-t10.10.11.12:100 -r  172.16.0.1:80 -m
-a-t10.10.11.12:100 -r 172.16.0.1:81 -m
-a-t10.10.11.12:100 -r 172.16.0.1:82 -m
cle | -- -d, --orig-dst ip & | Wik,
an para “»
|
o | et 51
ers kata-runtime kata-ipvs cleanup --
parameters "--orig-dst 172.17.0.4 -
-protonum tcp" <container-id>
-p, --protonum s | IET, HUEA tepludp .
it
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4 Docker 88

4.1 Wk

4.2 ZHEHRE
43 HHEH
44 HBREH

45 WwAITSH

4.1 #hik

Docker s&— MRS Linux 238513050 H ,  F DLSEELS PR FT 6L H8F 2T .
Docker M5 3R R AL TN, 3k TN TAE S/ 18 2 container(FE24£4H)
J H#Z container. 5%k container. X E| Linux #', Docker w24 app #7625
container, I#id container S app 7E &M1& ERHIZE . 1217, Docker i#id Linux
Container HAKS app B — /ML) TIRME N B BRI SEILR A 1)
“—EE, PIALIEAT 7. Docker HIARKE AR NP KA. MEER, EHEY
i, S RS

1 REMENBIFESEN
REFFENFMITIER L docker M RHEERE .
4211 FEEmM

®  docker-engine rpm €5 containerd rpm €. runc rpm . podman rpm €LANRE[F B %
%, K4 docker-engine rpm £+ L& AL % Docker 21T AT BT A A4, H A4
containerd. runc. docker |, H. containerd. runc A1 podman rpm L4351 $2

PET SRR R, i DA R e 2 AR R R
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4212 BEARLEOE

4.2.1.2.1 Bt & daemon &#

AJ DL i3 7F fetc/docker/daemon. json S HR IS INAC B T H & XL E 2240, HH OCHC E 1 PA
Jetrfar s AT LA IS dockerd --help 25 & . BB w10 T

cat /etc/docker/daemon.json

{
"debug": true,
"storage-driver": "overlay2",

"storage-opts": ["overlay2.override kernel check=true"]

)
4.2.1.2.2 daemon E{TEHFEE

FH P 5B (TR B SRS AT B SO (B 4E--graph. --exec-root &), AIRESAT
TEH IS, B JE AR e, N R O A A I R

AP A58 B R AR A docker & H, iR T R F R LA BT AL ko A

Ao

®  Ll--graph NI, 4FRAME I /mew/path/fF Y daemon ¥t Root Dir I}, 5
Inew/path/ T~ D& AFAE A, H H xEOC 4 5 docker 7 £85I H sl sk 44 v
2 (f4n:  containers. hooks. tmp Z¢H3x) B, docker A]fg< BT A H sk EC
R EME, BFEEE . RERSE N E S8 F AR .

A docker-17.05 745, --graph & &4k 4Rie. 4 Deprecated, #7894 #--data-root H K.,

4.2.1.2.3 daemon B MEH &

®  Docker daemon 1# Fij--bip Z%45 & docker0 MAFHIME 2 J5, G0 BAE N — K E B 1)
i 2o hi--bip 240, docker0 MIAF ST L — kK --bip IR &, BIfFEFZ fics
MER dockerO M. JE A& docker 23 PRAF I 48 I B H 72 T~ — IR EE J3 [P Iz BRI
HE—REE.

®  Docker network create Ff /& @Il g /25 (1%, R DAGI g HAT A [F] 44 7 B AN 2%
J5 A 2 docker network A&t id SRIX 4311, name HEAMETIRAIFH AT, A
PRAUEME—M:

®  Docker fEHH% bridge M50, Docker 2 8% &l it 15 EHL EAY NAT #i0, #
S 518 EHLZ AME RGBS . Docker Daemon 7EJE B — 2R, BEAETE EHLE
WS — AN ity L1302 5 8l — 4> docker-proxy JEFESRSEEL U5 i) AQ3 . @i P 7R
iXF userland-proxy I, R BRES AZR 3G 1T, /b docker-proxy HEAT S 1 B AT T
FEI TR o
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4.2.1.2.4 daemon umask Bt &

208 EHEFEA exec HFEHIBRIA umask N 0022, K T iR L AetET R, BEAA IR I
o, B0 rune FISEEL, KEERIA umask (B 0027. & EUE others BEZELIE TG4V Il 8T 2
AR H 3% .

docker J& Zh 75 235 I BRIA umask {8 A 0027, #]LAZE dockerd JE NI, 18 FH--exec-opt
native.umask=normal S5 & 2% & s 1Y umask 1&2404 0022,

42 £ docker create/run B2 & T native.umask £ %t, M| ¥A docker create/run Y 498 & 5
Ao

VEYH I EC B . docker create 11 docker run 2= 5 [R5 B .

4.2.1.2.5 daemon /B EhET(E]

Docker il %5 systemd £ B, systemd X %A 5 B A )G BR A, a0 SR 48 52 i 1] Y
docker IR 55 ARBERLIIE B, M AT REH DL T 5 R 5 3

o L% 4#i ] devicemapper H N —% )55, docker daemon 5 X% 1% & MO0 R 45
WIRLERAE, TZEAE ST KERE 10 #1E, 7ERGALIEREA B 1E K& 10
TN, R T A2 S5 docker daemon JE BT . devicemapper 4% R EAMA 1L
—k, JG#%E docker daemon J& B ANFE 7 B E ZHIUE1L .

o WRLHIRGHRFE SRS, SHAGE R, KREHEHERERSAEE, Brfe
2> i3 docker IR %% 5 ShERS H 5 It -

e daemon FJFIFEH, 7 EiE i H docker TAE H 3t N — N2 HIIC B SCHE
Hag init BN SEMEE, WR N RS 2R (BF created il exited
M7E48), FHMBR SR R, e BB daemon i ) SC i A 58 docker ik
% JE SR B L o

LRSS A BRI AE 00, O AR P AR LR AT HR A 1 5
o AafHE MG AT EN A, JoHE exited A H.

o SEEMRIIT RINTEREERI R, ARG HEIR (K75 BRH AN docker iRk 55 ¥ JE B
[ o

4.2.1.2.6 XHELAH journald

5 systemd-journald Ji5 7% 22 5 J5 docker daemon. journald i@ pipe $KEX docker
daemon FIH &, WH journald IR HE G, <= FEZ pipe #5¢H1, docker [ H ES A #
{E{E<fil /& SIGPIPE 1545, 1%451715 52 F 2 docker daemon crash. T ZHgi%(E 5
Fomi e, Al AE S EUSSE docker daemon Y H B IEIE SR, R EH P EE
journald Al %5853 journald % J5 32 H 5 docker daemon, {Rilk docker H & BB Y
IEHA0SE, B4 daemon crash SEHPIRE R .
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4.2.1.2.7 KEXBH firewalld

AR E S e AL firewalld 2 5 H 5 docker RS, {RE docker iR457E firewalld 2 )5 5
3.
o firewalld Il 55 )5 3 2535 2 24 0T R 4iH) iptables AR, FrLAYE 5 3l docker daemon it

e, #JT firewalld 7] B84 53 docker IR 454\ iptables HUIU 2k W, MM 53k
docker Iz %5 J& Bh 2K M

® docker 55 R3h)E ) firewalld fk 55, BEEAREKAE TN ONEZhEHZIE, 5
BMEIERIE3), 22380 docker 1] iptables FE U4 M B, B g2 i v 11 B SfF 114 75 2%
KB

4.2.1.2.8 XEKLAH iptables

docker i i --icc=false J£ TR}, 7] PAPRZ54% 2 (8] HiE, {HF os H iy e i, wJbA
it RS PR ) 25 8 2 1) ELE AR R, il

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)

0 0 ACCEPT icmp -- * R 0.0.0.0/0 0.0.0.0/0

0 0 DROP all -- docker0 docker0 0.0.0.0/0 0.0.0.0/0

7£ Chain FORWARD ', DROP L% H 1 —% ACCEPT icmp IR, &R 1 --
icc=false J5, Z#% [AItHAE ping 18, (HZ5 &% 2 [H WA udp/tep B, XFomdli sk @A
CIpZy o8

Kk, 7EZ5%% os ¥ docker, 575 2 4H H--icc=false JE TR, #HULIETE host ik
H—F iptables A< N .

4.2.1.2.9 KELEH audit

docker SRR & audit, {HAZRREIHT . 0.

-w /var/lib/docker -k docker

-w /etc/docker -k docker

-w /usr/lib/systemd/system/docker.service -k docker
-w /usr/lib/systemd/system/docker.socket -k docker
-w /etc/sysconfig/docker -k docker

-w /usr/bin/docker-containerd -k docker

-w /usr/bin/docker-runc -k docker

-w /etc/docker/daemon.json -k docker

FC & docker ) audit, JFALFETRILLCRE 215 BMET &b, HMNLZEMERE, EX
B ek I A LB E R . 53— 071, audit FU B 2 U E KRR R, AT AR 3
RGRUL AP i A A

T L “-w /var/lib/docker -k docker” A, 7~ docker audit [ & -

[root@localhost signall# cat /etc/audit/rules.d/audit.rules | grep docker -w
/var/lib/docker/ -k docker

[root@localhost signall# auditctl -R /etc/audit/rules.d/audit.rules | grep docker
[root@localhost signall]l# auditctl -1 | grep docker -w /var/lib/docker/ -p rwxa -k

docker
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[MERT Y
-p[rw|xja] Fe-w —A24E B, MR P HEA B K6, B, T RE SR TR Geid BT
). XAEEG3E, fENarllib/docker B KT O94EATSCHE. B FARAE, #R44TEP B &2 auditlog ¥,
Idmah K% 68 E42 auditlog Pitk, &5 Exa%eh auditd, N AE, cpu & AF, ERY
") 05 B93B4T. Plde: HRIAT"Is Ivar/lib/docker/containers 4k & A £ de T B &4 K 2
Ivar/log/audit/audit.log ¥ .
type=SYSCALL msg=audit (1517656451.457:8097) : arch=c000003e syscall=257 success=yes
exit=3 a0=ffffffffffffff9c al=1b955b0 a2=90800 a3=0 items=1 ppid=17821 pid=1925
auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts6 ses=4
comm="1s" exe="/usr/bin/ls" subj=unconfined u:unconfined r:unconfined t:s0-
s0:c0.c1023 key="docker"type=CWD msg=audit (1517656451.457:8097) :
cwd="/root"type=PATH msg=audit (1517656451.457:8097) : item=0
name="/var/lib/docker/containers" inode=1049112 dev=£fd:00 mode=040700 ouid=0 ogid=0
rdev=00:00 obj=unconfined u:object r:container var lib t:s0 objtype=NORMAL

421210 Z£HE seccomp

TEML A5 9 28 1 REMIRT 2, Docker #XF T J5 A2 P 1% namespace THEREA BT FF%, &
M TP S seccomp J5, RGEHA (. sendto) A4xifid system call_fastpath #E4T, 1M
JE A tracesys, IX&rRPMERERIE N . FUL, HITER SRR E RIS MERE S
5 T M seccomp, ~filin R

docker run -itd --security-opt seccomp=unconfined busybox:latest

4.2.1.2.11 21182 docker daemon HIFABE BFE

A AYEXT Docker FHBIAR H 3% (ERil/var/lib/docker) Fliz4Tit H 5% (ERiA/run/docker)
DL ST ME O, BT Z H 3 SIBR ST, dsin e, % H s SO/

HERERE, B BOCHH R YRR, (EECUF A RS, RIS 2E, RRA
i

~

421212 EBARPAERERSFZIE THERETEEM

WE AR OS FML FRe a0 ERR, Flin: W1 LAFE R4 A il B0
“[etc/security/limits.d/20-nproc.conf” FRH; SRIA, BiEH P A4 A ae a0 2 g e
Bt B, MR85 “letc/security/limits.d/20-nproc.conf” SCAE%F BB P E, 4
THR:

cat /etc/security/limits.conf
* soft nproc 4096

MEEH P RERE R, FEAESNIMRELD 2 TEAY BN, FEA S
% “letc/security/limits.d/20-nproc.conf” SCAF R b FrzR ) 4096 B B AE In k.

AIACE 1 KEIE S 5 W BcRRE T, Wh:

[root@localhost ~]# sysctl -a | grep pid max
kernel.pid max = 32768

4213 FHEIREHEC &

A RATHR docker Y FF overlay2 F devicemapper P24 IRE . 1T overlay2 %%
devicemapper i 5, A ELFHIVERE, BWHPEAHRSEHIEEE.
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4.2.1.3.1 BLE overlay2 ZfiEIEEN

BEFE

AEE

docker BRI\ A overlay2 7 aka), ] DU W R w7 R R e

Y48 letc/docker/daemon.json, @it storage-driver Bt RIEE o

cat /etc/docker/daemon.json

{

"storage-driver": "overlay2"

)
“%H letc/sysconfig/docker-storage, i#id docker deamon J& 34 R 18 E -

cat /etc/sysconfig/docker-storage
DOCKER STORAGE OPTIONS="--storage-driver=overlay2"

BB 2R A A A 1 BB AE SRR AN BIAH L rootfs B3 FH 9% 1 AT AT S0 .
WA A I A A T B AR BT AR NI BT SO, e, SEESEN
fHE RREAGE 25 2 WL
WK overlay2 15 graphdriver, 787888 i 85— A& U451 SCER, %5
RN KT RGEF R 0E], Bk <R M. BOYRMEE IR, B
e LB EE, BRI L SR
overlay2 U R GEAR LB SCME RS RIRFAE — 4T N ZER, A9 R
- WA
overlay2 A% R 4E 4.0 DL EANZ, BIE A extd IR 4.
- Copy-UP P:RE ] 5
1&25 lower 204 fi S 2 415 upper 2, Hd B H A HIAT fsyne L
FEI o
- rename HZn) 8
n AN E RIS EAE merged ERY, A FRVF rename KA, &
] rename &4t H 244 -EXDEV .
m NZ4.10 51N T redirect dir FrERAZE rename 1), XN N AZIE TN
CONFIG_OVERLAY FS REDIRECT DIR.

TEAEH overlay2 5t T, XU R4 H AT Ea 40, WRRASGKE
X A4:Isysimodule/overlay/parameters/redirect_dir i & R TT 5 A 5% ]
R, W BT RN R EAA MR, FEHP T3k
‘B /sys/module/overlay/parameters/redirect_dir & “Y”.

~  Hard link break [ &t

m Y lower EHZFHA Z MR, E merged 25 AN E#E ik Copy-
UP, FEUAHEER:WTIT.

m W% 413 5]\ T index feature SRAZ & IXAN [ #, X B A AZ I TN
CONFIG_OVERLAY_FS_INDEX. ¥ERIXAEIA T m IR, AL
FERRTH o

- st_dev 1 st_ino 421k
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fih &% Copy-UP 2 )5, HI/ REEEF] merged JZH FHT S0/, inode 7484k, H
SR attr £ xattr 7] LA I, {H st_dev #l st_ino BAME—:, RaJEH. x&5
3 stat 1 Is &5 A FIAHR AR

S
Copy-UP i, VAR EBASTH A3 B4R T fd1, Copy-UP ZJ5, 17T
LSRRI RAR T fd2,  —FHSEBRIR A E SR, 1A fd2 BN EdE
ANEAE fd1 PR
=

BN E T overlay2 5K FE AR, AT A H B3 A o5 I S I . B
an

REUR-EHRSEES

HHOCR: RS NEER S R, f#7E— M var/lib/docker/overlay?2 FIHEE

[root@localhost ~]# mount -1 | grep overlay

overlay on
/var/lib/docker/overlay2/844£fd3bca8e616572935808061£009d106a8748dfd29a0a4025645457f
a21785/merged type overlay

(rw, relatime, seclabel, lowerdir=/var/lib/docker/overlay2/1/JL5PZQLNDCIBU3ZOG3LPPDBHI
J:/var/lib/docker/overlay2/1/ELRPYU4JJGAFDPRLZJICZZEAUO6, upperdir=/var/lib/docker/ov
erlay2/844£d3bcaB8e616572935808061£009d106a8748dfd29a0a4025645457fa21785/diff,workdi
r=/var/lib/docker/overlay2/844fd3bcaB8e616572935808061£009d106a8748dfd29a0a402564545
7fa21785/work)

/dev/mapper/dm-root on /var/lib/docker/overlay2 type extéd

(rw, relatime, seclabel, data=ordered)
PATHR 73 docker fir 2@ AR, ELl:

[root@localhost ~]# docker rm 1348136d32

docker rm: Error response from daemon: driver "overlay2" failed to remove root
filesystem for 1348136d32: error while removing
/var/lib/docker/overlay2/844£d3bca8e616572935808061£009d106a8748d£d2%9a0a4025645457¢F

a21785: invalid argument

BER S 7E MU AT LR UG B 28 28 14 rootfs $RANE], (HIX A EIRE rootfs £k, Wi
¥ /var/lib/docker/overlay2 48 s 55, WA AT LIE R 81T, Aigm., (BRI E
ALLBHET
o BEIZRER—

a.  HhE 2401 docker FT{# ] graphdriver:

docker info | grep "Storage Driver"

b. BT HR

Devicemapper: mount -1 | grep devicemapper

Overlay2: mount -1 | grep overlay?2

i Ch:  Aon Btype C (D)
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A HRIRELFREL overlay

m B: HHS
m C: UHRGHEM
m D: HEHEME

c. M4 EFZE— umount XL H:# 5 B,
d.  SRJ5 4B docker restart X L2 8%, SE MR ITE & 45.
e. H )3 docker.

systemctl restart docker

BEHE
a. WHTH
b. A EE

421.3.2 Bt & devicemapper fF{i#IRXzEN
F P o SR 75 B4 devicemapper A7 0Kz, AT LUE W0 R A B RIEE .

AEE

Y /etc/docker/daemon.json, i# il storage-driver 7B B R E .

cat /etc/docker/daemon.json

{

"storage-driver": "devicemapper"

}
% i letc/sysconfig/docker-storage, i docker deamon J& 5 & B /48 & o

cat /etc/sysconfig/docker-storage
DOCKER STORAGE OPTIONS="--storage-driver=devicemapper"

f# Fi| devicemapper 24 Z5iffi i devicemapper+direct-lvm )53, FCE )5 iE0 A3
2% https://docs.docker.com/engine/userguide/storagedriver/device-mapper-
driver/#configure-direct-lvm-mode-for-production .

BC & devicemapper i, R R4 A %S84 thinpool i B 20¥ %%, 1528
RIS EIE Y15 8
2% 114 fetc/lvm/profile/docker-thinpool.profile 41~ PAME #F 25s%, 100,

activation {
thin pool autoextend threshold=80
thin pool autoextend percent=20

}
{1 devicemapper 4% i _I---storage-opt dm.use_deferred_deletion=true --storage-

opt dm.use_deferred_removal=true.

i H devicemapper B, 88 1 RGHEFE M extd, FFEAE docker daemon [ E
ZHhn |--storage-opt dm.fs=ext4.

24 graphdriver >4 devicemapper i, 15 metadata CH-HIR HATIRE, TEANL

AWK . 281 B E SR 24 daemon {7 fi% devicemapper (1) CE#E -

i devicemapper lvm i}, % 5 L S (1) devicemapper thinpool #5338, TEiEfRIE
thinpool HINJE AT LME S, HARELRIEZHE 152 B, 75 H A thinpool.
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docker daemon FFJ3 7 user namespace K¢tE, $#: devicemapper FEfH B BIVE R IR

o fRIHENE RN, deviceset-metadata ST :
/var/lib/docker/devicemapper/metadata/deviceset-metadata.

e i T user namespace 375 I, deviceset-metadata SCAF{H I A2 :
/var/lib/docker/{userNSUID.GID}/devicemapper/metadata/deviceset-metadata.

e [ devicemapper f7-i#3X5), Z#s1E user namespace 375t Al il 3% 5 2 (6] V)
I, %KL deviceset-metadata S ) BaseDeviceUUID 2875 7% £1XT
thinpool 4~ #8375 T, WA R Z AN deviceset-metadata ST A H1 )
BaseDeviceUUID P %55E 25, 75 docker 452> 58

4214 5@FIRE docker tHX R EIHIZER RN

42141155 =

docker [ HEEIRE, 8 docker #HK )G iR mm MR H (FHlanfE A kill -9) mlRE= &
LB REA — 8, AT AT % — Lenn iR AR T R T B0 )@

%

i devicemapper 4 graphdriver i}, IR H R AT R S E8UE 5 E5% B . docker 7
B4R dm AR S OIRE 58, WIRARBUS 5561, daemon #uEfRH, "HES
Bz E S ELERN, —RontliE R EZME M58, MEMRMK. 1 linux R4
BETE LRRE, UESEMBEREUEE LA ELEAETNESE, #nS

# docker daemon J& Bk M. HEEE J5 W1 F

1. HEBERERGLHRENESE

—————— Message Queues —-—------

key msgid owner perms used-bytes messages
—————— Shared Memory Segments —--—-—-----

key shmid owner perms bytes nattch status

—————— Semaphore Arrays —-—-———-—--—

key semid owner perms nsems
0x0d4d3358 238977024 root 600 1
0x0d4d0ec9 270172161 root 600 1
0x0d4dc02e 281640962 root 600 1
2. BEH dmsetup & F devicemapper QI IES &, ZESEEGE LD ER
FPRGETERTE

$ dmsetup udevcookies
3. WEAEFENEZGESERE LR, FUMEIE LI RENESEMH LR

$ cat /proc/sys/kernel/sem
250 32000 32 128

WHSPIR 1 h RN E S B E S PR I TEINGESE LIRAESE, MZEF E
PR, UL docker daemon FEikIEH Jash. A LME A Nk dr 48015 5 208 L RR{E
ik docker K& JE 5

$ echo 250 32000 32 1024 > /proc/sys/kernel/sem

W] LLF3hiEHE devicemapper R H F15E 5 = CFHZIEHE— 280 DART G 1 dm
HRESE)

$ dmsetup udevcomplete all 1

This operation will destroy all semaphores older than 1 minutes with keys that
have a prefix 3405 (0xd4d).
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Do you really want to continue? [y/n]: y

0 semaphores with keys prefixed by 3405 (0xd4d) destroyed. 0 skipped.

421.4.2 MK

i F bridge #208 sh & S 2R, 5RH1E H daemon mJ R S BN K 5R B . f# F bridge
Mg, 24 docker GBS, £5GTE host LAl —X} veth, SRJEFEAEIZMN G R
ERBAEE T, WIRARIEE K, 123 docker FIEHEE 2 BT, daemon #omliB HY, HF
ZALM R TCIEAE docker SGIE, R IRJA S JCIEMIBR  (docker A B i B H 34
AHEIM R, M 5% 5

42143 EREEEM

7288 hook #EIT B K, HJABhE BLU&F containerd #sRmE H, FIRIAT A2 start #E1E
AR . 2548 8 BB Bl 2| containerd BB Hi, docker start #RAF B4 [R5 1% 5
containerd #% EFHL L5, RS BETIAL T runc create BUTRY B (BATHI T HE X
hook, FJHEFERTECK ), BB HE KT & docker start 14 3 8hi% 7828, Al REHERN DL F 4G
R

Error response from daemon: oci runtime error: container with id exists: xxxxxx

ZHT IR H runc create —NCAEE (BT MAHRFEL SR start XK
runc #5E 45 R 5 FRRAT docker start {8 0] LRI o

H T hook HIHUAT A% docker #5Hi], XFPig 5 T 22 [IGZ A 25 7] 68 52X containerd
HFE R RICL (FAT AR H hook FEFF),  H. I @ XU AT 4% CREHHE Wi 24 5 25 28 11 61
).

o IR BLE SRR O — R A A ROT DL R R BZ A A
o RRARBEIMRMIACIETIAS, AR LRI ES.
gi b, %I R AR N R A

42144 REBFTAEEER

LIS ) A H S docker Ik FENZIRSS LIEIEH EH . docker R4uRk%5 H systemd
ot inds, W docker fRZ57E 10s P 5 R 5 ¥k, systemd il 45 st & 35 21 7
WAT A, Wik %E ik docker k55 E3. RAERI T —/ 10s 465, docker ilx%%
A REm N E R fr A IE R E S

4215 ARG IEHE 2N

FHLEAME LR S panic 2375t F, BT docker daemon R 75 Toi% J s InlET 21 #
%, S E S5 docker daemon RN IER, AIREHILM &S (BFEEAET):

o IHIFIAIA S, FJHJG docker ps -a BANE, %I RUONIZ A 2R PR AS SO
BEE R B B, TS ECE 5 daemon TCIEIREV R Z AR pRES (B1g. .
W 25 25 AT BE A 2R el R D .

o  FHIHIEAN A IEATE RS, MATEE N, HFJ5 daemon FHNE % At
RIS A IE T BN BT, SEEF NS

o X EE T IR docker DB HITH I, FEHL S Y AR 25 data-root RTHIFY db S
. R E BT ™ E SRR E 2B

—  network, H docker network £l % [ % < 1E E B JETE .
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I
o

43 &

431 6)iE
THiEg

paray

=18

=

i

ﬁ.

—  volume, I docker volume %2 &5 2> 75 B 1S JE M % o
- MRS, WEEAELRSEEREME.
- containerd fRA7 1 e EdE, BT REIA S EE containerd JodE, S AN
215 FE containerd HPARAE I JCEE .
(RERIY::
B P EEBERRFHFEREFSEN X, TAIREFETS
“DISABLE_CRASH FILES_DELETE=true” ik daemon #2% % 2 8t db #4325 8t

=11

1247 docker #7475 Z root AR, 4 pRfE A8 H FOE SRR, 75 A sudo AURIAT
docker 7%

[root@localhost ~]# docker pull busybox

A AT B AE docker B 7 B4 H R %K busybox:latest (44T %R € TAG, Frlh
fERIERIA TAG 44 latest), HHARTE T #cid 72 Aol b Ml e it (4 2 AR b Je R AFE, G
FAERRBEIE . WA BiAR e T #BE R, 5 b registry #iik, il R4S T —A
AABEE, kv 192.168.1.110:5000, B A L% HER. A NEG417 WA
AHEGED TR

[root@localhost ~]# docker pull 192.168.1.110:5000/busybox

MR GG EH F # TR image £ 7 A B FEHBIE (5 B T K, mreLA]
docker tag i & 2E il — >4 T B 1) image

[root@localhost ~]# docker tag 192.168.1.110:5000/busybox busybox

A LU docker images i 4 A E A S 513K .

BIT— M EREA

[root@localhost ~]# docker run busybox /bin/echo "Hello world"
Hello world

% 2478 FH busybox:latest (x24T H1 A F8 € tag, FrLAEFHERAR tag 44 latest) B
BEEE T —ANER, ERBNIT T echo "Hello world". {5 1 N T @iy 247 7] LA BRI
A BRI A -

[root@localhost ~]# docker ps -1

CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES
d8c0a3315bc0 busybox "/bin/echo 'Hello wo.." 5 seconds ago Exited (0) 3
seconds ago practical franklin
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BE— P RERR SR

[root@localhost ~]# docker run -it busybox /bin/bash

root@bf22919af2cf:/# 1s

bin boot dev etc home 1lib media mnt opt proc root run sbin srv sys tmp
usr var

root@bf22919%af2cf:/# pwd

/

-ti PRIy T — O 2 B2 5 4 T AT LME ] STDIN BEATAZ B, W] U BN AT AFE A 4%
WHAT — LA %o XIS A B K S 2R — ML linux BEFML. ] exit d7 &8
H 74 -

PAT T AT, -d FERXANREIE)E 61817, --name=containerl §E R &ML TN
containerl,
[root@localhost ~]# docker run -d --name=containerl busybox /bin/sh -c "while

true;do echo hello world;sleep 1;done"
7804d3e16d69p41laac5£f90£f20d5£263e2da081b1de50044105b1le3£536b6dblc

AT HIPATE R IR B TIXADERE D, BA R E a4 T4 R hello world, 1t
228 /E J5 G847, B LA docker ps #ir 4 B & IE(EIZ AT 28 2%

[root@localhost ~]# docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES

7804d3e16d69 busybox "/bin/sh -c 'while tr" 11 seconds ago Up 10 seconds
containerl

H docker logs £ & 2 #ia AT B «

[root@localhost ~]# docker logs containerl
hello world
hello world
hello world

BRONTEDUR , 24300 LUT Rl A0S0 285, T A58 0 28 17 1r) 25 i i 7 B8 am st o 1T R,
T LAZE docker FHIZAT BT B2 A% 5 RS registry M. R [fI6 24T H-P {3 registry 551%
RO I B 1 R R A L.

[root@localhost ~]# docker run --name=container registry -d -P registry
cb883£6216c2b08a8c439b3957fb396c847a99079448ca741cc90724deded 731

container_registry IX NSO B) T, HIE KN IE 28 58 IR 55 e R 20 3 ML AR
w1, @it docker port 7 i LT

[root@localhost ~]# docker port container registry
5000/tcp -> 0.0.0.0:49155
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Mg T LA B, 2548 I 5000 iy TS 2 7 =MLY 49155 i . it 4L 1P:49155
AT LA 1A registry ARSS T, TENIYE 2840 N http://localhost:49155 gt 7] LA [A] registry
PIRRAAE B,
TEIZAT registry S5 10 538 AT DA E 3246 5 uify 1 B3 4
docker run --name=container registry -d -p 5000:5000 registry
iH3d-p 5000:5000 45 & 7% 2% 1 5000 i 1 5 21 3= HLIK 5000 3 o

AEEIN

B BAERABEE AN -a stdin
JA SN EARIT, ABERIRIN-a stdin, D ZUE[F 0 _F-a stdout B -a stderr, &
S & mRIEAER R EHE AR,
o BHEMHOHEARKK . & id ENFERE name
IR ART, Bl O A4 A K id 806 id /E AT A5 B I name. #1{#H
Hes A MK id fE NS B I name, 2416 2528 B 1) name 1E iR € & 88 1E47 1
YERS, docker ILECRII 2R A A HEHAA A M id fE A4 B 1 name, 4
{EH 2548 A B id 1F e e 25 88T A e /B, docker UCHCEI & 25 4% Bo X
KN, docker FEVLEC A8, SekEHULECAT A A id. A ARILE KT,
R4 container_name FEATAERAUCHD; 50 RUCHL TN, BELHETZEES id AT ORI UL
P
o ffH sh/bash E&FArdER AN H A RN ZMH -t S8, EaHIRYE
EHEEN: AR -t S505 30 shibash Z5HFRA %8, e FEH,
LI o i R R IR AE T, docker 2 B —ANUCEE A T 28 2% Lk 45 1) stdin, 7
A E-t S H XS, docker 7R 48 5 3l 5 % 11% pipe, 1 k25 7 45 3 FE
sh/bash 7E K15 stdin # 56 H J5 <> HER .
SR WRLE R R R E B B (9 H11Z pipe 2RI GE AL docker
daemon, £xS$5i% pipe ) daemon 7% G W M i S b, XRERIAE AN -t [
sh/bash IHFEHASIEH, SERFEIIR, XMESRTETFINGH.
Daemon I & 5 & R A A28 stream, 11 AN -t S 5000 A 8% 7] A JC IR AL 7
(PR IE 3 TS0 X Be 28 B8 AN AEAE stream 7 B985 H 9SS T J L ALEAEIX Fil
7 (A -t shibash BEEAEAIER), N T BERIXE S KA, PREIZEH
RRBMNZAM -t S5
o ABRTME
JA AR B R -V SECE T B SO R SRR, A T AL I B A
vi 8% sed fr B SOCCETT RE 2 SC4E inode RAEEGAS, M S EHLAIZE 2L N 15T
PEANED o 25 2% A R BRSO AR N2 R B i G (3 X RSO R T X (B i
A sed [FIBEH D, W] PLUB SO 2 H R KRB 1% 10 8. 76 docker FE#G
i “nocopy” 3% 00T DLIRE Gk 25 s PN 8 A H S R R A SO LB E LR H 3%
N, AERX RN G E LG A, ARETE bind mount F375t N

o BALEATIRESNT host & LT M L
--privileged &L LA BIRG A RIR, 28 AT DU EHR ME B MUproc. fsys
GHE, TIRENT host if ssm, 17 0 75 o 75 Sk G fd HZIE 0
JL= host ) namespace, Lt i--pid host/--ipc host/--net host S5 15 Al LALE 25 3% BR
host L=y 44 [0, [FIFES FHUE S50 host HI 45 IR, 5 SERE G H .
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I U L]
[ ]
[ ]
[ ]
[ ]
3R
[ ]
[ ]
RIS
1

kernel memory cgroup A sE, ZEibfEH

kernel memory cgroup 7£/N T 4.0 AT Linux % _EADET S2iebh B, 18Tk
AFasE, H4R Docker ff) Warning B2 /N T 4.0 HirT LA, HZBATFG IS,
kmemeg 7 = A WAZ AT SR ARS8, BT AN SRAR AR AR IS 2 A, 2R A A
24 docker run --kernel-memory I, P74 4K 44 .

WARNING: You specified a kernel memory limit on a kernel older than 4.0. Kernel
memory limits are experimental on older kernels, it won't work as expected as

expected and can cause your system to be unstable.

blkio-weight Z¥EZ ¥ blkio W EHIK N T AT H

--blkio-weight-device T LASEILZS #% N B AAS f (4) blkio i, 1242 i 75 2245 € Wi Ak
W, I LLEd docker --blkio-weight-device Z¥ 58l . [FIRS 7EIXFl PN 4%~ docker
AN FifAHE--blkio-weight 77 XUPR | 254§ blkio, 22 # I d A a8 K it
docker: Error response from daemon: oci runtime error: container linux.go:247:
starting container process caused "process linux.go:398: container init caused

\"process linux.go:369: setting cgroup config for ready process caused

\\\"blkio.weight not supported, use weight device instead\\\"\""

f# F--blkio-weight-device 75 E M ST/ CFQ JABE SRI%

--blkio-weight-device % EHEAL TAE T 562 A FBASIR E (CFQ: Completely
Fair Queuing) I SHE I 4 8 TAF .

T A A WA scheduler U (fsys/block/<Hi#>/queue/scheduler) A DASRENRE AL 32
FRA NS LA A BT R IS, aEF sda:

# cat /sys/block/sda/queue/scheduler noop [deadline] cfqg

YR sda S HF = A g noop, deadline, cfg, Jf HLIEZE{$ifH deadline 5% . i
it echo f2KHE A cfg:

# echo cfg > /sys/block/sda/queue/scheduler
BERERBB systemd {3 A PR

L O 10 2 AE L R
W ERERR L.

N\

BRI REAR T systemd (U T & 4¢

docker WIHITH S A —A LR, @BidxA RS KEEEES, HIEIFK
PAT i A0 VR B 1000 %A 4, 5 AT Ae 2 i i docker PYEBIH B K,
T 3 B 25 48 TC ¥ I B 55 % B ) f

FH R AN 2 2R FENT B AR PAT restart B 243 “oci runtime error: container init still
running” %8, XA2KN containerd X FAFERFAFI AT T HEREMCAL, K2 stop
I FEFFPAT runc delete, Z43R7E 1s Y Kill #2580 init SEFRE, 40 1s 7Y init BEFE
VA1 Kill #5135 runc 23R (1% 45 1% . BT containerd [ GC (B3 RIS ML)
FEB% 10s 2 B2 | runc delete B BEUR,  FTLAFEAREI R O 25 45 (31,
— R IR R IR S F 4~5s 2 )5 BRI A sh 25 2RIl .

docker ERIAFIALRERC & 7T
JEAE R docker BROAFCE 40 R, BRABEREHERF ) Cap 4nF:
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"CAP CHOWN",

"CAP DAC OVERRIDE",
"CAP FSETID",

"CAP FOWNER",

"CAP MKNOD",

"CAP NET RAW",

"CAP SETGID",

"CAP SETUID",

"CAP SETFCAP",

"CAP SETPCAP",

"CAP NET BIND SERVICE",
"CAP SYS CHROOT",
"CAP KILL",

"CAP AUDIT WRITE",

BRINE) seccomp FLE & A, ANEE L B syscall BRil 2 iz (=]
SCMP_ACT_ERRNO, 445 docker AN Cap AR RS WA, AFE Eii
IALIR, RN docker HEALLE B 25 5%

CAP_SYS_MODULE

CAP_SYS_MODULE x4~ Cap &2 il #5 7 LMd A ko, H4hnix Cap nf LLik7 #5ik
&, HRWEIANZ. BONEZS KR 252 Namespace, 7E ko A R ZLE Al
Namespace & [ init_nsproxy BJwJ .

CAP_SYS _ADMIN

sys_admin IR 25 2 85 7 K I EE ) A -

- XfFA&% (mount, umount, quotactD

—-  namespace B E M) (setns, unshare, clone new namespace)

- driver ioctl

~ X pei 1931, peiconfig_read, pciconfig_write, pciconfig_iobase

- sethostname

CAP_NET_ADMIN

AR VT I 24z 1R AN sniff D26 i B RO PR, 2% mT DASREL B BT A 25 ds (04
host [ X 25 L B, 0T DX 28 [ B S Bl K

CAP_DAC_READ_SEARCH

ZRURTFIL T, WS R4 open_by handle_at, name_to_handle_at, #1 host
A selinux (97, ZF4s R ATIE L 8 /2 file_handle £5#9 1 inode 5, 1 AT
PAFTHF host b BAT RSCAH:, S0 S R G RE Bt

CAP_SYS_RAWIO

AT host 5N io % M, A host PIAZ il it .

CAP_SYS_PTRACE

R ptrace BUPR, RIS H0EFEHEAT ptrace k. B runc LB HMZIR
i, 1B45 5 T B Ll nsenter A1 docker-enter 3595 DU, 2 gsrhn] XL T B
PAT IR AT, PREUX L T By A BIR{E S (Namespace. fd %5), 7
4b,  ptrace AJ LAZEIT seccomp, BRI N P AZ Bk T -

Docker Cap #2171 --cap-add all

--cap-add all /= T 248 A IALRE, ALFE AT 42 21 1 EL i/ [ AL R, A3 4%
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9. REZEH] docker f#) seccomp 4
BRI docker  —A> seccomp MIECE, FCETMHHMZEARY, AEREMN
sys_call 2#f seccomp 2545, {ii F 3 1 --security-opt 'seccomp:unconfined' 7] BA2& 11
i seccomp $#E. WIRZEH seccomp Bf# F H & X seccomp Fi B {H i € 44 A
2z, HRRIG NS 2N N AZ I BT

10. ANEHLE/sys M/proc Hgr['H
Isys Fllproc BHRAE T linux 453 Wiz 28, W&EHNZED, ARPREZER
A5 e FEUA AR kiR .

11. Docker JFj# Cap --CAP_AUDIT _CONTROL
AT LUB LS R4 audit R4, JEH@E
AUDIT_TTY_GET/AUDIT_TTY_SET %4 ] IREUE T /G id sk 1 tty $4T
ALK, L root #H,

12. CAP_BLOCK_SUSPEND #ll CAP_WAKE_ALARM
25 48 AT AT P %E R G 4 (epoll) I AE

13. CAP_IPC_LOCK
Ha A ZAR G, ATLAZAE ulimit 71 ) max locked memory R, 1T mlock i
KWAFH, &R —E & LK DoS Xili o

14. CAP_SYS_LOG
BRI IZARE, FTLL dmesg LRGN HE, RN kaslr Bid .

15. CAP_SYS_NICE
BAA ARG, 7T DA ghRe () 8 B2 SR s AL e 2, 186 ml— e = X1 DoS I
i

16. CAP_SYS_RESOURCE
AT AGe Rt X L — S PR PR, A s A YRR 1. keymaps FCE R
i\ pipe-size-max BR#I%E, &R — €& 1) DoS K.

17. CAP_SYS_TIME
0] PAek AR host b fro R 1]

18. Docker R\ Cap A 74t
Docker ZRiA[ Cap, L7 7 CAP_SETUID il CAP_FSETID, 1 host Fl%Zs a8t =
H3x, 254 0nrShes B b SO gk AT +s B, host b (188 A - ml s A 3
HEATHEAL CAP_AUDIT_WRITE, %545 0] LG host 5 N, %545 7] LLXT host 5 A\ H
&, host THCE H E W 1B .

19. Docker F1 host 3L namespace %k, Lin--pid, --ipc, --uts
ZSHUNZE#E A host L2 namespace #¥[H], %¥#5 A1 host [ namespace [ 2 ¥
T, AR host @EAT M . Lbdn, A --pid 1 host 25 pid namespace, #5#%
HA] DU 3 host L ERE pid 5, T LABHE R AR AE host I HERE .

20. --device #t host PRRUE H Sk B WA, WU B 2528
Docker &3 H A #2 1 7] LA host [ H KBS W& WU 212583, Hln--device,
v EESH, AEAE host b BIRUR H S B B AR .
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4.3.2 i A 281 A hook-spec
[FRIBRfERTR

=

docker SZH¥ hook [ 41, hook N5 JEEJZ runc IPATIERE T, 1A OCI Frik:

https://github.com/opencontainers/runtime-spec/blob/master/config. md#hooks -

hook - %4 =F 274, prestart, poststart, poststop. 43#I4EFHT 2% N
JABshZHl, RESNHEFEIZE, HaNHEREIEZ G,

274 docker run F1 create iy 231 7 S40 “--hook-spec”, J& [ spec ST 4axt i
%, AL E A 8 A B 0 7 AN hook, X2 hook £ H Bl In7E docker H .3
ABIEH hook JETH (24T docker R A5 —™ libnetwork [ prestart hook), Ff%¥ %% )5 5l
P SO R PAT H 7 18 E AR

spec &R E LN :

// Hook specifies a command that is run at a particular event in the lifecycle of a
container

type Hook struct{
Path string “json:"path""

Args [Istring “json:"args,omitempty"’
Env [Istring “json:"env,omitempty""’
Timeout *int "Json:"timeout,omitempty"”

}
// Hooks for container setup and teardown
type Hooks struct{

// Prestart is a list of hooks to be run before the container process
is executed.

// On Linux, they are run after the container namespaces are created.

Prestart []JHook “json:"prestart,omitempty"’

// Poststart is a list of hooks to be run after the container process
is started.

Poststart []Hook "Jjson:"poststart,omitempty"’

// Poststop is a list of hooks to be run after the container process
exits.

Poststop []JHook “json:"poststop,omitempty"’

®  Spec P path. args. env #{J& AMHAE A
e Timeout SEIH(EIWALHE), SHCEKALN int, AT SEL JEHIN[L, 120].
®  Spec WARIZAE json i 2M1, MR SWES, RIS HHTH.

o [ I BE AT LA docker run --hook-spec /tmp/hookspec.json xxx*, A EL “docker
create --hook-spec /tmp/hookspec.json xxx && docker start xxx .

ABBREFFFE hook

LR B R s i — A R AR AR U . T T2 AR hook spec SCAF A 75 -

{
"prestart": [
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"path": "/var/lib/docker/hooks/network-hook",
"args": ["network-hook", "tapO", "myTap"],
"env": [],
"timeout": 5
}
1,
"poststart":[],
"poststop": []

f2E prestart hook M4 —/M %% hook I#4AT » #%4% /& /var/lib/docker/hooks/network-
hook, args fREFEFHIZSH, F—NSH—MEEFLT, HoMREEFEZNS
. XIT network-hook X4~ hook 27, FFEMNZE, H— 2N LRI -REF,
BOANREREBNMMEEML.

e

a. hook path 445k docker [ graph H 3% (--graph) "R hooks U2, BRIl

— %A Ivar/lib/docker/hooks, W] Lt docker info iy & &% root 1% .

[root@localhost ~]# docker info

Docker Root Dir: /var/lib/docker

XA AT RE S ERME ] P FBhBCE, LL& user namespace [F)f#F (daemon --

userns-remap) T4k, path BEATHEEREAENT G, 4 24T0L Docker Root

Dir/hooks JT3k CtnAp {3 /var/lib/docker/hooks F13k), 52 H 4k

41
Ho

b.  hooks path WZifE & 48X #8542, PRONIX AN & daemon AbEE,  FHXT B& AR XS
daemon Toi= X . [H) B 44 St 0428 0 B il L 20 A R

. hook FEFPAT EVEI stderr )% 2 4T BN 45 %5 ™ i X6 72 5 140 75 Y S 30077 A= 52 i

(et zh ) , %t 3 stdout 5T ENE B 2k B 4% 20K .
d.  ®ZE4E hook B [ A docker frFE4 .
e. BCEM hook HAT A AINER ATHATALIR, 5 hook $hAT x4 -

f. i hook B, $ATHS (] RIS S 46 . 1% hook H1f) prestart Bif ()it K GRS 2
3B W AR BN MG, R hook H poststop I [A]I K (i

24, haIBESRER.

HAT AT S H a0 F . $447 docker stop fir 45 (LRI, 2 73Sl I 04T

I, T hook B HATAE A, PRI 554 hook $HATEE R CZL R A

B, TG BRNZ A S MR A & R AR, #2483 hook $AAT 45 44 fiE
W= . 54, T docker stop 4[] 2 73 BRI AL B AL SO0 (I AR, DR ED

f# docker stop fir &R Al 1 pTh, AAFHPRGWAARRE up RE, HEEFD
hook #4758 JE IR A 2B HUN exited.

15 FH 3 1L
a. L E hook ) Timeout EEIF IS 6] IR, &S ] B¢ I £E 5s LAY «

b. HWAEAEILZ hook, B4 I prestart. poststart. poststop X =/

hook #f RACE —1>, &£ hook 253 3Ua 3t [A) K o
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c.  EWHFIEMZA hook Z [AIFIMKIHORC R, WIERAFERBC R, 7E414 hook
BC B ST AR A O R R TE TR EEINUT,  hook FRIFRAT I A2 2 L L 11
spec A LS JE I o

% hook-spec

MH % hook Bt B X AF, BiE4T£A hook If, FH A2 H & F LK £ hook Bt B S
P2 A il— AN B E,  fd i --hook-spec Z4d6 /e b & 3 5 IO BC B0, 5 Al A= 30
H 1) hook; ISR AL E £ />--hook-spec %1, M R A & fa— MR

B B 25451«
hookl.json 4281 T

# cat /var/lib/docker/hooks/hookspec.json
{
"prestart": [
{
"path": "/var/lib/docker/hooks/lxcfs-hook",
"args": ["lxcfs-hook", "--log", "/var/log/lxcfs-hook.log"],

"env": []

] ’
"poststart":[1],
"poststop":[]

}

hook2.json P4 2511 T

# cat /etc/isulad-tools/hookspec.json
{
"prestart": [
{
"path": "/docker-root/hooks/docker-hooks",
"args": ["docker-hooks", "--state", "prestart"],
"env": []
}
1,
"poststart":[],
"poststop": [
{
"path": "/docker-root/hooks/docker-hooks",
"args": ["docker-hooks", "--state", "poststop"],

"env": []

)
FLAEFFIER json HFEUIT :

{

"prestart": [
{
"path": "/var/lib/docker/hooks/lxcfs-hook",
"args": ["lxcfs-hook", "--log", "/var/log/lxcfs-hook.log"],
"env": []
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{
"path": "/docker-root/hooks/docker-hooks",
"args": ["docker-hooks", "--state", "prestart"],
"env": []
}
1,
"poststart":[],
"poststop": [
{
"path": "/docker-root/hooks/docker-hooks",
"args": ["docker-hooks", "--state", "poststop"],
"env": []

)
TEVER NS, docker daemon 244 HE B ZH I 74K VX 2 B hook HC B SCAFH prestart 25

action H1f#] hook i, HEATHATEIME. FI R ZARAIZ A hook Z [AIFIKASSC &, 4N
RAMRAMR R, 415 hook L B SCAF I EARIE ARG 2 R AR -

AFRB A FEHEIAL hook

Docker daemon [&]#f AJ L4 --hook-spec [1Z %, --hook-spec [F)i& X5 docker
create/run [¥]--hook-spec ZHMH A, XHEAFHEIA. AT LL1E/etc/docker/daemon. json H
AN hook Fit & -

{
"hook-spec": "/tmp/hookspec.json"
}

REICIBATHE, 21 JeAT daemon & SL--hook-spec #1452 ) hooks, #RJ5 FHATHF
AN E 1) hooks o

433 QSR ERRET

Docker $24t 7 F 7 5 SUIXH 2 g HEAT {8 KRG A I T RE . £ Dockerfile Hic &
HEALTHCHECK CMD PRI, BUAE A RO I L B --health-cmd B 10, 78 25 2% PN 3 & 3
P AT AT A, I A4 AR BRI 2 s A IR S

ALE 5k
® {f Dockerfile T ¥ INACE, -

HEALTHCHECK --interval=5m --timeout=3s --health-exit-on-unhealthy=true \
CMD curl -f http://localhost/ || exit 1

A B (1 3% T

a. --interval=DURATION, #Ri\ 30s, AHABP IR AT AT I FEE . S5k, &
WEHE, 43t interval I [AJBEAT 8 — G # .

b. --timeout=DURATION, 2kik 30s, HLUKH Ay AT IS A PR, A AT
551 2 PAT R

c. --start-period=DURATION, 2RI\ Os, & &SWIEAILITE] . #I4h 4k a0 3 AT
fRRER A, (@R A RIS T N R B (B, WARAERI AR 10 ]
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BATIRGAG B RETS, MREAARZREE8) . 25T E R & R IMERE
I SUNE RN/ E-
d. --retries=N, BRIN 3, {EEREAS A R WA R A ER AL
e. --health-exit-on-unhealthy=BOOLEAN, ERi\ false, Al 375 8% A (e e i) 2 75
AR
f. CMD, i, fERZMNPATIIMS . REMEAN 0 Kxidh, 3E 0 KRR,
L E 7 HEALTHCHECK J5 0 5i1%, HEALTHCHECK FRALE S #5 A
BRI E J . 3#id docker inspect ] LB F. U:
"Healthcheck": {
"Test": [
"CMD-SHELL",
"/test.sh"
]
}!
TEZR A0 G I [ E B
docker run -itd --health-cmd "curl -f http://localhost/ || exit 1" --health-
interval 5m --health-timeout 3s --health-exit-on-unhealthy centos bash
] HC B I T
a. --health-cmd, W%i%, 7ERZBMAPATHGS . REMERN 0 KmkDh, J3E0FKR
PR
b. --health-interval, ERiA 30s, #x AN int6d FFR (G980 AHARHE IR dr 2 AT 1
[ B 18]
c. --health-timeout, ZRiA 30s, AN int64d LR (980 , FAIKES & dr 44T
(AR ] B, AR A AT 55 i 2 A T 2L o
d. --health-start-period, 2RI\ Os, A int64 LR (408D , BV
I‘mo
e. --health-retries, BRIA 3, AN int32 FFR, fiFEARS 7 2k o K B R8s .
f.  --health-exit-on-unhealthy, 2RI\ false, #1528 28 A48 B J& 15 AL A 2% .
He8E8l )G, HEALTHCHECK FHKHL B 245 NA S MWAECE . @il docker
inspect 7] LA F. 40:
"Healthcheck": {
"Test": [
"CMD-SHELL",
"/test.sh"
]
}!
WEHN

BaEaE, AEPIRAT B8 health:starting.

2234 start-period B A]J5 FF4f, LA interval S [AIRE A HHPETE 2548 44T CMD. B
MR A PAT R T, 245 interval BFE], $HAT R K@ 4.

# CMD 4 7E timeout PRI 8] N HAT 8 8, JF HaR[EME )y 0, WIRE 9 — ks
Y, B — AR, ARG, BHaVIREH health:healthy .
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4, 47 CMD iy &£ %L retries A TR, MAE LRSS health:unhealthy . 2R W5 2%
s S AT R A .

5. ZFE#HIRA N health:unhealthy 5, A& — A& RIh S H A FIRESE N
health:healthy.

6. X E--health-exit-on-unhealthy FI1EHL T, WIERZSS FONAER RILBH GEHiIR A
5 137) Ja, @R E RGBS EET BG4 S9ks 430

7. CMD #UT 52 e EmT i}, docker daemon 243X VR 25 b A Ga it 1] 3% BB RN b
Wl IO B A R E . RO REN 5 &R, A, BESMEE
S AT i i A 2 O AH XS B

8 docker ps AT LU I AR

[root@bac shm]# docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES
7de2228674a2 testimg "bash" About an hour ago Up About
an hour (unhealthy) cocky davinci
BATH RS S R EIRES RS E NEREEH . @id docker inspect 1] LLE F|o
"Health": {
"Status": "healthy",
"FailingStreak": O,
"Log": [
{
"Start": "2018-03-07T07:44:15.481414707-05:00",
"End": "2018-03-07T07:44:15.556908311-05:00",
"ExitCode": 0,
"Output": ""
by
{
"Start": "2018-03-07T07:44:18.557297462-05:00",
"End": "2018-03-07T07:44:18.63035891-05:00",
"ExitCode": 0,
"Output": ""
o
}
[MERT Y

o EEAMELENRERERIRES F. 2RERBFEM 5 FiLE,
o EHENMELTANXAERHRSAMA —F L. Dockerfile PR EMFEHFB2EE
FArey: ARCERNMREAE Z6ET M.

e & Dockerfile ¥ 7T YA id HEALTHCHECK NONE & BUH 5| A 694542 b 69t A S BLE ., &
7K % B 4TI VT LAl i B2 B -no-healthcheck & BUH 4012 P o9 BB BLE . NAKFA S FIT R
it e B 4 B As B 48 % 1% T 5 --no-healthcheck £ .

o WHMEATHEMNEEZSHE, * dockerdaemon &k, N EAS REWIT, —HF
4. docker daemon F X B # B, BBEMEEKREL LA starting. Z BEATHNE L.

o MEEREGMBWLERELEAMXSAMIEA T, WHERIIMILZ,
o EREHNHEMEATAAXSHMBEA 0, MBI INELE,
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434 FIESHRE=E

F docker stop 15 1E44 4 containerl 75 #%:
[root@localhost ~]# docker stop containerl

W AT LLH docker kill SR SEZS 4% 14 Bl i 1R 28 25 11 H 1
[root@localhost ~]# docker kill containerl
YRSIFILZ G, ATV docker rm I BRZS 45
[root@localhost ~]# docker rm containerl

9%, & docker rm -f 5 il 5 2 @ 8 T LAR:

[root@localhost ~]# docker rm -f containerl

o &M docker rm -f XXX AHFRZE . anqfd Homs M ER, docker rm 2 ZH& i F2
R, TTRE S EUASS AR O EE TR B o T SR P e A ok il[l%ﬂﬂﬂf‘" i 2
B, S MER R, A SR H

o B 4ufdiH docker kill #ir4. docker klllﬁﬁé\klﬂ‘ﬁ%ﬁﬁ SR A SR,
T8 PO S5 R (5 5 AR BESRRG , T RE S BOIL SRNG5S AT N E 184
[ FUAA A & B B -

®  docker stop 4bT restarting R AT AT REAHE AL 1R, R —DEHMEH
TEBMN, H7EBALET restarting IR, docker stop R’/l\’ﬁ‘%&lﬂﬁﬁﬁ%*%%
SALRIR A, A IR SR E JE FUN M E R RS 3.

e NHEH docker restart N 7 --rm ZEHIAEA . I T --rm SEN A SR IR HE,
RRETHMIEE, WREE—ANINT --rm SR, TS SH LR
W, LR B S ARy, RN T --rm S5-ti B, A ST restart #:4F, nTRES:
MER MR TIRIB H

docker stop/restart J7 t SH(E <0 Rf, RS ABMBARIE stop 55

Stop fJJEFE: (Restart > Stop WifL)

1. Stop X EHLLHMKIE Stop 155 (15)

2. &ﬁ}:£’# SE IR IA] GIXANE ]2 P AN ©

3. W7 EME, WREREEE, Wagtik kilES (9 fERRmGIRH

MAZE L AL s) E X

o (<0 : RN, PNEZAMEMGETPNAEEL, BARHPXAMANT, KXt
H O A BRSO, WA E IR A S B stop 15 5 AL B AL H|

o =0 : FToAS, STREIKIE KIll-9 P

o 0 : RREEMNN, WREFHRECKEE, HRIEKIl-9 BELR

Frblanif H A E A t<0 (bhln t=-1), 15#0R 3 O 528 H 2 IEH 4B signal 15, 405
B TGS, 2T docker stop —H R~ 1E.
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MRAFBBAT Dead 7T, WREREXHRFELT busy KT, FEFNMIBR

Docker TEHAT 2 A MIBRIT, Jefs IR AOCHERE, 2 BB ASIRAESE SN Dead,
JE AT 2 2% rootfs MR ERAE . 24X KRG8 device mapper &b FATRRIRASH, Ht)E
— 3 rootfs HIMH B2 . docker ps -a BEHE = KIMAEAALT Dead R4 . Dead AREH
BRARHRBY, TEER M RAAEICR, F3FHRPAT docker rm FEATMIFE .

= pid namespace F&F, FARRLT pause REZEFRERS stop FME, HM
docker run @& HIT
i --pid S50 IL = pid  namespace IR T2 2%, 7EHUAT docker stop X A%, 4

RYEBPHHELIEEY (LT DR, pause IRZE), 2774 4% docker
stop fr A ERFHIENL, TWEFINKEIRLHE, A RRIEFHITES.

B FNZ ) 5, 155 pause IRAS 414 docker inspect 4 2iif] PidMode X
A 2 2% J2 15 N 7 B docker stop IR . IR EiZ A 4%, 154 docker unpause ¥
TR A EBR pause IRZS, F54 BRI A4k AT .

— Rk, FEOZIE AR AT RE SR A R AN B pid - namespace B TERER S 3L
TS . WR BRI e T DOE S B linux TH, FREUA 28 R
HEFE, i pid  namespace HFEEFFETCVRIR ISR IR, MRk JE 25 AR T DUR H

e  RHUZ %S pid namespace id

docker inspect --format={{.State.Pid}} CONTAINERID | awk '{print
"/proc/"$1"/ns/pid"}' |xargs readlink

e  FRHLiZ namespace I {JZRFE

1s -1 /proc/*/task/*/ns/pid |grep -F PIDNAMESPACE ID |awk '{print $9}' |awk -F
\/ '"{print $5}'

TEATATIE LT, AR RS HBA R 1Z L docker i P72 75 MO IR [ Ry H Wik k. 4
HEERGIRE, EBEH:

docker inspect <NAME|ID>

4.3.6 1EEUIR1E

docker exec EA BB ZMHIEREFEEIN

docker exec B AF L HATHIZE — /NS4 bash &0, 2iBH exec W, BELRIELEIX
K exec EENHGETEEEHE T, FHHAT exit iBH, 52 S8 exit 18 I 4o -F 3= 1915
Bo WISRELE exit IBHIE, exec FJE BRI IRLE JG & IR FFIS4T, BLAE S ShHERERS

Jn_E nohup.

docker rename 1 docker stats <container name>H1$ F H3e

1548 A docker stats <container_name> SZI Wi 288, 244d ] docker rename Ay 44 %%
#Z J5, docker stats 1R R 44 FAGIE S R R 44 T, A Z rename JE 4T
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docker rename #{E restarting KK BEFATRES KK

docker cp

docker login

XF—ANAET restarting IRE B A Z AT rename #AERIIS 5, docker 23 [ AS Bl 75 4 X £
(A KCHCE o T restarting IRZS (2 88 W REIE R ELE B Bhieok, W% —AEER, S
2 rename FEEIR S sandbox ANAELE. E2X rename H#RAEE restarting 52 2 IR A& 28
o

1. ﬁﬁﬁ docker cp [ ﬁ%?%%tlj%ﬂ‘ AR, docker ps AR T A I AN 25 85 () R A AR 45
“f docker cp G5 JE A REHEAT .

2. %F%"ﬁ PLIE root A i84T, 4f# F docker cp v & il =L A —ANE root AR 1) 3C
RN 2e0), SCHEAE R 28 I BLUR fA (242 1% root. docker cp 5 cp v 2 ANFE],
docker cp 2x1& Bl S I B 2548 SO ) uid AT gid 24 root.

47T docker login &, 2% usrer/passwd £ aes (256 L) JN% G R AE(E
Iroot/.docker/config.json, [FiZE A root.docker/aeskey(FUFR 0600), FHKfE=
Iroot/.docker/config.json 1] usrer/passwd. H FiASGEE I 58T aeskey, HEEH A P F
Nk aeskey K5 Hr. aeskey HHE, AE &7 H it docker daemon, %‘B T
login, A " LA push. fil%:

root@hello:~/workspace/dockerfile# docker login

Login with your Docker ID to push and pull images from Docker Hub. If you don't
have a Docker ID, head over to https://hub.docker.com to create one.

Username: example Password:

Login Succeeded

root@hello:~/workspace/dockerfile# docker push example/empty

The push refers to a repository [docker.io/example/empty]

54706288eb33: Layer already exists

latest: digest:
sha256:99d4fb4ce6c6£850£3b39£54£f8ecalbbd9e92bd326761a61£106a10454b8900b size: 524
root@hello:~/workspace/dockerfile# rm /root/.docker/aeskey
root@hello:~/workspace/dockerfile# docker push example/empty

WARNING: Error loading config file:/root/.docker/config.json - illegal base64 data
at input byte 0

The push refers to a repository [docker.io/example/empty]

54706288eb33: Layer already exists

errors:

denied: requested access to the resource is denied

unauthorized: authentication required

root@hello:~/workspace/dockerfile# docker login

Login with your Docker ID to push and pull images from Docker Hub. If you don't
have a Docker ID, head over to https://hub.docker.com to create one.

Username: example

Password:

Login Succeeded

root@hello:~/workspace/dockerfile# docker push example/empty

The push refers to a repository [docker.io/example/empty]

547b6288eb33: Layer already exists

latest: digest:
sha256:99d4fb4ce6c6£850£3039f54£f8ecalbbd9e92bd326761a61£106a10454b8900b size: 524
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4.4 RIGEIE
4.4.1 BEERRK
docker pull. docker build. docker commit. docker import. docker load #A] LA @17 —4
PR, KT XEa LR G ST S HHIREH,
EEEID

WG & docker load 1 docker rmi #4E. G L[R2 a0 AN 254, TRE S EL

IR ]

- HENMERBEETRGT.

- [AIR X% 5 31T docker rmi A1 docker load #:1F .

Fr LA F B R a8 G X Fpdg e (i BT A SRR Q0@ #/E i tag, build, load F1

rmi 3 REE ] e SECOIER, Niz R R IXRIEES mi 3R

R Docker BEEB G Rt l, WIREFEBGHIN, FEFIIME.

H T Docker 7E#/E#1% C(pull/load/rmi/build/combine/commit/import £5) 4% 1% %1

PR R TP 0BG CEAR R F2P (1. BT DA SR AE B AR S0 AR 4 1 2

BHPar, AR S BB G AR Ao A — 3. XA MR IR S E T UE B (F ]

AE/E none BifR), (HELIEAZNER, HH BIENARE 7T XMIEH TN

ZSEH docker rmi MIBRZ 5%, ARG BT Z ATERAE, RAUIKE.

AP SN R AT KSR AR, 1 A TE B B

G H it 2 2 32 docker image & ip P ATIE M, AT T 2L docker build/docker

commit 5 AH G AT A PAT RN, FHATRE S BN HER . EA =T, 35 G

AP B8 A R A R R

{#i F--no-parent 244 build 5e1% 1), WHE £A4> build ZAEFRK 21T, FEH

Dockerfile 5 FROM 814 AHF], NI g =515, 0 AL R HFE oL

- FROM MBBAZ B, MA P RETRE FROM HIBZIE 1T I A2 B BE
%o FREE 41543510 base_v1.0.0-app_v2.0.0, EZF W& B <none>%E14% .

- 4R Dockerfile BT LAAAR M, A AT HE 2 5% B <none>Hi 1% .

AJBESZ4 none $E&RIA=

1.

none S48 218 A tag ME E#1E, L ubuntu ¥ imagelD, A —A> tag /&
ubuntu, WIHIXA tag % 1, {HA imagelD IB7E, FABAIXA imagelD AL R T none
RS

Save B8 [k FE RO BB AR G EE 5 ok, BTDA image JEAT RS, (HE
FLXAN ke — MM R HRE, FTRES: untag D), MRREE1E 1D e, & i%Eit4
A5 % none 1% .

4T docker pull B fiHL, B3 £4; panic, A AEHHN none 4515, N RIFAEG 2
Pk, AT E S docker rmi MR B S S B HT R L

AT docker save PRAFERAZIY, IS4G €% 7 A%EBK ID, N load J5 MR BE WA
tag, HEE 4N none.
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build R RFEIEFRIZERR, BREHRSEERR build KK

H AT build 43 fd e @ 51 THBORGR K, 24 build Ze— MR, REEM
BRI S RO 1 Choldon #:E), — B holdon #AE BT, ZBAGHA 2Bl M B
T, {H2AE holdon Z i, A HARKIMER, &2 ] DAMER B2, 2 build B8 K.

442 BEER
BEAMESY)

docker images

4.4.3 MIBR$R1&

AREM
A81EAF docker rmi — £ XXX IHIBRBE (R, A4t ARG . docker rmi 2 2 L

MR, TR EUA S ECE BB ORI o W SR T AN, A RN B A
B, M MIEREM, AN SBUTEHRRE .

Docker daemon & —/MELEJG G B RGEHERE, docker T 24T RTSEE |5 5 docker
daemon.

WA E T rpm GECE KRGS BT H 2280, winl LAME A systemctl start docker >k 5
5l docker daemon.

docker & SCRFZ AN SHORIA, XS HEEIUE LN 215 -
1 HANPRF ] DS IR i,

docker run -t -i busybox /bin/sh
A LU R
docker run -ti busybox /bin/sh
2. {EmAHBITE B W--icc=true ZJEH bool #r 2 iEIT, WA A X AMEDT,
AR E AL AE 7 2 15 B & B ERE, R A 1 X AN 1) X A4
b AT A k2 A A H B B FME AR RAE, Wi E3) docker  daemon ¥ i I
fliH--icc &I, WER N E T --icc=true, iR AL T --icc I KR 42 --icc=false .
3. fEmA R E B K --attach=[] 2 KL, FRXFKHETA] A2 R E, Wl
docker run --attach=stdin --attach=stdout -i -t busybox /bin/sh
4. fEmAL BT E FH-a, --attach=[1.Z KHETT, FRXFEBRER] LU -a value fi
SE ] DL --attach=value $§72. :

docker run -a stdin --attach=stdout -i -t busybox /bin/sh
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5. --name=" " ZRANETTH ER - DTATE, HEERE K, -c=0 ZRIEIFH

R, Hetk

E— Ko

Z<4-1 docker daemon BEIETEES BIFRE

SHAM

i FA

--api-cors-header

FFRGEFE AP AR CORS k5. XAMEN
TR RERFEAT T R L2 R AL T S FE
A remote APl # & CORS Lz &

--authorization-plugin=[]

TR ARG

-b, --bridge="" HHROEAEMMM %2 Docker &4 H .
VER, A none WUMEHAE RS LI
--bip="" fEH  CIDR HuhboR e B 2l A1 2 1M #r 1

IPo ii%r‘\’ ﬁt@ﬁ*u 'b Z_\‘ﬁ%#ﬁ{fﬁﬁo

--cgroup-parent

NETH A % E cgroup R H 3%

--config-
file=/etc/docker/daemon.json

Ja 7 docker daemon IR B SCAE.

--containerd

¥8 %€ containerd f¥] socket 4% .

-D, --debug=false

JF )5 Debug #3.

--default-gateway

A% IPVA HHE (BRI G

--default-gateway-v6

4R IPVE i hE BRI K

--default-ulimit=[]

IR ulimit {8 .

--disable-legacy-registry

AN SR VS JR B registry

--dns=[] SR 75 2815 F DNS AR 55 2%
Fltn:  --dns 8.8.x.x
--dns-opt=[] & 5E {51 H DNS Hik I .

--dns-search=[]

SR 1) 2 2% 14 45 72 /) DNS #2384 .

filtm:  --dns-search example.com

--exec-opt=[]

BB IB AT I AT IR T
it 7 3 native.umask &7 :
# BEIIALE umask {HA 0022

--exec-opt native.umask=normal

# JEFIHIAR umask [EA 0027 (ERIMED

--exec-opt native.umask=secure

VER N H docker create/run L E T
native.umask Z %) P docker create/run = I fic &
HUE
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SN

iEA

--exec-root=/var/run/docker

TRREFATIRE A7 IR H %

--fixed-cidr="" BETMIEE IP (ex:  10.20.0.0/16) , XANT
WX 1P A 20 T A PN T o
--fixed-cidr-v6 [ L, fH5 IPve.

-G, --group="docker"

EJG 6T, W n Group EIAHR 1)
unix socket L. VER, HJ{SH --group KT
TR, K ERAEER.

-g, --graph="/var/lib/docker"

fic & Docker iz 47 H 3%

-H, --host=[]

fEJE 68048 E socket ghE, WLAGEE — 1K
Z A~ tcp://host:port, unix:///path/to/socket, fd://*
8 fd://socketfd. f5%1:

$ dockerd -H tcp://0.0.0.0:2375
%
$ export DOCKER_HOST="tcp://0.0.0.0:2375"

--insecure-registry=[]

feE AR 2 A ER A, docker BRIAAITA HIEH:
A2 TLS WEFRIRIEZ AR, WERGEAR R
https 7428 #1E 52 docker  daemon A& 2E 1)
WEB MU MLAI AR 1), 5 3l daemon (1B i
Fi 7€ Un--insecure-registry=192.168.1.110:5000, i
FRA G PR AR E -

--image-layer-check=true

TFR Rz e Bk EhRE, WE Y true; KH
ZIIRE, BWEN false. WIREAHZSH, BN
KMo

docker JaZhitf 2 EBR = K 7 Bk, WARBE
R, ARSI BR AT . docker AT
BEBVERIRIN, TEVERR A B 2 S AT H
3, PLREERCME. BRI B R R i S 8 iR
RIS F R, docker B 1R E s 58 B VERL B0 AT
REJCIZ AR - docker i A=A B IR 7 B 4G 2 15 3¢
FRZZHL WERASCRE, /5 2B E S

B

--icc=true Je & A 8] 13815
--ip="0.0.0.0" 2 a4 5 ity 1 IH5E A BRAOA 1P Htuhk .

--ip-forward=true

JRBEhZR % net.ipvé.ip_forward.

--ip-masq=true

fHRE 1P Th2%E.

--iptables=true

J&3)) Docker 7545 F & ST iptable HLM

-l, --log-level=info

BB HEGO.
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SHEMR iR

--label=[] WE daemon Fr%%, LA key=value T % & .

--log-driver=json-file WEA S HENBINE LK) .

--log-opt=mapl[] wEHEIRENSH

--mtu=0 WEAGMER MTUE, MREERENZH,
EHERIN  route MTU, WA BRIA route, &l
WHE B EAE 1500,

-p, --pidfile="/var/run/docker.pid" | Ji5 &2 PID SCHFEE 1R .

--raw-logs WA A (R B AN ANSI it T R H &

--registry-mirror=[] f& & dockerd 25614 FH B A5 6/

-s, --storage-driver="" Sl 25 242 AT IS FH 95 7 147 i 3R 3))

--selinux-enabled=false Ja i selinux 32 FF, 3.10.0-862.14 A L b N ¥ A
AN F--selinux-enabled=true .

--storage-opt=[] it B ARSI S5, A6 3N devicemapper
FIf G % (e.g. dockerd --storage-opt
dm.blocksize=512K) .

--tls=false JA 3 TLS AIEFF %K.

--tlscacert="/root/.docker/ca.pem" | it CA JIFIT I certificate SCLFEE4Z .

--tlscert="/root/.docker/cert.pem" TLS ¥ certificate SCF#E 1% .

--tlskey="/root/.docker/key.pem" TLS ) key XCA/F#& 42

--tlsverify=false R TLS F:fU5 & R 52 P v il v 1 5600 -

--insecure-skip-verify-enforce e Rk e B ENL AR AR, BRI
false CABkid)

--use-decrypted-key=true e AL .

--userland-proxy=true e LO % A userland  proxy.

--userns-remap A AT user iy 44 725 (8] () B P o 36
15t

L AR A TS X HiZ 53
452 RBEE

247 docker SCHFI a4, 1EIBIhEERI 4 AL R LA

ThEEX 5> W

S ThRE
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ThEEXI 5>

e

S ThRE

EHUIAA K

version

E docker fRAS
=

Py

info

% docker R4
FHREE B

(AR YIEPS

Create

i image @l —4
KA

run

i image @l —4
BRIIBAT

start

THa—ofFikis
(iuEas

stop

fEiE— AT

restart

HE A

wait

S — AR
IE, JFTE R
i

m

B 3

o WA B

pause

A BN
Pt R

unpause

PR — A5 25 A
FAF BB R

top

A F AN R

exec

FER O A PAT IR

¥
e
=)
=
H

ps

BEIBITH RS
CANIAEAT 32 50

logs

SR

+ f=
o ]:ll%\

attach

EER-ADHARN
NGEEPN T

inspect

RS i)
5

Py

port

FIH R ES EHL
S I RS

diff

IR [F] 25 B8 AR T84
% F1 [ rootfs AT
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ThEEXI 5>

e

S ThRE

ie]

cp

A ENZ AR
i S

export

B— NI
HREFH N—
tar £

stats

SEIN B A A 5T
Pk R D

images #H%

A2 p— N8 image

build

E—A
Dockerfile 14 —
> image

commit

BT 25231 rootfs
B —AHT
image

import

s tar WA A
TERNSUIE R e B

—~ image

load

M—A™ tar 350
#—~ image

5 image G FEH %

login

Bk — registry

logout

B H— registry

pull

M registry HR7HEL

—~ image

push

¥ — image HEi%
F registry

search

1E registry FF48 -
image

5 image B HA K

images

BRRGH

image

history

HoR—/ image ¥

AL 3 5

rmi

kR image

tag

45 image FIFR%E

save

F—~ image fR7F
| —A™ tar £

HoAt

events

M docker daemon
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4.5.2.1 attach

ThEEXI 5> W S ThRE

SR SE I F A

rename HATH B

Heop g7y 410 — S Bk 4N docker run,i@id docker COMMAND --help n TU%
%*HF” COMMAND 74 # ), ks EC a2 ML . e
A AT

FH¥%: docker attach [OPTIONS] CONTAINER
Thke: Bzl — Mg EmE S

I

--no-stdin=false ~ ANFf{ i STDIN

--sig-proxy=true  AREEFTH BIEHRANTHE S, AMCE SIGCHLD, SIGKILL,
SIGSTOP

ZRUE

$ sudo docker attach attach test
root@2988b8658669:/# 1ls bin boot dev etc home 1lib 1ib64 media mnt opt proc

root run sbin srv sys tmp usr var

4.5.2.2 commit

Fi%: docker commit [OPTIONS] CONTAINER [REPOSITORY[: TAG]]
hig: H—NEALE—AH image

T
-a, --author="" $BE/F¥H
-m, --message="" £ MIEE

-p, —-pause=true  fESREACIIRE P {5 &
ZNiE
BAT A8, RE BRI — M HT Y image

$ sudo docker commit test busybox:test
sha256:be4672959e8bd8a4291fbdd9e99be932912£fe80b062fba3c9bl6ee83720c33el

$ sudo docker images
REPOSITORY TAG IMAGE ID CREATED SIZE
busybox latest e02e811dd08f 2 years ago 1.09MB

2020-03-26

212



openEuler

o IRk 1] 4 Docker 7% %8
4523 cp
FA¥%:: docker cp [OPTIONS] CONTAINER:SRC_PATH DEST_PATHI-
docker cp [OPTIONS] SRC_PATH|- CONTAINER:DEST_PATH
The: TR E A E N 80— BR AR S SCAF O R B LR 4R e b, st
WU ST A B SO 8 DL AR N
VER: docker cp ANSCFEZE 2 A /proc, fsys, [dev, /tmp 25 RUCCIE R G PR B
W EATEERR R SO RGN ISP DL
LT
-a, --archive KE#% DL BIZS S8 1 SO B £ E WA HESITH P (-user)
-L, -follow-link  fif#T FFERER SCAF A 5 BERE
ZniE
1 reigistry 785 H/test H sk 2| EHLI/home/aaa HxH?
$ sudo docker cp registry:/test /home/aaa
4.5.2.4 create

Fi%: docker create [OPTIONS] IMAGE [COMMAND] [ARG...]

DiRE: A image B —PNEIHIAES, HHREI—ANELEM ID, Q2 FERIRESH
docker start 72 J5i 57, OPTIONS H T B asif Xt Fas T e B, A ik & &5
image XA S IACE , COMMAND 15 7€ 2 8% J3 Zh i AT i 2 o

I

F+=4-2 B¥RAR

-a --attach=[] {4 & Attach 2125 2% N 3 FE K
STDIN,STDOUT,STDERR

--name="" 8B B A ) 4 T

--add-host=[host:ip] TEZ5 2% W [ fetc/hosts H1 ¥ il—> hostname 1] IP MLk )
S

e.g. --add-host=test;10.10.10.10

--annotation U B A8 annotations. 51 4057 4% native.umask &0 :

--annotation native.umask=normal # 3RS umask HHN
0022
--annotation native.umask=secure # JAZIMAL umask HN
0027

EEMEEEIE ZSH, WA dockerd i) umask
it & .

--blkio-weight blockio FIAHXI AL, A 10 3] 1000
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2%

SHENX

--blkio-weight-device=[]

blockio B EE (5 B AN E D

-C, --cpu-shares=0

PRI ENL CPU MIMIRTALE, 5 i B XA B3R A
ARG, BT A R SR G CPU iR
SR

--cap-add=[]

N Linux ALBE

--cap-drop=[]

75K Linux ALfE

--cgroup-parent

N ZEE cgroup R H

--cidfile=""

WA 1D 5 248 5E S
e.g. --cidfile=/home/cidfile-test K7 iZ 728/ ID 5 A\ F|
Ihome/cidfile-test 1

--cpu-period

WHE CFS (BT R EESRES) HEFEM CPU .
ZRIME Y 100ms; — f%--cpu-period 2 Al--cpu-quota +&
it &1 1, Ebdn--cpu-period=50000 --cpu-
quota=25000, EMFEWRA 1 4 CPU, %A & LA
50ms FRHX 2| 50%[#) CPU.

1 i --cpus=0.5 1 1 32k 2] [F] ¥ ) 25 SR

--cpu-quota

B CFS(5E4z A~V B SR ms) A2 1 CPU BEA, BRIAAN
0, HI¥AH IR

--cpuset-cpus

B A s P R FUVFIZATHY CPU (0-3, 0,1) . BRIAKA IR
il

--Ccpuset-mems

WE RSP IHREITIBITRNAFANAT A (0-3,0,1), R
5t NUMA R4t 1EH

--device=[]

B EIR B AR INE AT (e.9. -
device=/dev/sdc:/dev/xvdc:rwm)

--dns=[]

R A IR E 1 dns RS 2% (e.g. QIR SSHTHE € --
dns=114.114.xxx.XxX, BF1E %% 5 K /letc/resolv.conf H 5 A
nameserver 114.114.xxx.xxx 3478 55 5k KN 25D

--dns-opt=[]

% E DNS %10

--dns-search=[]

SiR 1) 7 A 5 P i SE ) dins #2384

-e, --env=[]

B B B

--env=[KERNEL_MODULES=]:

TEARAE A NFR e . H BT SCEF Host AL B A A
P, HAEZBMIBRSS Host EAL ISR IERE, HA#RTE
L [H] i 45 %€ --hook-spec 1T, DL # 02 40 1A%
fﬁ:

KERNEL_MODULERS=
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4 Docker %%
¥ SHEN
KERNEL _MODULERS=a
KERNEL_MODULERS=a,b
KERNEL_MODULERS=3,b,
--entrypoint="" 7 7% image 1 E A K] entrypoint, entrypoint % & 7528 J5 5
I PHAT ] i 2
--env-file=[] M= R A B AR &, AN AR B A SO %
1757 #) (e.g. --env-file=/home/test/env, H: 41 env SC 477
T 2B ED
--expose=[] FET—AN25 28 WA s 1, 8 R S0 H )-P IR 0K 2

AT TP i 11 PR 3] SE L FR) — 9 1

--group-add=[]

TRE B INBIES 4

-h, --hostname="" WERR TN
--health-cmd BB B AR EPATH 2

--health-interval

FHAR P A 2 AT (KT TR B I 18], BRIA 30s

--health-timeout

B A A PAT I (] B RR, BRI AT 55 i 2 BT R

--health-start-period

R E B 5 — VAT (R B TR TR ], 8K Os

--health-retries

i RREAS 25 R i R (1 B, BRA 3

--health-exit-on-unhealthy

AP AR R {F IR AR, BRI false

--host-channel=[]

BOE —MEE AR S N EERE S B TS, kel
<host path>:<container path>:<rw/ro>:<size limit>

-i, --interactive=false

W E STDIN T R %A attached

--ip WEAARN IPVA ik

--ip6 W E AN 1Pve Hihk

--ipc e E 2 A ipc A 42 ¥ (]

--isolation 5 8 2 b T

-1, --label=[] BWE ARG

--label-file=[] STA A 3R BUbR 25

--link=[] R FAM A A, XA B TR AL & P s i — LE e e
A% P IR C R PR B8 & K 78 fetc/hosts R In— 2%
Wit Ce.g. --link=name:alias)

--log-driver WHER A HEIKD)

--log-opt=[] wE HEIK B %I
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¥ SHANX
-m, --memory="" B E RS NART, #X<number><optional unit>, I

tounit=b, k, mor g. %S /MEN 4m.

--mac-address

WE 21 mac Hihlk (e.g. 92:d0:c6:0a:XX:XX)

--memory-reservation

WEAESHNAARE, BRil5--memory —E(. Wik N--
memory SEfFEFR &, --memory-reservation J& # R 24ff
H WA IS AR, S3ISRE (RAE RN AR 2
R WA BRI TORAE L ) (EATR—E AN
A . — ] LA --memory —i&4EH, Bl T--
memory FJ T

--memory-swap

WE YN AR oy X R R E, -1 AR
WHRAKE, W N--memory K 2 £i5, BRI SWAP o] Ffi
Fi 55 --memory #H R i) N A7 &

--memory-swappiness=-1

A A i S A A B BIL, DL AR A 1 2 BN
(0-100)

--net="bridge"

WEAERPIMER, 207 1.3.0 BRA K docker A PIA
#i:bridge. host. none. container:<namelid>. ZRilfii
FH )72 bridge.

e Dridge: 1 M ATE docker daemon J& Bl H i FH )
7 ol = M T2 5

o host:7E 754 PN A 3 AL AR 1Y 45 4%
* none: AVl F M 2%
e container:<namelid>: & FIFH ) A — A AR Y 45 %

--no-healthcheck

BLE A AN R

--oom-kill-disable

Z5H OOM killer, EWIIRARE-m S8, BAZRE
i 2@

--oom-score-adj

P EEZR 281 oom KU (-1000 %] 1000)

-P, --publish-all=false

P 25 A% F A BT A g 1 —— B S B ML g 1, Jad 3
LA 3 AT PAVT ) 25 25 N 56, alad  SC 431 docker
port iy 1] DL A HL AR 2% it RN 32 ML 11 L A g e B

-p, --publish=[] WA A ) — i B B AL — AN, format:
ip:hostPort:containerPort | ip::containerPort |
hostPort:containerPort | containerPort, 154 155E IP A8
R ENLTA MR T5 R, W% 48 5E hostPort, &
7~ E 34 B WL S o

--pid BE 2SR PID iy 4 4% ]

--privileged=false

O TRBHINIBR, A T --privileged £, A&
BT AT IF) ERLHI A 1
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SH SHEN
--restart="" B E A A R S B, AT 1.3.1 ARA SRR 3 A
FEDU <

* no: HEFITIER, AHE)T

o on-failure: MFZHE B AIE O B EFEESE, XM
AT PAB I R EE 3 k8, 4 on-failure:5, % #H )5

5 Ko
e always: JCICIR H A4 #R IR H
--read-only BB IAR SO 240 LA R r i A
--security-opt=[] AR A
--shm-size Idevishm &2 K/, BROAE R 64M

--stop-signal=SIGTERM HesE1LE S, BiIAN SIGTERM

-t, --tty=false I3 e — Al £ g

--tmpfs=[] H# tmpfs H 3%

-u, --user="" fREM A EEH T ID

--ulimit=[] ulimit &5

--userns T € AR user iy 44 7 [H]

-V, --volume=[] e B — A H AR R4 A ES, siF A4 e