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iSula i Fl 75 4% 5 BEAH LE docker, & —FlBT a5, SROESE— M2 Bt R
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El-1 BRg—54

APP APP APP

HASEN

docker-containerizer

CLI | | GRPC AP || REST API

Engine

imsge Runtime

1
Daeman
| Server ‘

| Content Service | [ Rootfs service | i | Execution Service |
| i lcr Plugin Plugin
|

F |CR L1
D15k i Oontaimers Comtaimers

| Content Plugin | | Snapshot Plugin

121 #EHFE
iSulad 7T LIS yum 8% rpm a2 PRI & 2E, BT yum & BB @K, M orpm Ay
A TET BT WA, FTUAEEEH yum 224,
X B2 H A 222 07 SRR A 7772
o (HEFE) MM yum %3 iSulad, ZEmAUWIT:

$ sudo yum install -y iSulad

o [ rpm %% iSulad, FFELF# iSulad X ILFTHKHEIEM RPM 1, AR5 F5h%
3. 22dE R iSulad [ RPM AL (Il 2e2E 77 :0AHIAD, S5 4R :

$ sudo rpm -ihv iSulad-xx.xx.xx-YYYYmmdd.HHMMSS.gitxxxxxxxx.aarch64.rpm

122 HEGLE

1221 BE R

BEIARGE (iSulad) k%S daemon y isulad, isulad A] DA i B SCA4HEAT B
B, WarbUEs a7 R TECE, Bl isulad --xxx, LK MERNRE: A
247 77 S B B SO>S TR BB E
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AR

4= K A systemd ‘& 32 iSulad #t42, 44 2 /etc/sysconfig/iSulad S 4+ &9 OPTIONS F#, ¥R T
AT RETERE

o @WmTHR
FE R BIARSS B i, EREGEN ar SATHEATRCE . N Bk ] il LT 4 A
[5) :
$ isulad --help
lightweight container runtime daemon

Usage: isulad [global options]

GLOBAL OPTIONS:

-—-authorization-plugin Use authorization plugin
--cgroup-parent Set parent cgroup for all containers
--cni-bin-dir The full path of the directory in which to
search for CNI plugin binaries. Default: /opt/cni/bin
--cni-conf-dir The full path of the directory in which to
search for CNI config files. Default: /etc/cni/net.d
—-—default-ulimit Default ulimits for containers (default [])
-e, —--engine Select backend engine
-g, —-graph Root directory of the iSulad runtime
-G, —--group Group for the unix socket (default is isulad)
--help Show help
--hook-spec Default hook spec file applied to all
containers
-H, --host The socket name used to create gRPC server
--image-layer-check Check layer intergrity when needed
--image-opt-timeout Max timeout (default 5m) for image
operation
--insecure-registry Disable TLS verification for the given
registry
—--insecure-skip-verify-enforce Force to skip the insecure

verify(default false)
--log-driver Set daemon log driver, such as: file
-1, —--log-level Set log level, the levels can be: FATAL
ALERT CRIT ERROR WARN NOTICE INFO DEBUG TRACE
--log-opt Set daemon log driver options, such as: log-

path=/tmp/logs/ to set directory where to store daemon logs

--native.umask Default file mode creation mask (umask) for
containers
--network-plugin Set network plugin, default is null,
suppport null and cni
-p, —-pidfile Save pid into this file
—--pod-sandbox-image The image whose network/ipc namespaces

containers in each pod will use. (default "rnd-
dockerhub.huawei.com/library/pause-${machine}:3.0")
--registry-mirrors Registry to be prepended when pulling
unqualified images, can be specified multiple times
--start-timeout timeout duration for waiting on a container
to start before it is killed
-3, —--state Root directory for execution state files
--storage-driver Storage driver to use(default overlay2)

2020-02-08 13
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B R
-s, —-storage-opt
--tls
—--tlscacert

"/root/.iSulad/ca.pem")

-—-tlscert

"/root/.iSulad/cert.pem")

--tlskey
"/root/.iSulad/key.pem")

--tlsverify

--use-decrypted-key
default (default true)

-V, —--version

Storage driver options
Use TLS; implied by --tlsverify
Trust certs signed only by this CA (default
Path to TLS certificate file (default

Path to TLS key file (default

Use TLS and verify the remote

Use decrypted private key by

Print the version

--websocket-server-listening-port CRI websocket streaming service

listening port (default 10350)

w~Bl: a3 isulad, FF¥ H SR H%E R DEBUG

$ isulad -1 DEBUG

o MEEXHHR

isulad Fic. & 214 Hy/etc/isulad/daemon.json, & & B U6 B 1 T

B2y | EEXHTO

SHER =i

"max-file": "1",

}

"max-size": "30KB"

-, - “engine™: "lcr" iSulad [1iz17 G
engine i, BRIAAE ler
-G, - "group": “isulad" socket it J& 2 o
group
--hook- "hook-spec': B0t T 2 s o
spec “/etc/default/isulad/hooks/d | k) 4 Tl
efault.json" =
-H, --host | "hosts": BEHR B A<M socket b, 57
"unix:///var/run/isulad.sock" ¥ tep:/fip:port 7738,
port Ju# (0-65535, HF
B 5 o D
--log- "log-driver"; "file" HEIRSACE €
driver
-, --log- "log-level": "ERROR" B HEHH ¥
level 2
--log-opt | "log-opts™: { HEFMKGHES | FTLAFEE max-file, max-
"log-file-mode": "0600", & size, log-path. max-file
"log-path”: "/var/lib/isulad", 1R H BN max-
size & H A & B2 1

B, # max-file & 1,
max-size 4% log-path
fRE HE A %

#%; log-file-mode F 1%
B HE XS

PR, A SR 20y )\
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BESH | BEXHRG SHERE #E
eI, 40 0666,
--start- “start-timeout™; "2m" & sh 2 s e o
timeout i
p, - “pidfile™: TRAF pid B | a8 — DR &5 K
pidfile "Ivar/run/isulad.pid” FHEAEERLE, 4FE
e e WAL L0 5%
-g, --graph | "graph": "/var/lib/isulad iSulad iz 47 (1) BRI ENP
91 BT 4 AL
RH %
-S, --state | "state": "/var/run/isulad" PAT SRR
H
--storage- | “storage-driver": "overlay2" | #%{% fE- 00K MHT H CFFE overlay2
driver 3, Bk~
overlay2
-5, - “storage-opts™: GARAAEIRE) | AT A LT
storage-opt | [ "overlay2.override_kernel | iz & ik 17 Las ek
_Check:true"] overlay .overrl@ei erne
1 check=true # ZBEWNIZMR
N TG
overlay2.size=${size} #
#H rootfs quota FRAN
${size} K/h
overlay?2.basesize=${siz
e} #ZEMT overlay2.size
--image- "image-opt-timeout™: "sm" | B GIRAERERT | -1 BoRABEHE
opt- ], BRIAH i
timeout 5m
--registry- | "registry-mirrors": B8 P st .
mirrors [ "docker.io" ]
--insecure- | “insecure-registries™: [ ] AMEH TLS & | &
registry B BAR 0 PE
- "native.umask": "secure" 57 umask | B A umask fH.
fative.uma e, B SCRFRERL A
secure ‘, N Ej(l)\{ﬁ 0027) .
”éc’gg%j‘jmﬁ "normal”. “secure":
normal # HBIRAR
umask fHN 0022
secure # HBIRAR
umask fH N 0027 (ERIMED
--pod- "pod-sandbox-image": "rnd- | pod ERIMERH B | T
sandbox- | dockerhub.huawei.com/libr | 45 2kl A
image ary/pause-aarch64:3.0" "rnd-

dockerhub.huaw
ei.com/library/pa
use-

2020-02-08
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EESH | iMEXHRH SHRE #iFE
${machine}:3.0"
--network- | "network-plugin®; " B E W &4 S HE oni IS FER, HAl
plugin BRI EiE S FE isulad 7
TR, Rk | AR
MERCE, A
7 1) sandbox H
A loop M F.
--cni-bin- | “cni-bin-dir": ™" &€ cni #dHK | BRI A opt/eni/bin
dir ) 3k
i E
--cni-conf- | “cni-conf-dir"; " FBE cni MZEHC | BRIA M/etc/eni/net.d
dir B
(A"
--image- "image-layer-check™: false | 4515 25% isulad J& shi &G A%
layer- B AT ER e, RS
check=fals fie, WHN JEEIR, AR
¢ true; SSF%I) | BATTH . isulad JEAT4E
Ae, WHEN Boe R IR, TG
false. ERINAIE | KGN A AW SCAEAI
Zi 8 Hk, PAREEE S
DAL A B A DR 4 H 2 3
FIRRA A ER,
isulad F1BE15E YR 2B %
REEG AT ReTCiE R o
isulad hi AL 5 i 75 224
BROXFFZSH, W
RALFr, TENRE
SCAH R o
--insecure- | “insecure-skip-verify- Bool 2571, J& | BRiA N false CRBk
skip— enforce": false 5 b B s o, R isulad
verify- - BHIENLAAR | B yajl json fEHTIE
enforce=fa SUE, BN | WL B
Ky false. 4% | /etc/isulad/daemon.json Fit
BN true I, B E HE Bool 26
A AT R HA AT & json 4% 20
B, SPhdiE BB, isulad 4 13 FHER
PR ENLLAR | E false.
B4 Al
--use- "use-decrypted-key": true Bool 2544, 45 | BUIARCE N true(fs A
decrypted- ERTHHA | mEMFAH), FE:
key=true TN FIFAEH o isulad 14 FH 7 yajl json
HiE N true, R | fENTEEFR S, #1E
AMERAINEE | fetclisulad/daemon.json Fit
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R R 1iSula 7 25| %
EESH | iMEXHRH SHRE #iFE
AR fee | EXBc EAE Bool 2
K false, Fon | BEHARRFE json %3
3 A FIMERT, isulad {4 FH BR
JaEIARER, BD | AME true.
7 AT R
NI
--tls "tls":false Bool 2544, & | BRIE A false, {XHT
EF TLS -H tep://IP:PORT J5 1\
--tlsverify | "tlsverify":false Bool 267, & | A T-H tcp://IP:PORT
HEH TLS, J7 =
F IR AL )
i
--tlscacert | "tls-config": { TLS uEFiAEK | A T-H tep://IP:PORT
--tlscert "CAFile": (I B 773
—tlskey "/root/.iSulad/ca.pem”,
"CertFile™:
"[root/.iSulad/server-
cert.pem",
"KeyFile":"/root/.iSulad/ser
ver-key.pem"
}
- “authorization-plugin™: FFRURIAE | 45T R SCRF authz-broker
authorizati | "authz-broker" HEAE
on-plugin
--cgroup- | “"cgroup-parent: TR, ¥ 5E daemon Ui S AR ERIA
parent "Ixc/mycgroup” EaE 1NN f) cgroup X #E4%, Wik
cgroup IEAE | % ImfE € § --cgroup-
parent, DA% SN
o
HE: WRE 7T 1%
WA, RERE B
B, #&#s B I cgroup &
PRATYRE NE R AT
cgroup 548, TEMIBRZE
i B 75 B M PR 25
7 B HMRAESE A, &
| 2= 32 cgroup B YE5%
M.
--default- | "default-ulimits™: { ulimit 8@ BRI | 70 BRI o2,
ulimits "nofile": { frI2K7, soft{i | i1 “nofile” . PRk
"Name": "nofile", J hard {8 ﬁ?%?')}jﬁjlﬁj };Pflgﬁ
nofile, &M< is.
"Hard": 6400, . )
i Hard $§ s 10 {8 7 B A T
2020-02-08 17
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B R 1iSula &&= 5] %
iESY | BEXHRH SHER #E
"Soft": 3200 T Soft'. Wik Hard
3 ek Soft 5k it
y L IESINZE g2 T8N
¥ 0.
-- "websocket-server- WHE CRI &2 CRI websocket it 2
websocket | listening-port”: 10350 websocket izt | RS WU, K
Ifsig\r/ﬁ:] JIR 55t P S IidiE € T
oort d Ho SR websocket-server-
5 10350 listening-port, DA% i
SHCNRE. I
1024-49151
ZN/IB
$ cat /etc/isulad/daemon.json
{
"group": "isulad",
"graph": "/var/lib/isulad",
"state": "/var/run/isulad",
"engine": "lcr",
"log-level": "ERROR",
"pidfile": "/var/run/isulad.pid",
"log-opts": {
"log-file-mode": "0600",
"log-path": "/var/lib/isulad",
"max-file": "1",
"max-size": "30KB"
s
"log-driver": "stdout",
"hook-spec": "/etc/default/isulad/hooks/default.json",
"start-timeout": "2m",
"storage-driver": "overlay2",
"storage-opts": [
"overlay2.override kernel check=true"
1y
"registry-mirrors":
"docker.io"
1y
"insecure-registries": [
"rnd-dockerhub.huawei.com"
1y
"pod-sandbox-image": ""
"image-opt-timeout": "5m",
"native.umask": "secure",
"network-plugin": "",
"cni-bin-dir": "",
"cni-conf-dir": "",
"image-layer-check": false,
"use-decrypted-key": true,
2020-02-08 18




openEuler

B PSR 1iSula 75 45% 5| %
"insecure-skip-verify-enforce": false
}
AN
2XINEC E 4 /etc/isulad/daemon.json X4 A%, FEARIEEIRE 2 TRE
1.2.2.2 =it ER

XH& R AR

* letc/default/isulad/ 177 isulad 1] OCI At & 3¢
PRV FREAR SO, S
S B EE B SR v B
5 0640, sysmonitor & 7
JEIAAL Ry 0550

* letclisulad/ isulad [ BRIATC B SR
seccomp (1 ERIAFL B SC AR

isulad.sock Ivar/run/ EIEBE N, B
isulad #3815 18 FH 11 socket
A

isulad.pid Ivar/run/ L isulad ) PID, [F)ES
o —AN BT 1) B
£~ isulad 2151

* Irun/Ixc/ CAFBCHE, isula 384T
FEOIEE I SO

* Ivar/run/isulad/ SER I TRZEAF SCH, isulad
BAT R A S

* Ivar/run/isula/ SER I RZEAF SO, isula
BAT R A S

Ivar/lib/lcr/

LCR HMImi H 3%

Ivar/lib/isulad/

isulad IZ1T MR H 3%, 17
AR E . HE
FIERINB AR B

£, mount %%

ivar/liblisulad/mnt/  : &
#% rootfs ) mount &

Ivar/lib/isulad/engines/Icr/

s AR ler RARICE H
S, RARE A H
QOFS EAGELD
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1.2.2.3 2R BRI

o mIFRYE OFKRSBN 200 A45) T, glibc YA AE BRI & T EA AT L
FEVAAEECR (140 10GB) 1. 18 A m FE R 75 glibe A7 BRI
FOBRE], AR WA R, A SFENAAHFECIRE K. ATRUEE B
MALLOC_ARENA_MAX 3 5545 &R/ kg 4L 3 A7 ) 1), 1y L m] AR K ysi 4
BN . HRXAMEA 2 23 iSulad IR MERE T 1%, 7F2H PR
LRI O &

BASRIEN, PATHERERINTE, W LABE MALLOC ARENA MAX N 4. (£ armé64 R4 8 LMt iSulad
HIPERERZTE 10%LAAD

(N ARES:

1. F3h)a5h isulad K35, ATLAEE: export MALLOC ARENA MAX=4, #RJG)83) iSulad RIFT.

2. systemd B isulad M¥g5t, AILMEE/etc/sysconfig/isulad, HhN—2%

MALLOC ARENA MAX=4 H[IF,

e’y daemon $5E % Fhig 4T H s )YE R I
PA--root A, 41 i /new/path/{ Jy daemon 3 ¥) Root Dir I, 1R /new/path/ ~ £
SAEAEA, HHFBOUH Y isulad 7528 10 H RBOCHA R (.
engines. mnt & H %) I, isulad A RE BT EA B RO B YE, A58 .
BREE N H S )& AR .

FrEL, F S A R E S e AT B RSO, xR B S SRR
SO . GV R B BT H SR By isulad T, S R S BN SO IR PR
A RA BT SR i) 22 4 )
o [AEMEH:
A

B EZhestdE:  iSulad & systemd & 22, HE&4d systemd T, REEML
rsyslogd. rsyslog Bika 3t 5 B & & A FR&], =T LA T4 2 /ete/rsyslog.conf L4, 3§
A="$imjournalRatelimitinterval 0"z & 51, X5 Z /& rsyslogd &9k %-BP 7T,

T AT S HUEHT PR ]

i iSulad fr & ATE N, HSEUENT 77205 docker & AR, Xf T-r ATy

SR flag, ANEMEHK flag & 2% flag, R4¥i% flag J5 55— D2k ek flag H

FEAREZN = E AR R flag 23, BARWR:

a. MR flag i, 5 “-7 BN TR R RN TRE S ER flag ChF=
G, =5 ER TR =S RT A flag IZEO .
isula run -du=root busybox %54/ T isula run -du root busybox E% isula run -d -
u=root busybox E¥ isula run -d -u root busybox , 4% isula run -du:root I},
HF- A2 H R flag, KIS HRES. ATl A6 217 040 T isula run -ud
root busybox, (HAHEF XA T, Al R RIE LA,

b. MHK flag i, 5 “--” EEBTFFFREAEN DAY HK flag, HES=
5, W=SIMZR/E K flag, =5 FHRNSE
isula run --user=root busybox

Er T

isula run --user root busybox
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o Jazh—Aisulad %8, AREAELLAE root F S 34T isula run -i/-t/-ti L% isula
attach/exec 1 .

1.2.2.4 DAEMON %% O B 48 E

ik
daemon it AJ LAY E 24N unix socket Bi tep i, FEAEIXEem O AT, 2 ] A
T X v A daemon kTR .
0O
FH 71\ LLEE fetc/isulad/daemon.json ST hosts 7 BCBC B — Al 24N . 2488 F 7
WA AAFEE hosts.
{
"hosts": [
"unix:///var/run/isulad.sock",
"tcp://localhost:5678",
"tcp://127.0.0.1:6789"
]
}
FH P 9 R] DLFE fete/sysconfig/iSulad Hi@id -H 5% # --host it & 3 1. 7 FIRE AT LAASTR &
hosts.
OPTIONS='-H unix:///var/run/isulad.sock --host tcp://127.0.0.1:6789"
Wik A 1 7E daemon.json A4 & iSulad H1¥$E %2 hosts, Ul daemon 755 82 54 BRIA
WS unix://ivar/run/isulad.sock.
PRIl

o JHANH] LAfE etc/isulad/daemon.json Fl/etc/sysconfig/iSuald 5> S04 o [E] S &
hosts, WIFIXAEACR 2 LA 1%, isulad JGVE IR B30
unable to configure the isulad with file /etc/isulad/daemon.json: the following
directives are specified both as a flag and in the configuration file: hosts:

(from flag: [unix:///var/run/isulad.sock tcp://127.0.0.1:6789], from file:
[unix:///var/run/isulad.sock tcp'//localhost'5678 tcp://127.0.0.1:6789])

o FHREM) host /& unix socket, I AZIE A7ER unix socket, 755 LA unix: /M 3k,
S BR G121 socket 445%} %A% s

e FIREM host A& tep Wi, MAAURGVEM tep i, faZ LA tep//" Ik, JEERG
VLI P Hohb A 11, 1P Hulik AT BLA localhost;

o WLUEEEZL 10 MR, it 10 AL B R, isulad JoiEEH R,
1.2.25 B2 & TLS INIESH B IZFEIAIE)
fmik

iSulad >R F C/S #x0it 47 BEit, 7EERINTEAL, iSulad sF 43t FE isulad RpiHT A
Ivar/run/isulad.sock, Kt H BETEACHIE 2 P isula $UAT AR S ERE RS . N T RE
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4Rk TLS IEB

1 isula 7] LAV I 2548, isulad sP4r b 75 2did toprip 5 AU A2 17 1) 1) g
O AT, (UEIS AL E top ip:port HEATHIVT, IXPES SEUFA K ip #0T LLEIL
F isula -H tcp://<remote server ip>:port 5 isulad i&15, &5 SE2 408, KR
P 224 lUAS ) TLS(Transport Layer Security - Z24E8BE M 77 kAT 1L ig i
i) o

o HSCRAVHFIIE A BT

#!/bin/bash

set -e

echo -n "Enter pass phrase:"

read password

echo -n "Enter public network ip:"
read publicip

echo -n "Enter host:"

read HOST
echo " => Using hostname: $publicip, You MUST connect to iSulad using this
host!"

mkdir -p $HOME/.iSulad
cd $SHOME/.iSulad
rm -rf SHOME/.iSulad/*

echo " => Generating CA key"

openssl genrsa -passout pass:$password -aes256 -out ca-key.pem 4096

echo " => Generating CA certificate"

openssl req -passin pass:$password -new -x509 -days 365 -key ca-key.pem -sha256
-out ca.pem -subj
"/C=CN/ST=zhejiang/L=hangzhou/O=Huawei/OU=iSulad/CN=iSulad@huawei.com"

echo " => Generating server key"

openssl genrsa -passout pass:$password -out server-key.pem 4096

echo " => Generating server CSR"

openssl req -passin pass:$password -subj /CN=$HOST -sha256 -new -key server-
key.pem -out server.csr

echo subjectAltName = DNS:$HOST,IP:S$publicip,IP:127.0.0.1 >> extfile.cnf

echo extendedKeyUsage = serverAuth >> extfile.cnf

echo " => Signing server CSR with CA"

openssl x509 -req -passin pass:$password -days 365 -sha256 -in server.csr -CA
ca.pem -CAkey ca-key.pem -CAcreateserial -out server-cert.pem -extfile
extfile.cnf

echo " => Generating client key"

openssl genrsa -passout pass:$password -out key.pem 4096

echo " => Generating client CSR"

openssl req -passin pass:$password -subj '/CN=client' -new -key key.pem -out
client.csr

echo " => Creating extended key usage"

echo extendedKeyUsage = clientAuth > extfile-client.cnf

echo " => Signing client CSR with CA"

openssl x509 -req -passin pass:$password -days 365 -sha256 -in client.csr -CA
ca.pem -CAkey ca-key.pem -CAcreateserial -out cert.pem -extfile extfile-
client.cnf

rm -v client.csr server.csr extfile.cnf extfile-client.cnf
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chmod -v 0400 ca-key.pem key.pem server-key.pem

chmod -v 0444 ca.pem server-cert.pem cert.pem
T FLHAIE A5 3K SO A2 ROV 7 1l

#!/bin/bash

echo -n "Enter public network ip:"
read publicip
echo -n "Enter pass phrase:"

read password

# remove certificates from previous execution.

rm -f *.pem *.srl *.csr *.cnf

# generate CA private and public keys

echo 01 > ca.srl

openssl genrsa -aes256 -out ca-key.pem -passout pass:S$password 2048

openssl req -subj

' /C=CN/ST=zhejiang/L=hangzhou/O=Huawei/OU=iSulad/CN=iSulad@huawei.com' -new -
%509 -days $DAYS -passin pass:S$password -key ca-key.pem -out ca.pem

# create a server key and certificate signing request (CSR)

openssl genrsa -aes256 -out server-key.pem -passout pass:$PASS 2048

openssl req -new -key server-key.pem -out server.csr -passin pass:S$password -
subj '/CN=iSulad'

echo subjectAltName = DNS:iSulad,IP:${publicip},IP:127.0.0.1 > extfile.cnf
echo extendedKeyUsage = serverAuth >> extfile.cnf

# sign the server key with our CA

openssl x509 -req -days $DAYS -passin pass:$password —-in server.csr -CA ca.pem

-CAkey ca-key.pem -out server-cert.pem -extfile extfile.cnf

# create a client key and certificate signing request (CSR)
openssl genrsa -aes256 -out key.pem -passout pass:$password 2048
openssl req -subj '/CN=client' -new -key key.pem -out client.csr -passin

pass:S$password

# create an extensions config file and sign
echo extendedKeyUsage = clientAuth > extfile.cnf
openssl x509 -req -days 365 -passin pass:$password -in client.csr -CA ca.pem -

CAkey ca-key.pem -out cert.pem -extfile extfile.cnf

# remove the passphrase from the client and server key
openssl rsa -in server-key.pem -out server-key.pem -passin pass:S$password

openssl rsa -in key.pem -out key.pem -passin pass:$password

# remove generated files that are no longer required

rm -f ca-key.pem ca.srl client.csr extfile.cnf server.csr

"tls": true,

"tls-verify": true,

"tls-config": {
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PRI

5

1.2.3 #1%k

"CAFile": "/root/.iSulad/ca.pem",
"CertFile": "/root/.iSulad/server-cert.pem",

"KeyFile":"/root/.iSulad/server-key.pem"

JIR 55 S SRR AR IR -

o M 1 (IRIEE ) tlsverify, tlscacert, tlscert, tiskey
o R 2 CARLAER it ): tls, tiscert, tiskey.

2 P SCRE PR U R

o BIFC (1 F & i E BT B IRAE, FARIEL E ) CA BAEARSS28): tlsverify,
tlscacert, tlscert, tlskey.

o i 2(BIE R4S %%): tlsverify, tlscacert.
0 S 7R A A YGIE 7 AT IE R, WA S5 R AR 1, % P s A A 1
SR R B A IE 7 QAT R, AR 25 oo AR 2, P R AR 2,

AR

o KM RPM %3 7 X, R4 78 E 7T i@ i fetc/isulad/daemon.json A%
letc/sysconfig/iSulad & & 14 7%

o AAMLARINIERA £ EINET X, REPAELS R B a2 ot, 5% AREINIES
75 RAAT B

® GRPC friR#ft B &7 iSulad #1748 ¥, W REXEA GRPCAHAX AL, HHEE
% £ GRPC_VERBOSITY #» GRPC_TRACE %% %

I 55 ¥

isulad -H=tcp://0.0.0.0:2376 —--tlsverify —--tlscacert ~/.iSulad/ca.pem --tlscert

~/.iSulad/server-cert.pem --tlskey ~/.iSulad/server-key.pem
% it

isula version -H=tcp://$HOSTIP:2376 —--tlsverify --tlscacert ~/.iSulad/ca.pem --
tlscert ~/.iSulad/cert.pem --tlskey ~/.iSulad/key.pem

E#% iSulad IER/ED RIS

1. ##iSulad K HARMH AT
- A yum TR, HENSE LT
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1.3 FERFE

131 BEFEE

1.3.1.1 BIE R
faik

$ sudo yum remove iSulad

~ A rpm J5 a0 dE, FEEDEK iSulad KK, EIEEA RPM KIS H
U
sudo rpm -e iSulad-xx.xX.xx-YYYYmmdd.HHMMSS.gltxXxxXxxxx.aarché64.rpm

BlR. At volumes LARAIRRCE U= BEER, TZEFEMR. Z5ms
LU

$ sudo rm -rf /var/lib/iSulad

isula create fir > M TEIE —MHA SR Basl B ENEREG I EERE
R, BEE 2RI rootfs (N A HISITHEL. GBI, KA RN ID
i BRI S SERT LA isula start i 4 A SRS AR . FTAIEIAERIRE N

inited JR 7
R
isula create [OPTIONS] IMAGE [COMMAND] [ARG...]
S
create i 2 X FFZHSFH T L.
F1-1 create S BHIIR
frd ¥ i A
create --cap-drop M Linux AR IhRE
--cgroup-parent T E 2 4% cgroup R 4%
--Cpuset-cpus RVFHATIHI CPU (e.g.0-3, 0, 1)
--cpu-shares CPU 3% CRHXI AL E)
--Cpu-quota PR CPU CFS (SE&AFIHFESR)
(1 Fic 2
--device=[] NI —DENL %
-6, —-env WEINAE
--entrypoint JA BRI EIEAT N A5
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--external-rootfs=PATH

faE— N AH iSulad B FEH
rootfs(nJ LA S {2 s 15 ) 45 25
7

--files-limit

VAR N RENS 3T T (1 SCAF AR 5
(-1 R AR

--group-add=[]

TR E BT LA N 2 % 48

--help

ITENHBE 2

--hook-spec

By BC B LA

-H, --host

5 7 B RENY iSulad socket SCE IR

/
17

-h, --hostname

Haw EHLARR

-i, --interactive

B B R B AR IR RN
LR A S bR HE R N ST T

--hugetlb-limit=[]

KIUSCAFFR ], il --hugetlb-
limit 2MB:32MB

--log-opt=[]

HEIRNFE Pk, BN D%
ward O HEDRE, ATLL@E"--
log-opt disable-log=false" T J&

-m, --memory

A PRI

--memory-reservation

WEARENARE, BRNS--
memory — (. H\Jy--memory &
PR, --memory-reservation j& %X
PR s s P A7 Pl e
SENASE (KRG EU AR 22
BT H N ARSI PR LA T
AR — & AR P . —&
A LAAI--memory —#EfEH], HfE /)
T--memory WAL, w/INKEN
4MB,

--memory-swap

IR, NAF + AR, -1 R
AR

--mount

s ERINEB SRS L

--name=NAME

--net=none

o AR X 2%

--pids-limit

RS N RE AT I RE R (-1
o AR

--privileged

BT REY IR
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-R, --runtime BBATIS, SEEF ler”, 2%
KN, FLCR"FI"ler &S5
i}
--read-only WE AR R 8 R
--restart 25 RE H I SR
FR Y57 8% S FF--restart on-reboot
--storage-opt Hie B 25 4 I A2 it SR Bl ade 1
-1, --tty 73T B 24 i
--ulimit R E ulimit B
-u, --user P48 UID, #%4
[<name|uid>][:<group|gid>]
-v, --volume=[] HH— 15
)RR
o ffif--user Bi--group-add Z%k, TEZAE /A BHHTBURIE: user BY group I, 25 a5 Wi IR AT
FHEIE OCI 851%, & M EEM% Y E 52 rootfs ] etc/passwd A1 etc/group SCAEHRS I,
WHRAE IR/ rootfs ST BB & E N FE 45 1) rootfs, IIRZLG I J& host Hi 1)
etc/passwd A1 etc/group SCAF: RIS Y rootfs 22 ZUB&-v All--mount 55442
B, BMREE XS ELAE 5 ete/passwd F etc/group P SCHER), AEERRIY
BARAR, RERSBEIERAN AN AR S (RA7 " iSulad 12 H /engine/%¥
% ID/start_generate_config.json", SCHA% AT
{
"uid": O,
"gid": 8,
"additionalGids": [
1234,
8
]
)
151

B — A S

$ isula create busybox

£d7376591a9c3d8eef%al4£f5d2c2e5255b02cc44cddaabca82170e£d4497510el

$ isula ps -a

STATUS PID IMAGE COMMAND EXIT CODE RESTART COUNT STARTAT FINISHAT RUNTIME ID

NAMES
0 = = lcr

inited - busybox "sh" 0

£d7376591a9¢c £d7376591a9c4521. ..
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1.3.1.2 BB
ik

isula start 4 T B3 — L2 B8 .

%

isula start [OPTIONS] CONTAINER [CONTAINER...]

start iy & LR B BB % TR

F<1-2 start HSESHIIR

w4 ¥ 1k
start -H, --host T & EEREMY iSulad socket ST
1%
-R, --runtime WARIBATHE, S o, 2
KNG, BEHLCR"AI"ler & 54y
il

w15l

A B

$ isula start £d7376591a9c3d8ee%aldf5d2c2e5255b02ccd44cddaabca82170efd4497510el
1.3.1.3 BITRES
g

isula run iy 4 & F T RUE — ANFT IO A8 . SRS A BEHR AR REE R, I

HABAITIR e e . Gl )E, [ HE a2 B E4s. un 4
24T create #A )5 start 2% .

RE

isula run [OPTIONS] ROOTFS|IMAGE [COMMAND] [ARG...]

run ip LS USH TR,
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AULH PR 1iSula 75 #% 5] %
#+1-3 run SEHFIER
me SH Pt
run --annotation BB 9 annotations. 5140137 #F

native.umask 1% 17 :
—-—annotation native.umask=normal
# JEABEIASS umask fEN 0022
—-—annotation native.umask=secure
# BB ASE umask [H N 0027
EENREAREZSEH, WHEH
isulad ) umask fic & .

--cap-add N0 Linux DO

--cap-drop M Linux ZhfE

--cgroup-parent e 2 2 %% cgroup AR

--Cpuset-cpus RYFHATIHI CPU (e.g.0-3, 0, 1)

--cpu-shares CPU 4l CRHXHALE)

--Cpu-quota PRI CPU CFS (SE& A FRFERS)
[ BC A0

-d, --detach Ja BIBIT R T EN A4S ID

--device=[] RNELEBIM—DEWE S

-8, --env WEINEA

--env-file B SR E A A

--entrypoint Ja BRI EIE AT BN

--external-rootfs=PATH F85E — A iSulad B HE T
rootfs(n] LA S e BRI £ ) 45 25
o

-files-limit THHEZR 28 W RS AT T IR S RO 5
(-1 RIRAPRHE)D

--group-add=(] e RN P UL B R g

--help TENFEENE S

--hook-spec ) P A

-H, --host 5 5E BB iSulad socket U
1%

-h, --hostname KTV

—-hugetlb-limit=[] KISCHBRE], Bil4n: —-hugetlb-
limit 2MB:32MB
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-i, --interactive

R B R B A bR RN
LR A S bR AE R AN ST T

--log-opt=[]

HEIRN IR Pk, BRIl
Hasd O HED R, v L@
log-opt disable-log=false" K JF J5 -

-m, --memory

P A7 PR il

-—memory—reservation

WEARNEIRE], BN S--
memory —%{. T\ N--memory &
PR, --memory-reservation j& %K
PR s FH A7 Pl e
SANAE (KRG EU N AFR 2
BT H N ARSI PR LT
AR — & AR PE. —&
A AAI--memory —#EfEH], #fE /)
T--memory I FURAE, H/NREN
4MB,

--memory-swap

IERH, AAF + sgdieasle), -1 R
NS

--mount

HB TN H KB FA T

--name=NAME

o

--net=none

o AR B 2%

--pids-limit

TR A N RES AT B RE R (-1
o AR

--privileged

BT REY IR

-R, --runtime

HABATI, SHCCR ort, g
KNG, HIEE"LCR" AT ler 2 S it
f

--read-only

BLE ARSI R GE08 H

--restart

A S i = 1
R G728 FF--restart on-reboot

--rm

4 BRI N 1B

--storage-opt

Pic B 745 (A i B 2h a8 Tt

-, -tty

7 Be Py 2 3

--ulimit

N A CE ulimit R

-u, --user

H 48 UID, #%3%

[<name|uid>][:<group|gid>]
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Eo el ki1 ] 1iSula 4% 5| %
-v, --volume=[] HH 15
)RR

A SOHFERARIR A, XS MR ASS L E 3R H .
B g 2R A I SCHEFEANRE N init, U@ AL AR, SEE AT LA
I, (B2 attach i3E25 (21T
BTN, ANHEE--net, ERIA hostname 2y localhost.
1 F--files-limit Z54& N —MR/NFME, a0 LB, 33830, iSulad fil% cgroup
THJEREE fileslimit {E, FHAESIEREM PID 5 N 1% 1411 cgroup.procs 3C
f, SRR RS AT L /N0, RS N FrEE 5 2US 30 R USSR 4
2RI
--mount Z%{ fll--volume S [FIRAA7ERT, WS H A A S, W--mount & 1F--
volume 2 J& FEE (K5 --volume Fhff)HE 3 5 78 76 150 o
HvE: BEHEBISEF type SZFF bind B squashfs, 4 type=squashfs i, src
BB A docker 124K type SZF bind. volume. tmpfs.
restart B 5 S B AN SCHF unless-stopped.
DU =155 docker IR[FEMEA—3L, docker iR [F] 127 s 45 451k [F] 125
--device ZHf5 & EN RS AAFAE R
--hook-spec Z%#i & A EERT hook json LA
--entrypoint Z# 8 B A FIEMIAN LS5
i FH--volume Z40 i}, HT 25435 s 2% deviptmx B4 3BT HIBREE 2, [Rbig
Ik ldev H s B A A% dev Hx, MAHH--device Xf/dev T 1R &ER 2% HEAT
H#
2% 1E{FH echo 175 ) run iy &1 stdin A E s, &SR wmRL. MixE#E
¥ echo FHMEAE AT AT S UL LB 4%
[root@localhost ~]# echo 1ls | isula run -i busybox /bin/sh
~C
[root@localhost ~]#
PR AR i RIEM S, XEH T LR S T4 stdin N\ 1s, Ff)5
EOF #E1:HL, 2w AN Ak, S ssumiB e, (H2 I g5 im oik X 7% 1
Uity e 75 e Bk S R A, R AR S5 R A read 2 b, &S EXUT R,
IER BT N :
[root@localhost ~1# isula run -i busybox 1ls
bin
dev
etc
home
proc
root
sys
tmp
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R e 1iSula 43 5] %
[root@localhost ~14#
e f§if host AR B (D fENESBIIXM RS, AR, WA~
M
=1-4 F=EEIE
Host &8 (source) eI (dest)
/home/testl mnt/
/home/test2 /mnt/abc
A
F—AHEOL, HEHE/homeltestl, RS /homeltest2, AP IF L4 F #/homeltestl &
NEFEZRBRIMnt T@OAE, ZIHFETRFHE/Mnt TEHRAEAEabe BE, IHFELTF
# H# /homeltest2 #|/mnt/abc % K .
F_AHEOL, HEHE/omeltest2, R 4EE/homeltestl, XAFFIN, F k9 BEELE
Imnt 49 A 5% 3% 4 lhomeltestl &9 N 2, iXAE 5% — k32 4 /homeltest2 |/mnt/abc 49 A &
7‘?9'[;75‘7{:@] T o
B, NEHFF—MERATX; FMERRFEET BIARIELZT GG
A
o ZHEAYE (FRBH200KE%E) T, glibc 9 GFEEMNBEFHAEZTRARE
MR AR (4= 10GB) 8915, % FIA 2 J 5t KR T glibc R A& S ALH] 69 IR
H, MARANAEEE, FNEFRAGHALRE K, TUELRE
MALLOC_ARENA_MAX 335 % 2 RV AN A6 B R, d BL¥T A RV 4 32
NEBE, B2 ZXANFRET LT iSulad B9 A ERE TR, F&H FARIESIF
OB E .
SN, THYERERINAE, AT E MALLOC ARENA MAX N 4. (ff armé64 fR%528 L% iSulad #)
PERERZIAE 10SLAPY)
[N
1. F3AE3) isulad M35, W LAE#E export MALLOC ARENA MAX=4, #Rf5FJH3) isulad BIA[.
2. systemd &# iSulad W5, WLMEH/etc/sysconfig/isulad, HIHI—%k MALLOC ARENA MAX=4
RIWT,
ANl

BAT BT EES

$ isula run -itd busybox
9c2c13b6c35£132f49fb7£fad24£9e673a07b7£e9918£97c0591£0d47014¢c713b
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e e 1 iSula 7 #% 5| %
1314 F1lER=5
R
isula stop iy & FH T2 1h— AN EABAT P A s . H e h e RS Rk
SIGTERM 155, fEfieEhfiE (BRIAA 10s) WS AEILR, & Ki% SIGKILL.
A&
isula stop [OPTIONS] CONTAINER [CONTAINER...]
S
stop A LR HSH K,
15 stop S BHIIR
e SH TiBg
stop -f, --force SRS 1B IEAEISAT B 2s
-H, --host T 8 BLEHE iSulad socket S
%
-t, --time St 1k, X AN, )5
ekt
2R PRI
o JHE t ZHH <0 B, IEHIIRE ORI 242 stop (55
Stop )53 Stop S ELAR R K% Stop (55 (SIGTERM), SRJ5%54%— & Kt
] GXANEE S AR O, o7 e R S 28k FisiriRas, m
AL RIE Kill {55 (SIGKILL) 385%.
o HINSHtIIE L:
t<0 : RR—HER, NEZAMESRHREFIEY, BRHPXAmAT, £
AT E SR R, WONE SRR A HEL stop 55 FIALEHLH] .
t=0 : FoRAZE, SLHIKZE Kill -9 F%54s,
>0 :  FoRZEEHIE, WERARSEARBY, #AE Kill -9 B,
BTl P <0 (et t=-1), SR B O & %8 1IN 2 IE R A #
SIGTERM. URAZZAE 1155, 23 isulastop —H R
51

PEIE—A 5

$ isula stop £d7376591a9c3d8ee%9al4f5d2c2e5255b02cc44cddaabca82170e£d4497510el
£d7376591a9c3d8eef%al4£f5d2c2e5255b02cc44cddaabca82170e£d4497510el
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ResH P e 1iSula 7543 5| %

1.3.1.5 @F 1 - 585
ik

isula Kill 74 F TR 1k —ANak ZANET P 7.
B

isula kill [OPTIONS] CONTAINER [CONTAINER...]

Kill frd XSRS T,

*1-6 kill hSESHTIR

ms SH Vi
kill -H, --host $6 58 BEFENY iSulad socket SO %
1%
-s, --signal RIEERARES

ANl
e

$ isula kill £d7376591a9c3d8ee%9al4f5d2c2e5255b02cc44cddaabca82170efd4497510el
£d7376591a9c3d8eef%al4f5d2c2e5255b02cc44cddaabca82170e£d4497510el

1.3.1.6 P& 25 25

1.

iR
isula rm @2 e — A a2 A 2858,

RE

isula rm [OPTIONS] CONTAINER [CONTAINER...]

e ZH YL
rm -f, --force SR FERR IETEIBAT A A%
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UL PSR 1iSula 7 4% 5| %
-H, --host T8 8 BLE AR iSulad socket S
1%
-V, --volume bRt Lrs (%iE: H
AT iSulad AN LI AE
2R PRI
o TEI0 IEWIEN, THE (RF LAEE) MIFR— running 248 1B A4 T1,
200 NAERSMIFEE CRETAE 10 #:4E, host 10 IEH) MHER—A running 2 48 T
N T2, T2 (0l T2=max {T1*3, 5} B4,
w5

IR — M R AIRAS A 2 4

$ isula rm fd7376591a9c3d8ee%9aldf5d2c2e5255b02cc44cddaabeca82170efd4497510el
£d7376591a9c3d8eef%9al4f5d2c2e5255b02cc44cddaabca82170e£d4497510el

1.3.1.7 ENEES

ik

2R PRI

isula attach fir 4 F TR 24 AT 2 am RUARAER N < ArdEda AR HERE DO L B IEAE IS TR &
o

isula attach [OPTIONS] CONTAINER

attach iy & L FHFBHSH T L.

#1-8 attach LSS5 HFIR

44 BH iR
attach --help FTENFE LG B
-H, --host & 5E B iSulad socket U %
%
-D, --debug TP debug #5558

e  J5i‘E docker attach ¥ #3 2> ELAEIE NS A%, 1 isulad  attach 2 %% )5 75 B m— /N Bl
AHEN
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AN
NN BITIRE A
$ isula attach fd7376591a9c3d8ee9al4f5d2c2e5255b02ccd44cddaabeca82170efd4497510el

/ #
/ #

13.1.8 EMEZ T
ik
isula rename iy & T EH 4 575

H%

isula rename [OPTIONS] OLD NAME NEW NAME

2

rename M 2 XS HSH T K.

%19 rename LS ETIE

ms SH Vi
rename -H, --host H LR

ZN ]
CRGER N

$ isula rename my container my new container

1319 ERBFHITH®S

Tk
isula exec iy & F T IEAEIBAT U s Pis T — i & o il dT B s & REAE A 45 OB
Hogrhigfr. WA E 1 HE SCHS, PR 2 H 5%

R

isula exec [OPTIONS] CONTAINER COMMAND [ARG...]

exec i LRSS % MR,
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K 1555 1iSula & #8 5| %
#<1-10 exec tpSEHTIFR
s S T
exec -d, --detach GGzttt
-e, --env WEINEA S (#%7F: HAriSulad
AN R ThRED
-H, --host 6 5 ELERENY iSulad socket SCA %
11:
-i, --interactive WA ER, WELRF R AT T
(£yE: Har iSulad rANE A LTh
e
-t, --tty e s (#59E: HET iSulad i
AMEF L ThRE
-U, --user e P 8 SR R AR AT A
IR R

isula exec N EALATSENS, SELNER-it 38, FRSE— ML, B
HA R S NE

2% |sula exec PATHIA, TERIAFHAT G & HFERN, FEH nohup A E 20

SIGHUP %

1§ FH isula exec Lﬁﬂiﬂzli AR IEAT G G F A nohup Frd. SN AZSTE

exec AT HIERE (session B HEFE) BHIN, A5 G HATHIERE K% SIGHUP {3

T, SEEEHEEY, HIUE R,

isulaexec FEANBZRITFREG, AEHITEGREF, SIS HINFEHS .

isula exec $147 5 G AR T A0 T

a. f#H isula exec HE N2 284, isula exec container_name bash

b. ARG, AT script &

c. T exit, SEAuFRI

isula exec HEANBRG, PUTHEREFREMERA isula exec BENBMWIEIT/FE whilel B2, 4

bash BHE, whilel BRFHAZEE, BAIILHRES 15

HFEEE, whilel TR HAERNIVIL bash #HE fork sexec #UTHI, whilel #HEEH| T bash HHFE

FISCAIR, 3 bash iBHR, AWIEREERE, S

console BRI B RIAEM, epoll wait R, HENIERH.

isulaexec ANEEHJE &7 AT, BRI EES HIL-RIEIL A .

isula exec J5 & HAT I W1

i isulaexec A & B S G AT exec, Ul isula exec container_name

script & , isulaexec J5 EHAT, AT HIEIA T AW cat FE— 3, IEH B E X HT

Zam A, R AT LT BB, B e R 10 RO R H i

stdout FIZNME, (ELum AN, AR5 BT EFRETIIRTE cat SCfF, S 4ksE1E fifo

1 buffer L5 NEHE, M7 SN, B8NS RIEAE write 201 L.
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R e 1iSula s 5] %
o  REEMMH exec HUTTH A BIEEIEIA AW, 2 WUEH /bin/bash -¢ J5 X $AT
ZAT 2
BN FH 5t

1 Fi] isula exec container_name -it Is /test | grep "xx" | we -1,/ F 4t it test H F xx [
SN TR exec AT BIA" s Mtest”, Hofr H JEck EIE HEAT grep. we AbEE. exec Fh
ATION"Is Mest It %t 4047, FRER Rz AT A R, 25 RA 1R

JRE: 8 exec AT Is ftest i i A 47, BEXT %5 AT | grep "xx" | we -l
“ SN2 (BT

[root@localhost ~]# isula exec -it container ls /test

XX xx10 =xx12 xx14 xx3 xx5 xx7 xx9

xx1 xx11l =xx13 xx2 xx4 XX6 xx8

[root@localhost ~1#

@D‘(&JE?‘? 3 (€M runfexec AT HA B IEERAF a0, {8 H/bin/bash -¢ 4T
e, RS PHATEERE.

[root@localhost ~]# isula exec -it container /bin/sh -c "ls /test | grep "xx"
| we -1"

15

[root@localhost ~1#

e %5 FffiH echo E’Jﬁﬁﬁ exec A1 stdin FAEIE, = SEBE P in R, MiZE
¥4 echo WHESE N AT SEUE L R4

[root@localhost ~]# echo 1s | isula exec 38 /bin/sh

~C
[root@localhost ~]#

A AT RE LR PR AEIL S, X g T BRI S T4 stdin F N Is, [l
FEOF%&&EX B AR IESE, SRR mIE L, HER S I L X &
Ui TS i Ak A s, R AR SS v R AR read 208 b, A FEUTR
Bo

IR IAT T3 20N :

[root@localhost ~]# isula exec 38 1s

bin dev etc home proc root sys tmp usr var

151
TR T I gsH, 4T echo 4>

$ isula exec c75284634bee echo "hello,world"
hello,world

1.3.1.10 RN BRER

ik
isula inspect $2 it | 2 2R PELH(E B .
R

isula inspect [OPTIONS] CONTAINER|IMAGE [CONTAINER|IMAGE...]
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SR R 1iSula 7 #35]
2

inspect AT &SRS HSH T K,

F=1-11 inspect 9SS TR
wré Y BB
inspect -H, --host T %€ BLE LMY iSulad socket ST
%
-f, --format Al FAEAS A% A A
-t, --time FEE N I [E] PRI RD 2, A AR 20N 8] Y

inspect & i) 7 #4515 BT B,
M 1B AR AL A, BRI
120 ¥, HECE/NTEET 0 1A,
FoRA A A timeout AL inspect 7
HAERE B E—H%R, HIIZR
BAE B RIEIR B

2R PRI

o REHKEIMAS format Ny “{{ State}}” MKk, SZEF “{{json .State}}”
f) json A% Ak dT . 24 inspect BRI, NI EE-F S8

ZN ]
AR

$ isula inspect c¢75284634bee
[

"Id": "c75284634beeede3ab86c828790b439d16b6ed8a537550456b1£9%94eb852clcla",
"Created": "2019-08-01T22:48:13.993304927-04:00",

"Path": "sh",
"Args": [1,
"State": {
"Status": "running",

"Running": true,
"Paused": false,
"Restarting": false,
"pid": 21164,
"ExitCode": O,

"Error": "",

"StartedAt": "2019-08-02T06:09:25.535049168-04:00",
"FinishedAt": "2019-08-02T04:28:09.479766839-04:00",

"Health": {
"Status": "",
"FailingStreak":
"Log": []
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}I

"Image": "busybox",
"ResolvConfPath": "",
"HostnamePath": "",

"HostsPath": "",

"LogPath": "none",

"Name" :

"RestartCount": O,

"HostConfig": {

"Binds": [],

"NetworkMode": "",
"GroupAdd": T[],
"IpcMode": "",
"PidMode": "",

"Privileged": false,
"SystemContainer": false,
"NsChangeFiles": [1],

"UserRemap": "",
"ShmSize": 67108864,
"AutoRemove": false,

"AutoRemoveBak": false,
"ReadonlyRootfs": false,
"UTSMode": "",
"UsernsMode": "",
"Sysctls": {},
"Runtime": "lcr",

"RestartPolicy": {

"Name": "no",
"MaximumRetryCount": O
b
"CapAdd": [1,
"CapDrop": [1,
"Dns": [1,
"DnsOptions": [1],
"DnsSearch": [1,
"ExtraHosts": [],
"HookSpec": "",

"CPUShares": 0,
"Memory": O,
"OomScoreAdj": O,
"BlkioWeight": O,
"BlkioWeightDevice": [],
"CPUPeriod": 0,
"CPUQuota": 0,
"CPURealtimePeriod": O,
"CPURealtimeRuntime": O,
"CpusetCpus": "",
"CpusetMems": "",
"SecurityOpt": [1,
"StorageOpt": {},
"KernelMemory": O,
"MemoryReservation": O,
"MemorySwap": O,
"OomKillDisable": false,
"PidsLimit": O,

"c75284634beeede3ab86c828790b439d16b6ed8a537550456b1£94eb852clcla”,
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"FilesLimit": O,
"Ulimits": [],
"Hugetlbs": [1,
"HostChannel": {

"PathOnHost": "",

"PathInContainer": "",

"Permissions": "",
"Size": 0

b

"EnvTargetFile": "",

"ExternalRootfs": ""

b
"Mounts": [1],
"Config": {

"Hostname": "localhost",

"User": "",

"Env": [
"PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin"
"TERM=xterm",
"PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin"

1,

"Tty": true,

"Cmd": [
nep"

1,

"Entrypoint": [],

"Labels": {},

"Annotations": {
"log.console.file": "none",
"log.console.filerotate": "7",
"log.console.filesize": "1MB",
"rootfs.mount": "/var/lib/isulad/mnt/rootfs",
"native.umask": "secure"

}I
"HealthCheck": {

"Test": [1],
"Interval": O,
"Timeout": 0,

"StartPeriod": O,
"Retries": 0O,
"ExitOnUnhealthy": false

}I
"NetworkSettings": {
"IPAddress": ""

]
1.3.1.11 A BERRER
ETEPUN

isula ps M T & WA ESIER .

’
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1iSula & &85 %

%

w5

131 EERRE

ik

RE

isula ps [OPTIONS]

rd ¥ Y
ps -, --all BN ITH A A
-H, --host T8 8 BLEEAY iSulad socket S
1%
-q, --quiet RERER/LT
-f, --filter o g oL i 2R A
~-format i HEBEAR, 75 B 11 77 =X Hh 2
--no-trunc AR 4 1D HEATEUMTTED
WA BHEE

$ isula ps -a

ID IMAGE

RESTART COUNT STARTAT FINISHAT

0 13 minutes ago -

STATUS PID COMMAND EXIT CODE

RUNTIME NAMES
e84660aa059¢c rnd-dockerhub.huawei.com/official/busybox running 304765 "sh"

lcr

e84660aa059cafb0a77a4002e65cc9186949132b8e57b7f4d76aa22f28fdel016
$ isula ps -a --format "table {{.ID}} {{.Image}}" --no-trunc

ID

IMAGE

e84660aa059cafb0a77a4002e65cc9186949132b8e57b7f4d76aa22f28fde016 rnd-

dockerhub.huawei.com/official/busybox

==}

e

HH

isula restart F T8 5 — AN EE £ A A

isula restart [OPTIONS] CONTAINER [CONTAINER...
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SR R 1iSula 7 #35]
2

restart iy @ X SHSH T L.

2R1-13 restart HpEEMIIFR

me 2 Pt
restart -H, --host 6 5 ELERENY iSulad socket SO %
%
-t, --time St L, XA, 5
Tk

2R PR

o JEEtSHH <O, HHEH CHESIIN S stop 55 .
restart 2> & S5 stop 15178 8% . stop 2 B SR s K ik stop 155
(SIGTERM), RJGZERF—E RN GXAEEEAR MR O, &7 —Eht
(] A R A AT AL T Is AT IRES, 4w &K% kil {55 (SIGKILL) 3%,

o MINSEtINE X:
t<0 : R —HER, NEZSAMEFRETFNMEEY, BAHPXAMANT, £
X E IR LR, NN E SRR S HY stop 155 AL FEHLH] .
t=0 : FAZ, RIKIEKill -9 FZ%88,
>0 : R MR, WRAEJECKRES, #AIEKill-9 2|EDE.
FrCl R A <0 (Bban t=-1), &R H ORISR H 2 IER AP SIGTERM.,

WMREIRBEE T2, =T isula restart —H R~1{E.
w151
AR

$ isula restart c75284634beeede3ab86c828790b439d1l6b6edB8a537550456b1f94eb852clcla
c75284634beeede3ab86c828790b439d16b6ed8a537550456b1£94eb852clcla

1.3.1.13 FF A E=RY

iR

isula wait H T2 — P EiE 2N BIEH .
%

isula wait [OPTIONS] CONTAINER [CONTAINER...]
S

wait i &L B HESH TR,
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A PG 1iSula 75 7% 5| %
F1-14 wait LS SHTIR
ré S TiBg
wait -H, --host i 2 BLEREY iSulad socket ST %
%
/ PHZE, BEBEMSTI, REHTHR
ALY
15l
SRR AR

$ isula wait c75284634beeede3ab86c828790b439d16b6edB8a537550456b1f94eb852clcla

137

1.3.1.14 BEERSEZHHIEER

ik

isula top H T &FAHETHHEER .

%

isula top

[OPTIONS] container [ps options]

top M XFHFSHSH T L.

F<1-15 top BpLSHIIER

W ¥ A
top -H, --host Tt & TEEHY iSulad socket 1%
(&
/ IS T A R E B
w5
il REE R
$ isula top 21fac8bb9ea8elObed4313c8acea’65c8b4798b7d06e043bbab99fc20efa’72629¢c
UID PID PPID C STIME TTY TIME CMD
root 22166 22163 0 23:04 pts/1 00:00:00 sh
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1iSula & &85 %

7

1.3.1.15 EERHFZEANRIR

\

iy

isula stats F S Eos SR H S HE S .
B*
isula stats [OPTIONS] [CONTAINER...]

stats i & LSS H TR,

7<1-16 stats fpSESHFIER

W M

Lz

stats -H, --host

¥8 7 B REN iSulad socket LR

/
7"

WA RS (BRAR BoRigfrh
I as)

--no-stream

AR TT U stats,  HFTEISE—K
gk

]l
SR GIR MG B

$ isula stats --no-stream

21fac8bb9ea8elbed4313c8acea’765c8b4798b7d06e043bbab99fc20efa72629c

CONTAINER CPU % MEM USAGE / LIMIT
PIDS
21fac8bb9ea8 0.00 56.00 KiB / 7.45 GiB

1

1.3.1.16 SREVA R/ HE
ik
isula logs A T3k XA 2 11 H &6

H%

isula logs [OPTIONS] [CONTAINER...]

MEM % BLOCK I / O

0.00 0.00 B/ 0.00 B
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SR R 1iSula 7 #35]
2

2R PR

Pl

logs 2 X RS E K.

#1-17 logs S EHTIR

e Z¥ B
logs -H, --host ¥ 52 B P2 iSulad socket ST #4
%
-f, --follow PRIER H B
--tail WonHEATH

s an

o AR logs HAEILRIIRE, BRUNITEIRS, FERM A LS isula create --
log-opt disable-log=true &% isula run --log-opt disable-log=true 5%/

RAUEAS H &

$ isula logs 6al44695f5dae81e22700a8a78fac28b19f8bf40e882756803329¢c7d4£742406
hello, world

hello, world
hello, world

1.3.1.17 R 5 aEFE#EN

A
isulacp HT2455 ENLZ B EHEFE L.
%
isula cp [OPTIONS] CONTAINER:SRC_PATH DEST PATH
isula cp [OPTIONS] SRC_PATH CONTAINER:DEST PATH
S
cp iR X RS S K.
#*1-18 cp WL BHTIFR
frd 4 VL
cp -H, --host T & BEREHY iSulad socket 1%
1%
2020-02-08
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AR 1iSula 75#% 51 %
)R PRI

e iSulad 7EFATHE UK, AS2xH:#k/etc/hostname,  /etc/resolv.conf, /etc/hosts =43
. AL XT--volume Fl--mount ZEfE N IS EHEE ] host,  Jilr DAXTIX 26304 (1)
P2 DU 2 SR R SR G SO, AN 2 EL S S K SO p
[root@localhost tmpl# isula cp b330e9be7l7a:/etc/hostname /tmp/hostname
[root@localhost tmpl# cat /tmp/hostname
[root@localhost tmp]#

o iSulad fEMF I SCHEY, NS ST ZR G5 b RIDREARE o 1 SR B0 R A 2R T 1)
Wr, e B, FrUAERE DU, an SNSRI, [R) 44 ST S e i i 7
NS A ERIEA ST, R 44 R SOA e ol i ) 75 2 A ST A
[root@localhost tmpl# rm -rf /tmp/test file to dir && mkdir
/tmp/test file to dir
[root@localhost tmpl# isula exec b330e9%be717a /bin/sh -c "rm -rf
/tmp/test file to dir && touch /tmp/test file to dir"
[root@localhost tmpl# isula cp b330e9%e7l7a:/tmp/test file to dir /tmp
[root@localhost tmpl# ls -al /tmp | grep test file to dir
SR 1 root root 0 Apr 26 09:59 test file to dir

o iSulad 7F cp #IidHE, 288 freeze (3, EH NG, KERIHEIT.

ANl

T Hlitest/host H 3k #% U1 3| 25 4% 21fac8bb9ea8 [/test H 3% N
isula cp /test/host 21fac8bb9ea8:/test
B 25 2% 21fac8bb9ea8 M) iwww H 32 UL B L Aimp H 3

isula cp 21fac8bb9ea8:/www /tmp/

1.3.2 X #F CNI 4%

1.3.2.1 ¥R

1.3.2.2 %0

SEEN CRI 1632 CNI Z8 K68 17, A3 CNI LR IC B SO IfRHT . CNI IRZS RN
FLEH . Pod FE ST HEMIZE I, 5] i@ canal 2525 28 W 3R LR AL 25 B g, TR A
B CRI 2 Remg A1 canal SERLAHE, I HAF] canal FI#:10, N Pod $eft 28 6L 17,

CNI T el W, F 395 & CNI LS FE & A1 Pod Fit B HF CNI 28 AH 5% i T,

o CNI MR EFLMFEN, FE 2 isulad 52 CNI N ELE T fE 842 . CNI
WX 288 41— 30 1) SO T R A DA R A FH A P 2545550 3R 1-19.

e Pod FCE F CNI MM RHII, FEE W E Pod MARIBIN CNI (4512, ERIA
1550 Pod H 2 A 2| default CNI WX 25-F i, A] LUBEIE %A B Pod A Z] 2>
CNI 2T o
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Har I 157

1iSula & &85 %

7=1-19 CNI M4EECEIEO

WEIT FLE X AR
W E CNI &g 45—t | --cni-bin-dir | "cni-bin-dir": | ki Jy/opt/cni/bin
IS AR B8 AT
U CNI 4 RLE SCfF | ~-cni-conf- | “cni-conf- | R&ieiffi H % FHIFTH 5
BT e 4% dir dir": ™, 2% 444" conf". ".conflist" !
"json"f 3. BRIA N
[etc/eni/net.d
Fi 2 W 4 --network- | "network- B E P2, BRI 7
plugin plugin™: ™, | %, FRTMKHLE, Al
) sandbox £ loop M+~
XCHF oni FIES 5, HAhAE
B4 S8 isulad j38h %k
.

BRI CNI X 2% Bic B 7 =X

£ Pod AL & SC 141 "annotations" 1, 3 in— J5i"network.alpha.kubernetes.io/network™: "

281 [ e .5

W 2% P T ELE N json kg2, L& I

® name: 157 CNI MZ&-F 1[4 5
e interface: 5 EM L ORIHZ T

BEfF CNI 25 I B 7 SR B3 T

"annotations" : {

"network.alpha.kubernetes.io/network":

\"ethl\"}"
}

1.3.2.2.1 CNI MI4&HL & i FR
CNI 2T B A &AL, SopF% R #8 json:
o MWLEIHALE, LA.conf Fljson AJEARHISCHE: BRI B WS 2 WM R 1-

27,

"{\"name\": \"mynet\", \"interface\":

o W TIHACE, Llconflist a8 BARKIEC B I0EZ WM R AR 1-29.

1.3.2.2.2 fin A\ CNI 453K

B 5 iSulad Et & T --network-plugin=cni, 1fij L% # 7 default W& AL E, AL
3l Pod [R5, 4> E 34l Pod I F default I F1i. W157E Pod (L & B & T I
IS E, T84 53 Pod IS gt 234t Pod N 213 5 B i i 2 ~F- [ v

Pod Fic. & 1 Al /A 2% A 5 38 A port_mappings 3, 1% & Pod K DM < &, BB
77w
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"port mappings": [
{
"protocol": 1,
"container port": 80,
"host port": 8080
}
]

e protocal: F/xBLFHE AL, CFFtep (H 0 AR, udp (A 1 ARIHD;
®  container_port: TR A WLE H 22 port;
e  host_port: F/NHLEE] FHLH port.

1.3.2.2.3 IR CNI (48513
StopPodSandbox FEE, 21 FEE B CNI &3, 35 FE R 28 A0 S B R

1. 778 A RemovePodSandbox 4 v Z 7T, %' %8 —k StopPodSandbox 4% &

2. StopPodSandbox 7 Bl CNI 30 % 0k, S &ML K RAKY, & canal 284 i 7%
¥,

1.3.2.3 {EF BRI

e cniVersion FIfRAS, 4ATH 45 03.0 M1 0.3.1. BT/ AT REFE 254 0.1.0 A
0.2.0, #ixHEITEIN, R 7 0.1.0 f10.2.0 MR EE.

o name: WAURNETFLRF. B CPLEVARG VRS BETE N E TR AR T
1 KA 200 N 747

o FCESCMNEAGEE 200 4>, HANECE S RNANVETE IMB.
o VIRZIEMZH, TEMRIELIMGTFRRIE, A7 EMEHRAESHR UA

5 N3 netconf.json S b
133 B RIEEE
1.3.3.1 BFEHHZE

ik

% E) B 2 9% 55 host 22 [A] ] LL3E = namespace 15 ., 4% pid, net, ipc, uts.
%

isula create/run B {3 4] namespace RIS HOLE TR, BAASHI T S8 5%
S

create/run i 7] LA 7€ R A4
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w5

SHm

SRR

B{E3ERE

--pid

i e B E Y pid
namespace

[none, host,
container:<containerID
>], none KiRA
=, host #7815 host
FLH namespace,
container:<containerID
>FR 5
containerID 3L E[F]—
> namespace

--net

88 EIL A net
namespace

[none, host,
container:<containerlD
>], none Fix A3t
=, host &/~5 host
A namespace,
container:<containerID
>SRN EGRE
containerID 3L [E]—
> namespace

oA

--ipc

fe e B E N ipc
namespace

[none, host,
container:<container|D
>], none F/RAIE
=, host &/~5 host
FLH namespace,
container:<containerID
>TSS R A
containerID 3L [E]—
> namespace

i

--uts

8w EIL A uts

namespace

[none, host,
container:<containerlD

>], none F/RAIL
=, host £/~5 host
FL ] namespace,
container:<containerlD
>SERNG A
containerID FLEE[F]—
> namespace

o

R AR

AT

container:<containerlD> Bl\], #0:

isula run -tid --name test pid busybox sh

/> pid namespace, fFiz

isula run -tid --name test --pid container:test pid busybox sh

TN, E#En L--pid
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1.3.3.2 [R#IZ1TRTRY CPU HiR

R
AT DL 2 PR ) 25 45 10 % 30 cpu BEIRAR -
R
isula create/run B} B cpu #H G [Z PR il 2548 110 2 0 cpu B5IRME, BARSHUIUE I
I E 2 U
S
create/run I 7] LAFE5E T 3124
SHIN S¥RAA B{ESEE BEWIE
--cpu-period PR #2287 cpucfs | 64 fi7 3% (int64) 4
RN FHE) H
1
--Cpu-quota PR A2 cpu 64 {7 54 (int64) %5
cfs(5e 4 A IR )
HfiRE
--Cpu-shares BRAIZE S cpu M | 64 78K (int64) %5
XL
--cpuset-cpus PRAIRSE P cpu | 47 [HNERE | &
Bl ) cpu di 5, ARGE
FE A ML B cpu %L
&, e L -
3 8# 0,1.
--cpuset-mems PRI 74 cpuset | AR [EONERE |/
18 FH ) mem 5 £ ) cpu g5, ARGE
FE A ML B cpu %L
&, luner L -
3 8% 0,1.
51

U T BRI A A% AR R E 1 cpu, TEIZATASARET, E#n F--cpuset-cpus number
Epﬂ, ﬁ[:l:

isula run -tid --cpuset-cpus 0,2-3 busybox sh
AR

RERERY), wHL “EMENEERFE” FT,
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1.3.3.3 RIS TRIHIAN7E

R
Al LU S5 R  252% 03 TN AAE B R .
A&
isula create/run B I P A7FH 5 1R 2 B3 BIR 1) 25 2% 10 25 T00 A A4 B PR, B S 50 R B
W SHFIE.
S
create/run I 7] LAFE5E T 3124
SHIN S¥HA BETEE =HWIE
--memory PR ZRAE R N A | 64 B H(int6d), | 75
i LBR ERAETE, 0K
RARE (R
#D 5 BT LLA
23 (byte), KB,
MB, GB, TB,
PB.
--memory- PRI B NAER | 64 ALEBEH(int64). | &
reservation L ERAETR S, 0K
RARE (R
#D 5 BAIAT LA
23 (byte), KB,
MB, GB, TB,
PB.
--memory-swap PR sshAs ey | 64 A EE(int6d). | &
170 EBR ERN-1 sE 3L -
1 R AR, 0
FARAUE ORR
#D 5 BAIAT LA
23 (byte), KB,
MB, GB, TB,
PB.
--kernel-memory PRI NN | 64 8% (int6d). | 7
17 R (EWSE|S7E- S
RABEE CRR
HD 5 AT LLA
7% (byte), KB,
MB, GB, TB,
PB.
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SR R 1iSula 7 #35]
P

W TR Z RIS 2NN EIR, RIS T3 n, BE4hn F--memory <number>[<unit>]
ROm], .

isula run -tid --memory 1G busybox sh

1.3.3.4 [R&IE1TETAY IO RIR

A
A LA 2 R ) 7 s e A B
R
isula create/run i i F--device-read-bps/--device-write-bps <device-path>:<number>[<unit>]
KIR A w P B i S .
SH
create/run i 45 5 --device-read/write-bps Z 4.
SHm SHA EVESEHE BEWIE
--de_vice-r(_aad-bps/-- PR ZS 241 | 64 ALEEAL(int64) . @
device-write-bps | ik i/ 5 ik B IERERL, AT
N0, 0FRAE
B OCRIRSED ; H
KAy LLAZE (byte),
KB, MB, GB,
TB, PB.
15

WA FE R G AR NSRS, fEEiTA4Sr, EEMN k--device-write-bps/--
device-read-bps <device-path>:<number>[<unit>]RI A, 40, FRHIZ4E busybox ¥ #%
[dev/sda [FJiEHE N IMB &R0, N4

isula run -tid --device-write /dev/sda:1lmb busybox sh
PR 5 P R i 2 T R

isula run -tid read-bps /dev/sda:1lmb busybox sh

1.3.3.5 PR#IE 2 rootfs FFHEZS (8]

ik
1E extd A overlay2 i, 7] PL# B ARSI RARAL, LNk E A B8R
HiN5G, B AN 10G.
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B e 1iSula 75 45% 5| %
ZAR MRS extd UM RS project quota THRER LI, 7E NSRRI N, @R
i SYS_IOCTL # & ¥/~ H %1 project ID, il 2451 SYS_QUOTACTL #%
BRI project ID [ hard limit A1 solft limit {234 2 BR A H ).
%
1. HEiER
A RG0S HF Project ID 1 Project Quota J&E, 4.19 AW IZ C4 S0 R, AhHIE
e2fsprogs WA T 1.43.4-2,
2. (ERAREES overlayfs 2 i, 75EXIANF AR upper H A work H 31 B AR 1)
project id, [FII ¥ B 4kAKIET, {EA#HEE overlayfs 2 J5 A oV FHZ L4 project id
N A B
o B R TR AR AR A AR P AT
4, daemon NN L E
-s overlay2 --storage-opt overlay2.override kernel check=true
5. daemon SCHFLL ML, TN A T B BRI PR,
--storage-opt overlay2.basesize=128M i & ERIAFRHI 1) K/N, #7 isula run i 45 5E
T --storeage-opt size T, LA run B ERAERL, # daemon PR isula run BFERAS
Fam KA, MERTRASPR A
6. TEITE M &S Project ID Al Project Quota J&
— g U RS FF mount
# mkfs.ext4 -O quota,project /dev/sdb
# mount -o prjquota /dev/sdb /var/lib/isulad
S
create/run I 45 %€ --storage-opt Z%{
SHIR S¥HA HESERE mEwWiIk
--storage-opt BEL i 25 2% rootfsSize fift AT tHi¥I K /Ny int64 | 15
size=${rootfsSize} | rootfs 72 | JFE A LAF T RRIIIES, Bk
7 [H] AN B, WAiEEN
([kKmMgGtTpP])?[il]?[bB]?$
15l

£ isula run/create fiy 217 _LiE i EF 2% “--storage-opt size=<value>" K% &[R4, H
i value & — /N IEEL, A7 AT DU [KKmMgGETpPI?[il]?[0B]?, AN BAT I ER A
AR

S [root@localhost ~]# isula run -ti --storage-opt size=10M busybox

/ # df -h

Filesystem Size Used Available Use% Mounted on
overlay 10.0M 48.0K 10.0M 0% /

none 64.0M 0 64.0M 0% /dev

none 10.0M 0 10.0M 0% /sys/fs/cgroup
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YR

tmpfs 64 .0M 0 64.0M % /dev
shm 64 .0M 0 64.0M % /dev/shm
/dev/mapper/vg--data-ext4l

9.8G 51.5M 9.2G 1% /etc/hostname
/dev/mapper/vg--data-ext4l

9.8G 51.5M 9.2G 1% /etc/resolv.conf
/dev/mapper/vg--data-ext4l

9.8G 51.5M 9.2G 1% /etc/hosts
tmpfs 3.9G 0 3.9G 0% /proc/acpi
tmpfs 64 .0M 0 64.0M 0% /proc/kcore
tmpfs 64 .0M 0 64.0M 0% /proc/keys
tmpfs 64 .0M 0 64.0M 0% /proc/timer list
tmpfs 64 .0M 0 64.0M 0% /proc/sched debug
tmpfs 3.9G 0 3.9G6 0% /proc/scsi
tmpfs 64 .0M 0 64.0M 0% /proc/fdthreshold
tmpfs 64 .0M 0 64.0M 0% /proc/fdenable
tmpfs 3.9G 0 3.9G 0% /sys/firmware
/ #

/ # dd if=/dev/zero of=/home/img bs=1M count=12 && sync
dm-4: write failed, project block limit reached.

1040 records in

9+0 records out

10432512 bytes (9.9MB) copied, 0.011782 seconds, 844.4MB/s
/ # df -h | grep overlay

overlay 10.0M 10.0M 0 100% /

/ #

1. BRBUAERX rw 2
overlay2 ) PRATEEN G 281K rw 21, BRI KN HEN
2. WIRSCFEHAERE.

W AZ D5 SCFF extd (1) project quota Thag, FE7E mkfs {5 2 n -0
quota,project, %A %% N _E-o prjquota. AT — NN L, FE{# ] --storage-
opt size=<value> I #R A .

$ [root@localhost ~]# isula run -it --storage-opt size=10Mb busybox df -h
Error response from daemon: Failed to prepare rootfs with error: time="2019-04-
09T05:13:52-04:00" level=fatal msg="error creating read-

write layer with ID
"a4cO0eb55e82cb5e4eedb0£f4ee07£80cc2261cf31b2c2dfd628falfb00db97270£f": --storage-
opt is supported only for overlay over

xfs or ext4 with 'pquota' mount option"

3. PRIV

a.  PRHIMEEE AT isulad 1) root FTTE4) X (1) size I, 7EZ 2% N H df & 21 SC1F
RAGNVENE A2 isulad 1] root FITTE 73 X 1 size, 1AW B TIBRA.

b. --storage-opt size=0 fLEARH], H B ARE/INT 4096, size KIS N 14
T, WERIE RS NN AT, NG b R, GnEE size=0.1 SLFR
AT size=0 APRM .  (ZrHENAE T o B8ORS B BB, B
0.999999999999999999999999999 5 1 M, HAKK 9 FIMNEUAF THE AL
ATREAFAE 225, W% B 4095.999999999999999999999999999 L 4096 Z54fr, H:
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EIEMELD , HFE isula inspect TR JF MG AITIEER, WRES/NT
W, T EAT ARSI

c. PR#IMEETIL /NS, Hhln--storage-opt size=4k, T AES SRR B LIEIEE,
A B A A B T B — e

d. bE—&Ja35h isulad i, isulad [ root I 7 73 X £ 4N 0 1 -0 prjquota &1, iX
A BT AIN, A E— IR B G 1) quota [R5 4% 1 1 B A A A K

e. daemon i i 4ii--storage-opt overlay2.basesize, H:H{i i [l 5--storage-opt size
AHIE

i 7€ storage-opt N 4k B}, RHEJA LA docker % R

i %50 storage-opt size=4k A451% rnd-dockerhub.huawei.com/official/ubuntu-
arm64:latest 1Z4T A4 .

docker J2 Eh 2.

[root@localhost ~]# docker run -itd --storage-opt size=4k rnd-
dockerhub.huawei.com/official/ubuntu-armé64:latest

docker: Error response from daemon: symlink /proc/mounts
/var/lib/docker/overlay2/e6e12701dblad88636c881b44109a807e187b8db51a50015db34al
31294fcf70-init/merged/etc/mtab: disk quota exceeded.

See 'docker run --help'.

RERESANRE, R

[root@localhost ~1# isula run -itd --storage-opt size=4k rnd-
dockerhub.huawei.com/official/ubuntu-arm64:latest
636480blfc2cf8ac895f46e77d86439fe2b359al1ff78486ae81c18d089%bd728
[root@localhost ~1# isula ps

STATUS PID IMAGE COMMAND EXIT CODE
RESTART COUNT STARTAT FINISHAT RUNTIME ID NAMES

running 17609 rnd-dockerhub.huawei.com/official/ubuntu-armé64:latest /bin/bash 0
0 2 seconds ago - lcr 636480blfc2c

636480blfc2cf8ac895f46e77d86439fe2b35%9a1f£f78486ae81c18d089%bbd728

FERBA GRS RE T, IR T EAER 431 rootfs B8 42 N EIE M, HHEGBAS L
FHRIR/NEEE 4k, BLURET () quota 15 & 2 4k, WIAIEE SR 58 2RI

docker 7E A A s AR, 25t isulad B & 2 0HEEE S, H THEE host B 1)
SR R 2528, f/proc/mounts, /dev/ishm 45, 1 B A A% P A B RAEAE IR B
i, M2z, ARG FE R EE 2 SECCHRIE R, TR A 85 3R M

BEPRIBAPNERLES, MHBRARER, 808, Wiproe, Bi/sys
SSPRAEAFAERS, Ao, HAH R4 md-
dockerhub.huawei.com/official/ubuntu-arm64:latest 7= & & 4 /proc, /Isys &5, [K#&
MEBVE SRR, WASEH OB, SRERA SRS AL
WA NIIEX —d R, HEAAE SN md-
dockerhub.huawei.com/official/busybox-aarch64:latest I, H1-T-1%451% N I /proc 17
T, BEPBRE ).

[root@localhost ~]# isula run -itd --storage-opt size=4k rnd-
dockerhub.huawei.com/official /busybox-aarch64:latest
8e893ab483310350b8caal3b29%eca’cd3c94eae55b48bfc82b350b30b17a0aaf4

Error response from daemon: Start container error: runtime error:
8e893ab483310350b8caa3b29%eca7cd3c94eae55b48bfc82b350b30bl7a0aaf4:tools/lxc star
t.c:main:404 starting container process caused "Failed to setup 1lxc,

please check the config file."
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5. HAbuiH.

BRI HERY isulad VIS BRI, 7 ZOREAY) A Bl 4 148 1T priquota it

TiHE#L, Hivar/lib/isulad/storage/overlay2 H % 1#E#k 77 205 var/liblisulad AH[H .

ERZY:

Y 35 48 F 0 F 4% 8 var/lib/isulad/storage/overlay?2 &9 H 4K &k #7 o

1.3.3.6 BRHI= ZFA M H-AIRE

iy

A LA I 2 B PR ) 2 2 R AT AT ) S RO AR A

%

isula create/run B f FH --files-limit >k R 1 25 28 5 m] PAFT FF B SO A0 R 5L

create/run B 45 52 --files-limit %4,

SHm

S

EUESEE

BB WIE

--files-limit

R 1 75 48 F T LAST
TS RIS L

64 f7 EH (int64).
AN 0. fi, {2
AReEE 2 11 63
Wik 1, 0. fit
TR AR 1

(max) o

BT et i
e 2w T —
LI, BT CACAE
AEEW B IR,
AR BT REAZ
files limit F PR i

Can S5 B 15U
T4 C &I
RN, 2 FE

cgroup SCAFE AN
), BYKT

30,

AN
[

w5

TEIBAT ARS8, B E-files-limitn BPWT, 2.

isula run -ti --files-1limit 1024 busybox bash
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2R

fi I -files-limit 2406 A —MR/ANE, 411, WA BEUEA R 3R

[root@localhost ~]# isula run -itd --files-limit 1 rnd-
dockerhub.huawei.com/official /busybox-aarch64
004858d9f9e£4290624£3d20f8bal2acfbcB8al5bbl21c4036dede5745932ef£4

Error response from daemon: Start container error: Container is not
running:004858d9f9ef429p624£3d20f8bal2acfbc8albbbl21c4036de4e5745932eff4

1M docker £ A h a3, H files.limit cgroup {4 max.

[root@localhost ~]1# docker run -itd --files-limit 1 rnd-
dockerhub.huawei.com/official /busybox-aarch64
ef9694bf4d8e803alc7debcl7£5d829db409%e41a530a245edc2e5367708dbbab
[root@localhost ~]# docker exec -it ef96 cat /sys/fs/cgroup/files/files.limit

max

IR Ixe F1 runc & st P2 B BAS—4F,  Ixc B cgroup T4 51X E
files.limit {5, FEARSHEREN PID 5 NiZ 7411 cgroup.procs SCAF, % ERE
CEFT @IS 1 AR, B S AR S80S 3R runc il cgroup 45
W3R PID B Ni% T 411 cgroup.procs S0, TR E files.limit {8, M H
TEZTFHNMHERE LTS 1A, HiSA fileslimit A4k, Wzt
AR, HEAsRT.

1.3.3.7 BREIZ= B[R AT ABZRIEIE / LR F2H

ik

%

2

A DL 240 BR 1) 7 4 RE 8 G R R R R

FEZLAS create/run I, 1] 2 H--pids-limit e PR i1 25 2% ] DLE1 2 ik A 2R 25

create/run I 45 5 --pids-limit %

AREREN 2 1Y 63
W 1, 0. ft
KRR 1

(max) o

BHW SHIHA EESEE BEWIE
--pids-limit PRI ST AT | 64 fr %K (int6d). | &3
PR AR | FTBI 0L 7, B

w5l
TEIBAT AR, BHE N L--pids-limitn BIAT, #0:
isula run -ti --pids-limit 1024 busybox bash
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S P 1iSula 7 5] %
2R

M T B ARG I R b 2l i G — it R, TLAEAREBCE KRN, ANRERTT
REECANK, ZBUKT 10,

1.3.3.8 Bit & X &5 AAY ulimit &

ik
A] L i S d AT R B T
%
TEZ54% create/run B TIC & --ulimit 24, si@ERT daemon 4HfCE, 86| & 28 P HATRERF K
S
R VARC R ulimit
1. isula create/run I FH--ulimit <type>=<soft>[:<hard>]k %l shell $iATFLH )%
?7}/?;0
SHIN S¥AA BESCE BB WIE
--ulimit PR shell ATREF | soft/hard /2 64 fi % | 75
1) B IR #(int64). soft BL
{8 <= hard HU{H,
WA R E T
soft fHAE, I
hard=soft. X%
LS B TR AN
SR FEILR
*®
2. @it daemon S H ek B SO
FEW 1.4.1 6524725008 S#zh-cn_topic_0183088382_1i19478202119318 H1f1)--
default-ulimits #H 5<% 17 .
--ulimit 7] LSS AR 2RI [ B YR AT PR 1
E i iEA H{ETEE
core limits the core file size (KB) | 64 {7 #%((INT64), JoH
. ,fjo ﬂung\ ﬁ\ ﬁ\:q:"
cpu max CPU time (MIN) 1 %57 UNLIMITED, IR
data max data size (KB) PR, A sl
i ) . o8 1 e 480 SR — AN ORI TR
size maximum filesize (KB) K
locks max number of file locks the
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B R 1iSula 4851 %
e 3id) RA EESEE
user can hold
memlock max locked-in-memory
address space (KB)
msgqueue max memory used by
POSIX message queues
(bytes)
nice nice priority
nproc max number of processes
rss max resident set size (KB)
rtprio max realtime priority
rttime realtime timeout
sigpending max number of pending
signals
stack max stack size (KB)
nofile max number of open file 64 {7 %A (int64), T
descriptors fre AFTRIYT, 8
SRR RE, WER
Hl Operation not permitted

Nt
EAR I B B 32T, I _E--ulimit <type>=<soft>[:<hard>]E1 7], #0:
isula create/run -tid --ulimit nofile=1024:2048 busybox sh

AR

ANBEFE daemonjson /TH/etc/sysconflg/|Sulad A (Eisulad fy24T) IR BT ECE ulimit
BRI, 7500 isulad B B4R

1.3.4 5N A=

1.3.4.1 #H=ER

iSulad 2RI\ B BRI AR, WEASES)E I EERE, HRPRIER 2R, A
#% letc/default/isulad/config.json EP capabllltles Fr 5 SV ER AR o 24 75 BB E IS
CELan#dEisys FRIT ), T ERFRUA A 56 MUK LEER A, (E A ZArE, A48 root
FEATE EHLE) root B, &I, 2848 W HY root 78 R &1 E LAY B8 A BUR -
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1.3.4.2 {F AR
RS N A SR T T ThA, TEARER T B4 cgroup 5 SR HIHAT I T AT B4R,
4% DU

Secomp /A~ block /1] & 481
Isys. Iproc #4205

AR MR TT I ENL BT B
RGN RN AT I

T3 A A BOARLAE L

Capability Key Capability Description

SETPCAP & U AEAL RE

MKNOD FeVFE F mknod() 2 G5 1 FH ) e ik SO

AUDIT_WRITE I W% T H B S0

CHOWN XSO UIDs Al GIDs R E s (3%
chown(2))

NET_RAW i RAW Al PACKET sockets; Jyif B FH4E

SE A AT LAk

DAC_OVERRIDE

R SCAEH) DAC Vi 1] R Al

FOWNER ZmE A JE 1D L AUAIEFE 1D ARG EC A PR
il

FSETID FOVFBEE SCAFI setuid 7

KILL R AET H R EES

SETGID VPSRRI 1D

SETUID SRR FERIH S ID

NET_BIND_SERVICE

FEVFSRE 2I/NT 1024 15

SYS_CHROOT

FVFE A chroot() & 451 FH

SETFCAP

SOV IR HAREREFE A% 8 77 LA SN B Fe Al BERE (1 fE
71

RS NRRUR N, K in LI ALRE

Capability Key Capability Description
SYS_MODULE TN E 5 P A AR
SYS_RAWIO FoVF BB [ /devport,/dev/imem, /devikmem & JR 4G
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Capability Key Capability Description
g

SYS_PACCT AVFPATEEFE Y BSD R H 1T

SYS_ADMIN RFPAT R EHUTS, WnEEE S R
Gr. B MBS

SYS_NICE FOVFFRTH Se ) S i Al AR AL 2%

SYS_RESOURCE R TR PR

SYS_TIME TOVF U RGN

SYS_TTY_CONFIG RVFRE TTY %%

AUDIT_CONTROL JERAEE R NAZ A s B T RS 4
o TR A A I S8 A

MAC_ADMIN 75 75 RV M3 (Mandatory Access Control
(MAC)), A Smack Linux %45 (Linux Security
Module (LSM)) i s

MAC_OVERRIDE A MAC BLEBCIRASSAE. 24 Smack LSM fij
SN

NET_ADMIN FVFPAT 45 5 BRAT 5%

SYSLOG PATHERL syslog(2) #1E

DAC_READ_SEARCH RWE SO I H 4% 2 1) DAC vy 1) R il

LINUX_IMMUTABLE RYFHESCCERT IMMUTABLE 1 APPEND J& 14
Pk

NET_BROADCAST FOVFINZE T F& AN 2 315 111

IPC_LOCK VB E L A B

IPC_OWNER ZHE IPC Fra AUt &

SYS_PTRACE VT EREAT T A2

SYS_BOOT RVFEHE RS

LEASE RYHBSCCF FL_LEASE &

WAKE_ALARM fil AR MR RS DhRe, i E
CLOCK_REALTIME_ALARM #1
CLOCK_BOOTTIME_ALARM JEHf %

BLOCK_SUSPEND A DARH 2E R g R )R 1
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1343 EFAHES

iSulad { H--privileged 45 & 28U IR, EAEDL BRI, AELEIBRIIMEFAL,
TN e/ NP, el AFAE I 22 A AU

isula run --rm -it --privileged busybox

1.3.5 CRI O

1.3.5.1 #i1R

CRIAPI #1102 H kubernetes #fEH A SIEITI#2, CRI & X T R 2SR 1R SS
B0, 1Sulad f# FH CRI 310, SZILFI kubernetes (133 .

RN S 218 AT I 5 B8 ) A i S S R A e B B 1, DRI R e UM IRSS o %4 A
H Protocol Buffer 5 X, 2T gRPC.

TSI CRI A A vialphal fA, B 7 AP A SC4-an R

https://github.com/kubernetes/kubernetes/blob/release-
1.14/pkg/kubelet/apis/cri/runtime/v1alpha2/api.proto,

ISulad {8 FH (1179 pass A1) 1.14 iRA API HASCIE, S5ET7 APLISAT N, RAASSCRY
it ks i

[MARTL:

CRI # 2 websocket i XIR %, IR 435 M orsbity 127.0.0.1, 3% % 10350, %0 7@ id 4447
-websocket-server-listening-port £ %k = &4 daemon.json B2 & 4+ /7B E o

1.35.2#0
FREOPA R RIS EIS RIS, M BEASHFILE, CrERE TR .
BEOSHIIER
e DNSConfig
Fic & sandbox 1) DNS IR 5% 2% Fl48 & 15
BYMR 3%
repeated string servers FETEM) DNS RS 23412
repeated string searches LEREI DNS R 5%
repeated string options DNS ®i&Iiy %, &%
https://linux.die.net/man/5/resolv.conf
®  Protocol
P enum (%13
BHW 5 ik
TCP =0 TCP X
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AR EE 1iSula &4 5| %
SHG 7::p%
UDP=1 UDP il
® PortMapping
fi 7€ sandbox )i [ TG B
SHG iR
Protocol protocol Uit 1 BR3P A B i
int32 container_port RN B 5
int32 host_port FEHL L 5
string host_ip FAHLIP Huht
®  MountPropagation
HHAL BT enum 513k
BHRG ik
PROPAGATION_PRIVATE =0 | o8& /M, B linux H1 ) private
PROPAGATION_HOST_TO_CO | #:# @ AEM host BRI 25 88, B linux
NTAINER =1 rslave
PROPAGATION_BIDIRECTIO | H:AJ@ERELE host AIas XA L4k, R linux
NAL =2 f#) rshared
e Mount
Mount $i5 7€ host b — M EEGHEBI A ST USSR K)
BYRG ik
string container_path KIEPHHE
string host_path FEHLER AR
bool readonly BB AEMS & REN, BRIME: false
bool selinux_relabel B E SELinux #7%% CASCHACED
MountPropagation propagation HHALRR IR E (BUE 0/1/2, 73 7% B
private/rslave/rshared %% &) BRINME: O
®  NamespaceOption
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BSEME filik
bool host_network ST host 11 W 25 iy 44 45 [1]
bool host_pid s 58 host [ PID iy 44 25 A
bool host_ipc s 5 f# R host [ IPC iy 44 =5[]
®  Capability
AL RIS R IR AL RE (S 2
BHRG ko
repeated string add_capabilities R AL fE
repeated string drop_capabilities I B A fE
® Int64Value
int64 ST (1) 34 344
S5 12373
int64 value BRI int64 fH
e Ulint64Value
uint64 M ke
SHA5 125
uint64 value SEFRI uinte4 {E
® LinuxSandboxSecurityContext
P & sandbox ] linux % 4135,
R, XU A2 N H 3 sandoox FF AR, AT BEANE H T BCA T
running HEFEMY) sandbox
SRR iR
NamespaceOption fic & sandbox i 44 7 [a] 5 10
namespace_options
SELinuxOption selinux_options Bl E SELinux &I (ASED
Int64Value run_as_user fic & sandbox AL uid
bool readonly_rootfs B & sandbox AR SCAF R4 7 Ak
repeated int64 fic B % GID Z 4 sandbox 1) 1 5 HEFER F 4
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ST 3700
supplemental_groups =K
bool privileged BC & sandbox J& {5 N A 4%
string seccomp_profile_path seccomp Ac & SCAFERAE, A RUEN:

Il unconfined: AL seccomp

Il Nocalhost/<PC B A8 E>: R RS L
AL B S AR

I <P B s> BlE E2ge
Il BAAAECE, B unconfined.

® LinuxPodSandboxConfig
WE AN Linux FE ML 2 #8AH G I — Lo fic

BHMH 7373

string cgroup_parent sandbox 1] cgroup C#§4%, runtime RJ FRAE SEPRfE
A% cgroupfs B8 systemd [iE:. ORI EFAD
)

LinuxSandboxSecurityContext sandbox 1% 4 J& 14

security_context

map<string, string> sysctls sandbox ] linux sysctls fic &

® PodSandboxMetadata
Sandbox T a0 F 0 sandbox LRRFIFTA G S, B ARIa 1T I 72 -~ S
IS TFIX LS TuE R CLRAS AT B P ARES, a0, s AT I ] UM 7o 50 2B Ak
sandbox [1JME—1r 4

S5 iR

string name sandbox (1] 44 Fx

string uid sandbox [1J UID

string namespace sandbox [y 44 7% ]

uint32 attempt A B & sandbox fIXEL, BRIAA O

e  PodSandboxConfig
55 G2 sandbox F i A7 40 1B A AT I G B A5 S

S5 iR
PodSandboxMetadata metadata sandbox [ CE R, XIS BME—FRIR—
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SR ik

sandbox, runtime A LS B PRI AE IE
fifi, runtime tH AT DA 4 HEAS B ok ks P k56,
B A4 2 ] 52 ) sandbox 44 5

string hostname sandbox [J hostname

string log_directory fic & sandbox PN 1) 45 a1 H 75 SO B A7 (1) ST A4
F

DNSConfig dns_config sandbox [1J DNS Fic. &

repeated PortMapping sandbox )%t [ BB

port_mappings

map<string, string> labels Al H T AR IR AN B — 2 51 sandbox [ BB

map<string, string> annotations FAEAT B A5 B BT, X BB & AN T B 2,
H.AEW | B PodSandboxStatus 2 11 25)

LinuxPodSandboxConfig linux 5 linux FEHLAHIEH AT 3% 0

® PodSandboxNetworkStatus
HiR sandbox HIRZIRAS

BHM5 ik

string ip sandbox [ ip Hihik:

string name sandbox P [ £ 42 11 44
string network BRI Do 285 1 44 R

e Namespace
i 44 7 [A) e 1

BYAG P

NamespaceOption options Linux iy 44 25 [A] 3% 1

® LinuxPodSandboxStatus
iR Linux sandbox FRRAS

SH R fak <

Namespace namespaces sandbox iy 44 7% ]

® PodSandboxState
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IR L] 1 iSula % &% 5] %
sandbox IRAE ] enum HiE
BHRG i:p
SANDBOX_READY =0 sandbox 4t T ready K7
SANDBOX_NOTREADY =1 sandbox 4t T-3F ready IRZ
® PodSandboxStatus
i3k Podsandbox frRA (S B
BHRG ko
string id sandbox ) ID
PodSandboxMetadata metadata sandbox ¥ G A4
PodSandboxState state sandbox [JRAE
int64 created_at sandbox ¥ G g (&L, FALghFp
repeated sandbox 1) 22~ T /X 2% 1R 7
PodSandboxNetworkStatus
networks
LinuxPodSandboxStatus linux Linux 3 [ sandbox R7
map<string, string> labels A AR IR BN — R 1] sandbox [ X
map<string, string> annotations TR EAS B IR EN, IR L2 AN AT runtime
Y
® PodSandboxStateValue
%+ PodSandboxState 1334
BHR G 7373
PodSandboxState state sandbox [IRASE
® PodSandboxFilter
AT %1 sandbox AN g%, AR R BoR
BYRG iR
string id sandbox 1] ID
PodSandboxStateValue state sandbox IR
map<string, string> label_selector | sandbox [¥] labels, label A 3 52 4 V0HL, AN HF
1ETPLHE
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IR L] 1 iSula % &% 5] %
®  PodSandbox
A5 B MU IR — A sandbox (144
SHH filik
string id sandbox 1] ID
PodSandboxMetadata metadata sandbox ) o &4
PodSandboxState state sandbox FJRAE
int64 created_at sandbox [ B [alEk, FRAzgNFD
map<string, string> labels Al TAR IR BN B — 2 1) sandbox RIS (AT
map<string, string> annotations AT RAG B BREXS, IR E{E R AT runtime
S
o KeyValue
RO B
SHR G 7373
string key i
string value UER
®  SELinuxOption
L T 25 2% (1) SELinux #7525
BHR G 7373
string user A
string role it
string type Eapit]
string level 255
e ContainerMetadata
Container T4 1% ¥ 7 container L FRIIPTA(E S, B dig 4T INAEH - 5
HA IR B Te s SRS SEAF O F P AASS:, Ban, 347 I mT DURR 9 oo odls A6 A
container ¥k —dr 4 .
BEMH flik
string name container [¥] 44 F5
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o IRE 1] 1iSula A% 5] %
BRBA Hiik
uint32 attempt 22308172 container OVREL, ERIAA O
e ContainerState
ZAIRAMAN enum F1 3R
BHRE flik
CONTAINER_CREATED =0 container Bl 52 ik
CONTAINER_RUNNING =1 container A& T-i247 R
CONTAINER_EXITED =2 container 4T 1B HUIRZS
CONTAINER_UNKNOWN =3 R B IR
e  ContainerStateValue
% ContainerState )% 4514
SHMG i::3%
ContainerState state R IRASE
e  ContainerFilter
T container ISR IR AE, 2N RATHUCE S IR
SHR5 P
string id container 1] 1D
PodSandboxStateValue state container FPIRZS
string pod_sandbox_id sandbox ] ID
map<string, string> label_selector | container f¥] labels, label Rz Fr5e4ULhHd, A3
FFIE LR
® | inuxContainerSecurityContext
T N TR A 2 e E
SH R 3%
Capability capabilities BT a2 BRI AL RE
bool privileged RE RSO ARBUE,  BRIME: false
NamespaceOption 8 & 4+ H0 namespace &
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namespace_options
SELinuxOption selinux_options | SELinux context(F] %1t & 1) A% HF
Int64Value run_as_user BITREAIFFER UID.  — R HBEFEE run_as_user
5 run_as_username H:H12 —, run_as_username 11
JetE Rk
string run_as_username BATRAARR A 2. WRARE, g
TEF ARG R (RITEUE A 1) fetc/passwd
), FEHRIBATIEIR AT, B, B TH 0
Hh
bool readonly_rootfs BERBPR M RGLE N AT BRANERH
config.json Bt &
repeated int64 REIBATIE T GID A bR ) 5%
supplemental_groups
string apparmor_profile 241t AppArmor it B S0 BARE
string seccomp_profile_path AR seccomp fic B AR
bool no_new_privs B EEE no_new privs HIFRE
® LinuxContainerResources
BIE Linux 2528 BT 1R e &
SH PR 3%
int64 cpu_period CPUCFS (EA&RNFHERT) F#. BRiME:
0
inté4 cpu_quota CPUCFS (SE&nFlERY) . BRME:
0
int64 cpu_shares Bt i CPU i CHEX T At 2 28 A XS AL
BiME: 0
int64 memory_limit_in_bytes WIEREH] (7)) o BRAME: 0
int64 oom_score_adj OOMScoreAdj i T % oom-killer. ERIN{E: 0
string cpuset_cpus TeE AWM CPU L. BRIME: “”
string cpuset_mems fREASERAMNaAY S, BRIME: “”
e Image
Image 15 B8 — MR 1) BE A% dE o
SH A iR
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string id 514 1D
repeated string repo_tags 1% tag 4 F% repo_tags
repeated string repo_digests 1% digest 15 &
uint64 size AL ONAN
Int64Value uid BAREH S UID
string username A% B\ P &2 8%
® ImageSpec
FORBBINIBEARLER, MET, ImageSpec R H AR BER LR
SHMG i::3%
string image BAREIRY
e  Storageldentifier
ME— & X storage FIFRIH
SHMG i::3%
string uuid w41 UUID
®  FilesystemUsage
SHHR ik
int64 timestamp WA ST A 2R G A5 SR R I ) 2R
Storageldentifier storage_id B 24 UUID
UlInt64Value used_bytes 17 A B A% TC B 1R/
UInt64Value inodes_used 17 5% B 11 inodes M4k
®  AuthConfig
SHEA iR
string username TR P 4
string password TR AR AL
string auth TEEEEE ARG R, base64d 4ifd
string server_address NHBR RS S, BASCRE
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string identity_token HT 5580 RSN LME R, BASH
string registry_token HT 5HBEEL B HIYEE, AR

e Container
M THRES/MEE, il 1D, REE.

SHH filik

string id container ] ID

string pod_sandbox_id Z 52T R sandbox ) 1D

ContainerMetadata metadata container [ G5

ImageSpec image Big s

string image_ref BB BE, X RKZE runtime K77,
X A& — image ID {&

ContainerState state container fFARZS

int64 created_at container [IGIEERAER, B AGNFS

map<string, string> labels A TAR IR EANEL— R 51 container [18E XS

map<string, string> annotations AT B S B R E XS, X EEE 2 AT runtime
S

e  ContainerStatus
M TR EHIRESEE

SRR Hik

string id container [1J ID

ContainerMetadata metadata container [¥17CHE

ContainerState state container [FIARZS

int64 created_at container QIR &L, HRALGNFD

int64 started_at container J& SIS FIR )RR, FAALAANFD

int64 finished_at container B tH i OB (AR, F47 N ghFb

int32 exit_code AR Y

ImageSpec image BB

string image_ref REEEHABAL, S RZE runtime k7=,
X & — image ID 1§
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SHM5 3700
string reason fal EAR N A A T 4R A
string message ST NTHERE R, HTREEBAT HH0R
AR A
map<string, string> labels A T hR iR AN B — 2 1 container FREE{E X
map<string, string> annotations AEAT RS B RsEXS, IXEEE A runtime
]
repeated Mount mounts BAMERAER
string log_path e HESUF S, UL T
PodSandboxConfig H it & [t log_directory {43
"F
®  ContainerStatsFilter
T3 container stats B ¥R i €264, 24K BIR
BHRG ik
string id container ] 1D
string pod_sandbox_id sandbox ] ID
map<string, string> label_selector | container [ labels, label R 75 4L, A3
FFIE VLA
®  ContainerStats
HT%1H container stats B ¥R it €264, 2N KIS BIR
SHA5 iR
ContainerAttributes attributes BREMEE
CpuUsage cpu CPU f#i &I
MemoryUsage memory N A7 AE FH 1
FilesystemUsage writable_layer T\ 5 2 M
e  ContainerAttributes
HIH container f3EAE B
BHMG 2370
string id 254310 1D
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e s kit ] 1iSula %48 5%
S5 iR
ContainerMetadata metadata 24511 metadata
map<string,string> labels A T HR IR AN B — 551 container FEEAE XS
map<string,string> annotations TAEAT 25 BB, XSSl AN AT runtime
EH
® CpuUsage
%1 container f¥] CPU {ii FH{Z &
SHM 5 iR
int64 timestamp st ) 28,
UInt64Value CPU MM HIME, Ffr/aeD
usage_core_nano_seconds
®  MemoryUsage
|t container (1) A A7 IS &
SR iR
int64 timestamp st ) 28,
UlInt64Value working_set_bytes N AT S S
®  FilesystemUsage
FIH container [ 5 215 B
SHRLE iR
int64 timestamp 15 [E] 8%
Storageldentifier storage_id 5 EH3
UlInt64Value used_bytes BgAEN SRR S ST
Ulnt64Value inodes_used BRAGAE RS E R 5 inode %
®  Device
TR E R ER RN TNE
SHRR i3
string container_path BRNERKZE
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string host_path MRS

string permissions WA 11 Coroup BUR,  (r fo ¥ 25as T & 1 ¥4
BEHG w RV S IR E IR 5N m VAR
B B ANELE B0 £ ST

® | inuxContainerConfig
HERET Linux P& i E

SHE T 3%

LinuxContainerResources resources | 2525 [ & JE R0

LinuxContainerSecurityContext A Linux e 24l E

security_context

®  ContainerConfig
A5 TRV ESR KA L AR G 7 B

SH A 3%

ContainerMetadata metadata BT EAR . MG B E— AR IR AR, AT
F R FH AE B R IR B R E . 1847 I T
DU F A5 EoR$ETE UX (H PR &) B
WHEHE AT A RR . (5IE)

ImageSpec image HEMEH G (k)

repeated string command AT 2 BRAE:  /bin/sh™

repeated string args FrAT A 2248

string working_dir i AT I 4 T TAERR AR

repeated KeyValue envs FREPIE ST E

repeated Mount mounts FETE AR L T R A A 0

repeated Device devices RETEA 2% TP L 1) B 415 2

map<string, string> labels A T2 5 A SRS TR BB X

map<string, string> annotations AT FH A7 AR 2R AT 2 e 25 1R A 45 1) A B ke
9o

string log_path #H%+F PodSandboxConfig.LogDirectory 4%,
T RS EN B HZE (STDOUT H
STDERR) .

bool stdin T AT T A4 stdin

bool stdin_once Y UGESE stdin PIECIE VLT IT I, 2 A 57 R
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ZRILH PSS 1iSula 75 #% 5] %
FEHARL stdin BRI R CEAZR)
bool tty FE T8 O 2 e PR 25 45 1) stdio
LinuxContainerConfig linux linux R4t AR ERCEE S
®  NetworkConfig
Runtime %) % £ i &
SH PR 3%
string pod_cidr Pod IP #isil-fd A f¥) CIDR
®  RuntimeConfig
Runtime F*) 1 £ P &
SHA i34
NetworkConfig network_config Runtime 1] 2% Ac &
®  RuntimeCondition
HiiA runtime FPRASE B
SH AR s
string type Runtime JRZS 128 A
bool status Runtime tR#4
string reason fA ELAHIAR runtime PRSI R A
string message B4 ] B 45 R 2R B runtime IRZSZE AL TR
®  RuntimeStatus
Runtime KR
SH PR 3%
repeated RuntimeCondition FAR AT runtime RA I FIFR
conditions
1.3.5.2.1 Runtime AR %%
Runtime %5 o6& #0F pod AIZE2eH032 00, LA runtime H B G E FLIRSE B
B,
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1.3.5.2.1.1 RunPodSandbox
EORR

rpc RunPodSandbox (RunPodSandboxRequest) returns (RunPodSandboxResponse) {}

EO#R
BIEEAE 21— pod sandbox, #7iE4T I, sandbox &b ready fR# .

AEEIN

1. Ja3%h sandbox 2RIV 1% A rnd-dockerhub.huawei.com/library/pause-
${machine}:3.0, HrF${machine}HZit4, 7E x86_64 I, machine FI{E N
amd64, 7f arm64 L, machine [{J{E A aarch64, 477 rnd-dockerhub @)% %
amd64 Fl aarch64 HiE AL T4, #HALS BB, EIRYLESEEA md-
dockerhub T#(, #EMHHEHEB, 1HZ% iSulad HE AL E H 1) pod-sandbox-
image 18 € 5% -

2. HT& %4 LL PodSandboxMetadata H1 ) 7B SRIE, H LU RRIZ" "N+
¥, [RIULPR] metadata H IEE A REAL S T RIZ, A2 I sandbox 11T ik
Ty, {HICEEA# A ListPodSandbox 22 & # I %

£#1: RunPodSandboxRequest

SH R iR
PodSandboxConfig config sandbox [WACE, BEASES NS5 MG,

IRE{E: RunPodSandboxResponse

AN iR
string pod_sandbox_id By, i[5 response 4, HAKS IS o
B
1.3.5.2.1.2 StopPodSandbox
EORE
rpc StopPodSandbox (StopPodSandboxRequest) returns (StopPodSandboxResponse) {}
EOfR

{12 pod sandbox, {5 1l sandbox 5 4%, [l 73 FL 4 sandbox 2% BT CELAn 1P 3
BB WA AEAT running (17545 & T-1% sandbox, U0 254 5 il 45 1k
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SR R 1iSula 7 #35]
EEEM

£ StopPodSandboxRequest

SHBA Ei::3)

string pod_sandbox _id sandbox ] id
1R [E]{&: StopPodSandboxResponse

R E{E iR

T 7

1.3.5.2.1.3 RemovePodSandbox

rpc RemovePodSandbox (RemovePodSandboxRequest) returns (RemovePodSandboxResponse) {}

MER sandbox, UISRAEAEAT running FIZ5 4% 8 T-1% sandbox, T2 5 il 45 1b A 65

EORR
Ok

R sandbox S HMIER, ASREIR [ 1%
AEED

1. MR sandbox i, NZ:fIBR sandbox 4% B, 7EMHIER pod R LA 204 i
StopPodSandbox A" BEi FE M 48 TE IR, I8 R4 CRAIEFE MR sandbox 2 1iF 22 /b FH —

X StopPodSandbox .

S #: RemovePodSandboxRequest

ZH R

Ei:ipay

string pod_sandbox_id

sandbox [17 id

1R [E]{&: RemovePodSandboxResponse

R [EME

iR

x
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1.3.5.2.1.4 PodSandboxStatus

EORB
rpc PodSandboxStatus (PodSandboxStatusRequest) returns (PodSandboxStatusResponse) {}
e e
EOHER
i) sandbox FRZS, WS sandbox AAFAE, R [EIEE R
S A
AEEM

£ #: PodSandboxStatusRequest

SH R iR

string pod_sandbox _id sandbox 1] id

bool verbose PR s sandbox [ —SEEIAME R . CEASL
FFCED

1R [E]{&: PodSandboxStatusResponse

IR [FE iR
PodSandboxStatus status sandbox FPRZS(E B
map<string, string> info sandbox &AM S, key ZAL & string, value /&

json #% M FEFFER, IXUe(E BT DU RN
5. 4 verbose A true I info NEENT . (BAL
FFBCED

1.3.5.2.1.5 ListPodSandbox
EORA
rpc ListPodSandbox (ListPodSandboxRequest) returns (ListPodSandboxResponse) {}
EOfER
IR 5] sandbox 15 B HIFIER, &MU,
AEEIN
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S ¥ ListPodSandboxRequest

SHE T Eii3)
PodSandboxFilter filter e SH, BARN B S e

1R [E]{&: ListPodSandboxResponse

REME ik

repeated PodSandbox items sandbox {5 & 1) 713

1.3.5.2.1.6 CreateContainer

grpc::Status CreateContainer (grpc::ServerContext *context, const
runtime: :CreateContainerRequest *request, runtime::CreateContainerResponse *reply)

{}

O
1£ PodSandbox N Bl — 25 8%
AEEM

1. >R CreateContainerRequest H' ] sandbox_config 5 1%i#:45 RunPodSandboxRequest
PLEIZE PodSandbox (IBCEAE . ‘EHEXALE, JRENT HiS%.
PodSandboxConfig s& AN A 45 ), 7E pod fIEEANAE iy i Y AR FFAN AR

2. T84 L ContainerMetadata " (15 B R, HHTE‘J% R EIFRE, B
JERR ] metadata T B RBE AL A FRIZE, 75002 H IR sandbox E 47T, {H TCIEfE
F ListContainers #22 D & #I I BL R .

S#: CreateContainerRequest

SHR R #R

string  pod_sandbox_id e H AR O 25 45 1) PodSandbox ) 1D
ContainerConfig config RENEERER

PodSandboxConfig PodSandbox Ffig & 15 &

sandbox_config

#MFE : annotations

A FAE A RAE S el AR S A A BB RS . A — 287 B T o R D 30T St
ESRiE = CLIPTUREE SE S 2 (UL PN
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* HEX

HE X key:value

Hid o

cgroup.pids.max:int64_t

FT- PR 2 e A O E/ 2 AR 2 Cset -1 for

unlimited)

1R[E{E : CreateContainerResponse

REME

ik

string container_id

A SE 4% 1D

1.3.5.2.1.7 StartContainer

EORR

rpc StartContainer (StartContainerRequest)
EOHA

JAB— A
EEEIN

£#: StartContainerRequest

returns (StartContainerResponse) {}

SRR £
string container _id ey id
IRE{E: StartContainerResponse
AN iR
o o
1.3.5.2.1.8 StopContainer
EORE
rpc StopContainer (StopContainerRequest) returns (StopContainerResponse) {}
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e JWE v

% 1E—> running 545, SCRFECE A (RINHA] timeout, WIERAZRCLFIL, Ahe
IR B R o

EEEM

S#: StopContainerRequest

SH R Ei3%)
string container_id ey id
int64 timeout sl 45 1B A% AU SRR 1], BRIAE DN 0, B sdd]
bR A
1R [El{&: StopContainerResponse
IR [EE #ik
/W e

1.3.5.2.1.9 RemoveContainer

EORER
rpc RemoveContainer (RemoveContainerRequest) returns (RemoveContainerResponse) {}
EOfaER
MR —AN 4, WIRA AR IEAEIEAT, LABRENITLIE, WORAHCAEMER, AfeizmE
%‘L%O
EEEI

£ #: RemoveContainerRequest

SHEA Eiiipay
string container_id Ay id
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1R [E]{&: RemoveContainerResponse

REME Eiiipa

x x

1.3.5.2.1.10 ListContainers

EORER
rpc ListContainers (ListContainersRequest) returns (ListContainersResponse) {}
v H- L
BEOER
1% [5] container {5 2 HIFIFK, SCREATILIE.
==
AEEI

£#: ListContainersRequest

SR iR
ContainerFilter filter AL ESE, BAANESE Mg

IRE{E: ListContainersResponse

REE Eiiipo)
repeated Container containers RaE B

1.3.5.2.1.11 ContainerStatus

xva
#EORR
rpc ContainerStatus (ContainerStatusRequest) returns (ContainerStatusResponse) {}
e e
EOfE
REIFIRSE L, MREEAFE, MR FEER,
S e
AEEI
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S % ContainerStatusRequest

SHH R /3%
string container_id ey id

bool verbose

(B

FRIFJE TS 7 sandbox [ —LeiaME B,

R ED

1R [E]{&: ContainerStatusResponse

iR [E{E iR
ContainerStatus status KRS ER

map<string, string> info

sandbox HIAAME S, key 1T string, value 52
json A& A RFE, X EE(E B AT LLRAT RO
5. Y4 verbose A true It} info REEAT . (EHAKL
FFELED

1.3.5.2.1.12 UpdateContainerResources

rpc UpdateContainerResources (UpdateContainerResourcesRequest)

#EORR

(UpdateContainerResourcesResponse)
EEJWEYS

IO TR SRR E .
EEEIM

returns

{1

1 ZHEIMUH T A S eI E, ASAe T 5058 Pod M HEIRACE .
2. AT B 25 %% oom_score_adj fic &

S #: UpdateContainerResourcesRequest

SH R £ P
string container _id ey id
LinuxContainerResources linux linux ZRACEE S
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1R [E]{&: UpdateContainerResourcesResponse

AL iR

T y
1.3.5.2.1.13 ExecSync
EORR

rpc ExecSync (ExecSyncRequest) returns (ExecSyncResponse) {}
EOfA

CARZE I 7 RE R S 3T e 2, KA gRPC @ 7 2o
EEEIN

PATHAT — SR I &, AREST T A 55 458 .

S%: ExecSyncRequest

SH R iR

string container_id was 1D

repeated string cmd RPAT A

int64 timeout fr b & R E (B . BRIMA: 0 (L
BFRRED o BEAZRE

1R [E]{&: ExecSyncResponse

pACI N #iR

bytes stdout BTN ANt (T

bytes stderr EHEINTR AR g T

int32 exit_code RS AT 258 . BRME: 0 (D

1.3.5.2.1.14 Exec

ZORE

rpc Exec (ExecRequest) returns (ExecResponse) {}
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EOfER
RSP HAT S, KA gRPC @7 M CRI AR S5 um#RE url, P L3R AF1 url
5 websocket IR 55 i i K E R, KIS RIS H,
AEED

PATHAT — 2 B &, WEET H & im 554832 H. stdin/stdout/stderr 2 — A2 B
Hl. W& tty NE, stderr AR . AXFFZEEH, EXMENT, stdout

stderr [¥7%0 H A N HLIR

B3 ExecRequest

SH R ik
string container_id Has 1D

repeated string cmd

FFIATH T &

bool tty REETTY hdrand
bool stdin AP HERA

bool stdout Fe I b

bool stderr PICE (AW (AL AR GRS

IR [E]{&: ExecResponse

R [F{E iR
string url exec itk %525 15 4R 7€ URL
1.3.5.2.1.15 Attach

EORE

rpc Attach (AttachRequest) returns

i
O
[
o
S

(AttachResponse) {}

PRGN 1SR, RITK gRPC @I LA CRI AR S5 5m 3R url,  FHERLIRAFH) url
5 websocket [ 55 ¥ i L ACIERE, KOS A BRI H.

B AttachRequest

SH R

Eiiip)
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string container_id Ra 1D
bool tty B TTY bt
bool stdin PR W TN
bool stdout 7 1 AR i
bool stderr A& 5 i U AR AR R IR

1R [E]{&: ExecResponse
REME Eiip%
string url attach Jit 55 2% 1) 56 4= fR & URL

1.3.5.2.1.16 PortForward
AN

1.3.5.2.1.17 ContainerStats

#EORR

rpc ContainerStats (ContainerStatsRequest) returns (ContainerStatsResponse) {}

EOfER
e F/ 7  o FH HEUA

£#1: ContainerStatsRequest

SRR £
string container _id ey id

IR[E{E: ContainerStatsResponse

iR EI{E 9%
ContainerStats stats KGR, BN ESHE LS. 1. disk f1

inodes A 3 #F oci # B G A48 T i)
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1.3.5.2.1.18 ListContainerStats

V3 |

EORR
rpc ListContainerStats (ListContainerStatsRequest) returns
(ListContainerStatsResponse) {}

- e

EO#E

iR el AR RIRE R, SRR T e

S#: ListContainerStatsRequest

SHH R #iR
ContainerStatsFilter filter AR ES S, BN RS s

IRE{E: ListContainerStatsResponse

AN i: 3
repeated ContainerStats stats BaHE BYIER BANESFE M.

disk A inodes - 32 #F oci # W14 5 B 75 4% A i)

1.3.5.2.1.19 UpdateRuntimeConfig

EORER
rpc UpdateRuntimeConfig (UpdateRuntimeConfigRequest) returns
(UpdateRuntimeConfigResponse) ;

EOfaER
SEAARAER) CRIFZ T, HEY 1 M@ Pod CIDR, 4T CNI PZIEMF L
¥ Pod CIDR,  PRlttiZd% 1 R e yi 17 H &

EEFEM

BORIEA X RGEBE BB, REids—%HE.

Z#: UpdateRuntimeConfigRequest

SRR iR

RuntimeConfig runtime_config A4 Runtime ZE/0 & (1158
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IR[E{E: UpdateRuntimeConfigResponse

AL iR
T y
1.3.5.2.1.20 Status
EORR
rpc Status (StatusRequest) returns (StatusResponse) {};
EOfA
FREL runtime A1 pod (R IIZARAS, FESRENHZRAS I, 2 fiuh % o) 2% 190 2 1 R
EEEIN

AR PIZEC BT R, AR JRA T E: RA RGN, 4 aEs R anE.

S#: StatusRequest

ZS2H R #iR
bool verbose BT Runtime ZAMNAOE R CEATED

IREME: StatusResponse

R E{E E1:5%)
RuntimeStatus status Runtime FIRZS
map<string, string> info Runtime #i4MrIME K., info ) key N/TEAE, value

A json #%3, AIELEALAT debug B R RA
Verbose A true & A4 M iZ 4R A

1.3.5.2.2 Image R %5
ST WBHR ORI BEE . MBI BRI gRPC API.

1.3.5.2.2.1 ListImages

EORE

rpc ListImages (ListImagesRequest) returns (ListImagesResponse) {}
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e JWE v

Il mveacatiks f SEPC

EEEIN
RGE—H:0, XT embedded #5 AL, W] L@ cri images Z I E]. {HJ2 K embedded
BAAAEIRME OCI 5%, DRI & W 2] 145 5 DL T R
1. embedded 5i(5 L5 1% 1D, o84 ID v Bif5 1 config digest.
2. embedded 5514 4< & digest XA config #) digest, HA&XATTE OCI 4515
W, PIVE IR digest.
S
SHBG i: 3
ImageSpec filter i 0 1) A% 44 R
1R 618
REME iR
repeated Image images X EISYIES
1.3.5.2.2.2 ImageStatus
EORE
rpc ImageStatus (ImageStatusRequest) returns (ImageStatusResponse) {}
EO#E
EREGRIE R
AEEIN
1. TR EHRGBERE, HHEEAEE, MIRHE ImageStatusResponse, FH' Image 1%
BN nil,
2. RS, XT embedded A%, FAKAE OCI #XEifk, ShbFB, T
EE AR AT
S
SRR E:%)
ImageSpec image RAR AR
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bool verbose BWMBIMELE, BALE, THIMEEIRE
1R 618
R EME Ei::3)
Image image BBRER
map<string, string> info BARBIMEE, BASR, THIMEEIRE
1.3.5.2.2.3 Pulllmage
#EORR
rpc PullImage (PullImageRequest) returns (PullImageResponse) {}
EOfER
TEEBA
EEEIN
AT CRE N public 8645, A4 B, auth 5 E T EA ARG, AF
authconfig Hf¥) server_address. identity token. registry token F-E%.
S
SR ik
ImageSpec image BN LG AR
AuthConfig  auth A FARIN R RIE(E B
PodSandboxConfig 7F Pod B FXCH REEE CEASCRD
sandbox_config
R[EE

REME

Eiiip)

string image_ref

iR el &R LR S
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1.3.5.2.2.4 Removelmage
EORE
rpc RemovelImage (RemoveImageRequest) returns (RemoveImageResponse) {}
EOfER
TR 48 € B -
EREI
NG —#H A, XT embedded #XEEE, HARTE OCI g, BFE, Tkl
ARz D image id HE4T MBS
2%
SHBG i: 3
ImageSpec image MR B R 4 PR ECE 1D
1R B8
R E{E iR
T 7
1.3.5.2.2.5 ImageFsInfo
EORE
rpc ImageFsInfo (ImageFsInfoRequest) returns (ImageFsInfoResponse) {}
EO#E
BEWAAMBRBR S RGUE R .
EEEIN
AW B AR B ITEE TR RFEE R
2¥
SRR Hik
o y
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R [El1{E

1.3.5.3 A%

REME

ik

repeated FilesystemUsage
image_filesystems

BB RGER

W SA%E sandbox B, PodSandboxConfig ZH(HECE T log_directory, W H & T
1% sandbox f{] container £ I 2 24 Z04E ContainerConfig #1487 log_path, 750w
e FHUAM TR CRI 2085, HETIEM CRI 2.

A HE 5L LOGPATH=log_directory/log_path, 5 log_path RECHE , B4R
LOGPATH 474/ LOGPATH=log_directory.

— WIRZBBEAELE, isulad 7E )5 B R B S AN EERE, TR RA IS
H AL, LR log_directory A8l — N CEER:,  BLI A PRSI -

i FE-MELL WRiZ sandbox B E A MIKACE log_path, 753t
i, log_directory xR, AR5 HFTHE B S B A A Y |Og_path,
SEZ AT E A A H AR W R S sh AR H &

i, F ML, W% sandbox HHEAASELE T log_path, NIZZAAT
LOGPATH-=log_directory/log_path, Hi T log_directory S pr /& #cE#z,
{1 log_directory/log_path K EH:4E ) 25 2% B 5L H BB ARRT, Aldak
T

- WERAXEEARAELE, isulad 7E )3 B A A I B o S BR iz AR (AR D,
FAZBAR RN, HEHA NS, MR RN, M-S 86 Rk
W, RAABRMG, MBRZAERE, BB IFEAEMIS, SFEMER R
A% sandbox B, PodSandboxConfig 240+ L& 1 log_directory, H. container
B2 A 7E ContainerConfig H#5 i€ log_path, A4 R%4H)
LOGPATH=log_directory/log_path, isulad A~z 416 LOGPATH, A1 H /-
WIRAE dirame(LOGPATH)TEAE, R (1) H &SI _E— BRI R TEAE

R B % sandbox B, PodSandboxConfig 4. & | log_directory, WHRAH
£ container £ £E ContainerConfig H4& € 1 [6)— log_path, =& A [A 1)
sandbox P A5 28 i &8 1Y) LOGPATH A& [Fl—%1%, &2 mshiah, WJEEzsh
5 e H A A S E SR iR A S H B

I FST R BHG A R N A R R AR K, AT CRI Pull image 2 1 88T T #1245 %
I, EAHF ORI A IR EAR, WIRERIGERLIR. TAG 24 H )y “none”

254N -
A AT B A5 -

IMAGE TAG IMAGE ID SIZE
rnd-dockerhub.huawei.com/pproxyisulad/test latest 99e59f495ffaa
753kB

ZFEB A rd-dockerhub.huawei.com/pproxyisulad/test:latest £if4 8 H /5, HH K
5
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1.3.6 FRIFETE

IMAGE TAG IMAGE ID SIZE
<none> <none> 99e59f495ffaa

753kB

rnd-dockerhub.huawei.com/pproxyisulad/test latest d8233ab899d41
1.42MB

i H] isulaimages fir AT A #], REF iR

REF IMAGE ID CREATED

SIZE

rnd-dockerhub.huawei.com/pproxyisulad/test:latest d8233ab899d41l 2019~

02-14 19:19:37 1.42MB
= 99e59f495ffaa 2016-05-04
02:26:41 753kB

1.3.6.1 docker B8 =18
13.6.1.1 EREFEGECE

ik

isula login iy & H T B 2IBE C 1 . B DhJE v] LAMEH isula pull iy 4 Mz 818 G %
P EE G . WRBHE O AT BN, MRS G ITA T EPIT ZM 2.

isula login [OPTIONS] SERVER

login iy & SZFFSHOHS I “Mixk > K 1-207,

$ isula login -u abc my.csp-edge.com:5000

Login Succeeded

1.3.6.1.2 NFEIGEEEREER

faik

isula logout 4 H T M G F IR &% 1B H & F DG BEHAT isula pull 454 %
BiAG A E R UG 2 RN AR VIE T 2 BRI

%

isula logout SERVER

logout i 2 XS HIES W “Mix > £ 1-217,
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P

$ isula logout my.csp-edge.com:5000

Logout Succeeded

1.3.6.1.3 NEFEGCENERES

ik

MBLALR B PR B AR B A o

isula pull [OPTIONS] NAME[:TAG|@DIGEST]

pull iy RS HAES W “Hik >3 1-227,

$ isula pull localhost:5000/ocfficial/busybox

Image "localhost:5000/official/busybox" pulling

Image
"localhost:5000/0fficial/busybox@sha256:bf510723d2cd2d4e3f5ce7e93bf1e52c8£d76831995
ac3bd3f90ecc866643aff" pulled

1.3.6.1.4 fFR$E &

faik

MEE— AL

isula rmi [OPTIONS] IMAGE [IMAGE...]

i 74 A BHIEBIL “WSk >% 1237,

5

$ isula rmi rnd-dockerhub.huawei.com/official/busybox
Image "rnd-dockerhub.huawei.com/official/busybox" removed

1.3.6.1.5 IN&E &

ik
M—A tar WINE S . % tar WA S ] docker save 45 H Y tar ARG X —EL
) tar £,
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%

28

5

isula load [OPTIONS]

load iy @ SCIFSHUE S W “ Ik >3 1-247,

$ isula load -i busybox.tar

Load image from "/root/busybox.tar" success

1.3.6.1.6 5%

ik

%

CIBYETIEZS LAV TRCR A &

isula images

images i X RS HIE SN, “Mx >5£ 1-257,

$ isula images

REF IMAGE ID CREATED
rnd-dockerhub.huawei.com/official/busybox:latest e4db68dedff2
08:19:54 1.376 MB

1.3.6.1.7 ¥ M55 1&%

faik

RE

w5

RENZE BRI E S . " UMER-f SR R EREE .

isula inspect [options] CONTAINER|IMAGE [CONTAINER|IMAGE...]

inspect ar RS HUIE S, “Mix >R 1-267,

SIZE
2019-06-15

$ isula inspect -f "{{json .image.id}}" rnd-dockerhub.huawei.com/official/busybox

"ed4db68dedff27c2adfealc54bbb73a61a42f5b667c326ded4d7d5b19ab71c6a3b”
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1.3.6.1.8 W E1TAUE
faik
T 1ZIhRe )5 isulad A5G 2 2 [0 13815 K H https 3845, isulad FEE&G G 2 5%
HEXS 7 B
A
BXFRRZIIRE, TESGCESCRRZIIRE, RN isulad 75 ZAHH B 1 ECE -
1. &% isulad HIRC B (BRI 42 /etc/isulad/daemon.json), CKAC B B use-decrypted-key
TPC & M falseo
2. HEAHSERIE P CE F/etc/isulad/certs.d H 3R N R BE A5 6 EE i 44 ) S0 e
N, EP AR AE 75 L docker R T BEE:
- https://docs.docker.com/engine/security/certificates/
- https://docs.docker.com/engine/security/https/
3. 4T systemctl restart isulad E J7 isulad.
S
n] LLfE etc/isulad/daemon.json HHC B 24, AT LAEJE 3 isulad B #5745 244
isulad --use-decrypted-key=false
ANl

fii B use-decrypted-key Z# A false

$ cat /etc/isulad/daemon.json
{
"group": "isulad",

"graph": "/var/lib/isulad",

"state": "/var/run/isulad",
"engine": "lcr",

"log-level": "ERROR",

"pidfile": "/var/run/isulad.pid",

"log-opts": {
"log-file-mode": "0600",
"log-path": "/var/lib/isulad",

"max-file": "1",
"max-size": "30KB"
}y
"log-driver": "stdout",
"hook-spec": "/etc/default/isulad/hooks/default.json",
"start-timeout": "2m",
"storage-driver": "overlay2",

"storage-opts": [
"overlay2.override kernel check=true"

1,

"registry-mirrors": [

"docker.io"
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]I
"insecure-registries": [
"rnd-dockerhub.huawei.com"

]I

"pod-sandbox-image": "",
"image-opt-timeout": "5m",
"native.umask": "secure",
"network-plugin": "",

"cni-bin-dir": "",

"cni-conf-dir": "",
"image-layer-check": false,
"use-decrypted-key": false,
"insecure-skip-verify-enforce": false

)
FUEPIEI N H 3T

$ pwd
/etc/isulad/certs.d/my.csp-edge.com:5000
$ 1s

ca.crt tls.cert tls.key

5 isulad

$ systemctl restart isulad
AT pull T2 A PE N HiB AR

$ isula pull my.csp-edge.com:5000/ubuntu

Image "my.csp-edge.com:5000/ubuntu" pulling

Image "my.csp-
edge.com:5000/ubuntu@sha256:flbdc62115dbfe8f54e52e19795ee34b4473babdeb9bc4£83045d85
c7b2ad5c0" pulled

1.3.6.2 embedded & 1&EIE
1.3.6.2.1 In&iE &%

R
4% embedded if4 (1) manifest IN#E SR . 11 5--type FIME L AUHE embedded.

%

isula load [OPTIONS] --input=FILE --type=TYPE

load T & SZFFZHAFS I “I=t >3 1-247,

$ isula load -i test.manifest --type embedded
Load image from "/root/work/bugfix/tmp/ci testcase data/embedded/img/test.manifest"

success
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1.3.6.2.2 5K 5%
13D

FIH AT EE  TA B AR
&
isula images [OPTIONS]
images A1 & X RS HES I, “Hix >R 1-257.

w5

$ isula images

REF IMAGE ID CREATED SIZE
test:vl 9319dalf5233 2018-03-01 10:55:44 1.273 MB
S e )
1.3.6.2.3 # M5 &

ik

RIEZE B EE S . AT -f S Ed e R EER .
R

isula inspect [options] CONTATNER|IMAGE [CONTATINER|IMAGE...]
28

inspect T & X RS HIBES N “Hix >3 1-267.

BNl

$ isula inspect -f "{{json .created}}" test:vl
"2018-03-01T15:55:44.3229878117Z"

1.3.6.2.4 MlFR$E &

iR

MEE— A B

RE

isula rmi [OPTIONS] IMAGE [IMAGE...]

rmi 65 RS EAE S I “Iffs > R 1-237
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1l
$ isula rmi test:vl
Image "test:v1l" removed
11—‘—\| [=1=] NES
1.3.7 SRERREKEE

1.3.7.1 =1 RA

FESEBRIGA R, TR SO R TR PP B 1 65 SR 1 R 55 3 S A7 4 bug,
U, — BB RGOS AT I R RVRE e E AT A SR A i RREAGL AT 52 At A AT BRAR 1 o
A el R A LA EARIN 7 SR s AT (R A B A DI RE . AR A QI N T
i --health-cmd i T3, 7£75 4% A 30 A S AT i 2, e i 2 POk [ Ok M 25 4% 1)

1372BEE
FEA & JA B RO C L -
isula run -itd --health-cmd "echo iSulad >> /tmp/health check file || exit 1" --

health-interval 5m --health-timeout 3s --health-exit-on-unhealthy centos bash

CIEW=Aippr

e --health-cmd, @4i%, TEARZNPITHIM L. RIEMEN 0 Romkd), JE0FRRK
g8

e _-health-interval, ERi\ 30s, A N int6d LR (4hFD), B & XL B H/ME 1s, #H
S Ar A HAT B BRI ] (7. A2 0s BN default) .

e _-health-timeout, ZRi\ 30s, AN int64 IR (4hFP), HE XL E H/ME 1s, H
DT B 2 PAT (I [A] BB, RS a2 PAT R (G A2 0s IFHLA
default)

e  --health-start-period, BRI\ Os, F A int6d EFR (4hFb), HE XA E H/ME 1s,
BRI ] o

o  _-health-retries, BRi\ 3, AN int32 PR, fdHEAs 2 2k Mo KA Bl 3.

e  _-health-exit-on-unhealthy, ZRA false, o578 dsAEfd FE & 15 A LA 28

1.3.7.3 &&= #H M

1. HEBE, B4REF 2R health:starting.

2. % start-period I [8] 5 IF4f, LA interval Ay [E] b & A1 £E 25 %% tH 44T CMD. BlI:
YR A PAT RS, 40 interval IFTE], $AT T kA4

3. % CMD s &1L timeout FR &K 8] A AT 58 5, FFHIREMESY 0, IR N— ks
AR, A — R E R RERINE, A4RE4R health:healthy .

4. % CMD g2 ESE retries (XA AR, WIS ZHIRAAE Y health:unhealthy . 2RI 5 %5
AR BT R A

5. A#AHIRAN health:unhealthy I, AT & — XA B DI 2 {E A ZHIREAL N
health:healthy.

6. W E--exit-on-unhealthy [f1EH T, WA F VIR RILR H GRHIRFEME 137)
JG, BT N RS EREN BG4 Sk e AR
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7. CMD T 72 e s I, docker daemon 243X Uk 25 IR AA IS 1] 3% [BI4E A AR
HEM I R R A S E . B0 5 5. AN, BB E M HIsTE
it (R A B A KRS

8. BATHMIRBIMERE ISR S S NAREE . @il isula inspect 7] LLE
F,
"Health": {
"Status": "healthy",

"FailingStreak": 0,
"Log" . [
{
"Start": "2018-03-07T07:44:15.481414707-05:00",
"End": "2018-03-07T07:44:15.556908311-05:00",
"ExitCode": 0O,
"Output" . nn

"Start": "2018-03-07T07:44:18.557297462-05:00",
"End": "2018-03-07T07:44:18.63035891-05:00",
"ExitCode": O,

"Output " . nn

1.3.7.4 {EF BRI

o  FHRNEBREEFREEERZMRA 5 %K. SRAREMAEINS K%,

o RSN RFERMEMCSEEE N 0, WL FHBIAMEALEE

o RN EREMANEENG, % iSulad daemon B, T HERG B AS S HAT
iSulad daemon FRRJE 35, IEFEEAT H A A & HC B 1 A48 HAR BRR S 248
N starting.  Z Ja A& RN E] L

o B EASE M — TR — BRI, RS RS 2 07—3 (starting) B #
IEFFE e KL (—-health-retries) J545 A unhealthy, BEH 2RI G 48 N

healthy .
1.3.8 HEMESE
1.3.8.1 ZHRFHEAER
iR

isula version #iy4 F -T2 iSulad IRZS HI A S B
B

isula version
ISM ]

EHRARE R
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isula version

W% isulad AR 55 1E 1817

it o

, AT LA B P, ARS5un A X OCI config AR A 5515

Client:
1.0.31
fa7£9902738e8b3d7£2eb22768b9%9a1372ddd1199

Version:

Git commit:

Built: 2019-07-30T04:21:48.521198248-04:00
Server:
Version: 1.0.31

Git commit: fa7£9902738e8b3d7f2eb22768b%a1372ddd1199

Built: 2019-07-30T04:21:48.521198248-04:00
OCI config:
Version: 1.0.0-rc5-dev

Default file:
¥ isulad RS AET, WDLLE NI PORAIOE B, JFTEER: B 5 .

Client:

/etc/default/isulad/config.json

1.0.31
£fa7£9902738e8b3d7£f2eb22768b9%9a1372ddd1199
2019-07-30T04:21:48.521198248-04:00

Version:
Git commit:
Built:

Can not connect with server.Is the iSulad daemon running on the host?

[Rlt, isula version iyt & FHRAS S isulad /& 75 1E %1847

1.3.82 BRARGZRIEE

faik

%

BNl

LSHTRARGRELR, DA MGEREH G B MEH.

isula info fiy %

isula info

HHRGEHEE, WU REREH, GBREEH, WA, #IEREEREE

$ isula info
Containers: 2

Running: 0O

Paused: 0

Stopped: 2

Images: 8

1.0.31

json-file

Server Version:
Logging Driver:
Cgroup Driverr: cgroupfs
Hugetlb Pagesize: 2MB
Kernel Version: 4.19

Operating System: Fedora 29 (Twenty Nine)
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OSType: Linux

Architecture: x86 64

CPUs: 8

Total Memory: 7 GB

Name: localhost.localdomain
iSulad Root Dir: /var/lib/isulad

1.3.9 Ze4F

1.3.9.1 seccomp RE&fL EinT
1.3.9.1.1 3H =B

seccomp (secure computing mode) #2 linux kernel M 2.6.23 FRASTT 46 51 A ) —Fh a7 i
(#) sandboxing L. fE—LRFES RN, P RRELAER ST L8 CRRRL #R1E,
B XA S A A 28, P %2 7E run IS I--cap-add SR 345 —56 “/NJEED (1)
R o S5 F e AR LA TG I R 2850451, RIR CAP RLEEAR— 2 BEMS T R % &/
B, A R R A A A R R L
o il
WBA R, H PR R E B E S CRS IR A P eE T i
D, B BRAE .

AT, AT LG S MO R chmod 4777 N S AREAT . XFEAESE B E,
JRSEARREIBAT BRI BT P (AT I RS2 R ), AT RLEE S R EALI
shtElG, ety b BRI R, SRECE] kw8 SRR CEban root), M
PBUSAT 83 Ui I HoAth e

EAN R, WSR2 A ERTN, 7524 seccomp #:8Y chmod. fchmod.

fchmodat H4t M
1.3.9.1.2 £ F PRI
e seccomp AAESRCMATERE, BE seccomp i 7 BT S AT VRAY, e B N
A seccomp A& .
13913 £AES

i it --security-opt 4B B SRS B IE R G H A RS

isula run -itd --security-opt seccomp=/path/to/seccomp/profile.json rnd-

dockerhub.huawei.com/official/busybox
L1 B8
1. &) % % odi8 id --security-opt FrBL E XA LA S0, KA ZKIARE L4
(/etc/isulad/seccomp_default.json)

2. 1% % it--security-opt %X & % unconfined BF, X EZRiTERLAM.
3. “Ipath/to/seccomp/profile.json” & & & 45 %1%,

IRENE 1B A S2HIBKIA seccomp ELE
o  JahAMEEAL (B 2&r--cap-add A, HAEFRIIRACE

cat /etc/isulad/seccomp default.json | python -m json.tool > profile.json
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A LAE 2] "seccomp™" B, FIRZ (M syscalls”, 7EULIEAL F, {CHEEL syscalls [¥)
#5r, 7% €| seccomp AL E A, HEATEHILERIE.
"defaultAction": "SCMP ACT ERRNO",

"syscalls": [
{
"action": "SCMP ACT ALLOW",
"name": "accept"
Hy
{
"action": "SCMP ACT ALLOW",
"name": "accept4"
Hy
{
"action": "SCMP ACT ALLOW",
"name": "access"
by
{
"action": "SCMP ACT ALLOW",
"name": "alarm"
by
{
"action": "SCMP ACT ALLOW",
"name": "bind"
by
Jooo
o EFEFWN Ixc WA seccomp Fit B
cat
/var/lib/isulad/engines/lcr/74353e38021c29314188e29ba8cl830a4677ffe5c4decda’7al
e0853ec8197cd/seccomp
waitpid allow
write allow
writev allow
ptrace allow
personality allow [0,0,SCMP_CMP_EQ, 0]
personality allow [0,8,SCMP_CMP_EQ, 0]
personality allow [0,131072,SCMP_CMP_EQ, 0]
personality allow [0,131080,SCMP_CMP _EQ,0]
personality allow [0,4294967295,SCMP_CMP_EQ, 0]
TE il seccomp Bt & 3

1E J5 B 25 2% I sk A FH --security-opt 5]\ seccomp it B SCHF, 25 a8 L 242 8 iid B S
KU EATBR$ RS APl FIIZ4T . 1950 3RBOE @ A 25 I ERIA seccomp, 7533152 B4R,
SRIGAIB AT EHIECE Y, B s

isula run --rm -it --security-opt seccomp:/path/to/seccomp/profile.json rnd-

dockerhub.huawei.com/official/busybox

Pic B SRR

{

"defaultAction":

"SCMP_ACT ALLOW",
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"syscalls": [

{

"name": "syscall-name",
"action": "SCMP ACT ERRNO",

"args": null
}
]
}

A

e defaultAction. syscalls: *t &9 action &9 £ A & —#6y, 2 /AL A —F89, A
89 #2 iE BT A 69 syscal #R A — /2Ll 9 action, FF H4e £ syscalls 4% 28 A W44 69 2
X, #LUA syscalls ¥ 894 &, & T defaultAction. action #9157~ —#F, FLAELKIE
action "AaA F K. LB AT X 449 action A :
"SCMP_ACT_ERRNO": # .k, HATEPRE1E &,
"SCMP_ACT ALLOW": 4.i%.

o syscalls: #k#1, TTARA—/A syscall, & XAH $A, T args, L7 AR
o

e name: &iLjE#) syscall.

e args: %z, Z&@4aIHEA object &9 L 4T :

type Arg struct {

Index uint ‘json:"index""’ //BHMFS, 0 open (fd, buf, len),fd XTMAIHZ 0,
buf M1
Value uint64 “json:"value"® / /BRSHOHAT LR I E

vValueTwo uint64 “json:"value two"' //{{34 Op=MaskEqualTo W&IEM, I &NAIR value %
fL5#IER, MR valueTwo #HATLLEL, HAHENHAAT action.

Oop Operator “json:"op"®

}

args ¥ &9 Op, HBUETT AT W @ byt & —4:
"SCMP_CMP_NE": NotEqualTo
"SCMP_CMP_LT": LessThan
"SCMP_CMP_LE": LessThanOrEqualTo
"SCMP_CMP_EQ": EqualTo
"SCMP_CMP_GE": GreaterThanOrEqualTo
"SCMP_CMP_GT": GreaterThan
"SCMP_CMP_MASKED_EQ": MaskEqualTo

1.3.9.2 capabilities R B EH S
1.3.9.2.1 1A= A

capabilities L /2 linux kernel 2.2 2 & 51 NH22 A, FH /DN [ R P 428 i 20 7 24
RBR, v BAEE G Adi ) root BB, K root FH 7 AL BRZH 43 AN [E] () 45, ] LAy 5l Ja
AR H . capabilities TEAH{E S A Id Linux Programmer's Manual #1725 &
(capabilities(7) - Linux man page):

2020-02-08

106


http://man7.org/linux/man-pages/man7/capabilities.7.html

openEuler
Has iR

1 iSula 72 2% 5| 4

man capabilities

1.3.9.2.2 £ A BRI

13923 EHES

isulad EXIA Capabilities (145 BLEWT, il A SRRk BRI

"CAP CHOWN",

"CAP DAC OVERRIDE",
"CAP FSETID",

"CAP FOWNER",

"CAP MKNOD",
"CAP NET RAW",

"CAP SETGID",

"CAP SETUID",

"CAP SETFCAP",

"CAP SETPCAP",

"CAP NET BIND SERVICE",
"CAP SYS CHROOT",
"CAP KILL",
"CAP_AUDIT WRITE"

BRANIALRERCE, €17 7 CAP_SETUID A1 CAP_FSETID, #1l host FlZs#s3t = H
3, AR H S ki ST SRR B B, host 8 P AT RE
15 FHAZAS PEHEAT 3R . CAP_AUDIT _WRITE, &80 A% host 5N, fEfE—
SE RIS, W I ST B, HETECE A 325 48 i 48 F --cap-drop K
41 Capabilities B WRE A a5 FEH & RAEE T, RIS FFRCE 2 1) R 4008 H
B,

iSulad {i H--cap-add/--cap-drop %75 & 34 I/ 4 € AR, fEE L ENEOLT, ANEL
BAIGIBTA IR, HEF R 25 25 BROME A Db 22 ARt 2545

isula run --rm -it --cap-add all --cap-drop SYS ADMIN rnd-

dockerhub.huawei.com/official/busybox

1.3.10 £ # OCI hooks

1.3.10.1 $#iR

YRR B4 BT, 1817 OCI FrvfE hooks. LG =) hooks:

prestart hook: TEFAT isulastart ip 22 J5, TIEAARN 1 SR E s/, #k
7.

poststart hook: 7EZ#s 1 SR A8 f5, TM1E isula start #y4-1% [l 2 H, #EHk
7.

poststop hook: TEAZIF LG, HELENT LA AR EIZHT, AT

OCI hooks P & k2B T -

path: %27 R/ra, W, DWIUNLT R, 8@ SO AU FTHATAUR .
args: AR FRFHEAL, wEIT, i U execv |1 args —EL.
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o env: SR TFRFEREA, AR, XA E -, N NEEX, .
"PATH=/usr/bin"

o timeout: MEIUZEEEL, WA, WAUKT 0, FoRB 7 HAT I I W2k
TRERRISATIN (AL i B ], AR A T R S R S

hook [FJECE A json #% 3K, —MAFAE json &5 1 SCAEr, JRBan R

{

"prestart": [
{
"path": "/usr/bin/echo",
"args": ["argl", "arg2"],
"env": [ "keyl=valuel"],
"timeout": 30

"path": "/usr/bin/1ls",
"args": ["/tmp"]
}
1,
"poststart":
{
"path": "/usr/bin/1ls",

"args": ["/tmp"],
"timeout": 5
}
1,
"poststop": [
{
"path": "/tmp/cleanup.sh",
"args": ["cleanup.sh", "-f"]

1.3.10.2 0O

isulad 1 isula #HEAE T hook Y421, isulad $2HE T ZRIAH hook Bt B, 1EHTFHiIER
%, M0 isula $EAER hook #E11, H&EHT ARGl &A% .

isulad $2HE I ERIN OCI hooks Fict & :
e  j@il/etc/isulad/daemon.json it & S {4 ) hook-spec fic B 17 % & hook fic B f SC 4 #%

/4

1£: "hook-spec": "/etc/default/isulad/hooks/default.json"
e il isulad --hook-spec 2415 & hook Pt & 1) S A #54% -
isula $2f£ /1 OCI hooks Fit & :

® sula create --hook-spec: i i& hook fc & [ json SCAFIREEAE
® isularun --hook-spec: #&7€ hook L& [ json SCAF TSR

run FBC B LS create T BXAERL T o
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1.3.10.3 £ A PRI

1.4 Mt

1.4.1 21T

®  hook-spec fi i 1) 42 Wb A2 485 % 1%
e hook-spec f& & [ SCAF b ZAFLE

®  hook-spec F& & fA A X I P e Tl SCAR SO, B UA json.

®  hook-spec fi & (1) 30 K/ A RERE TS 10MB.
®  hooks fit. & ) path 7Bt AU~ 45T B 4% .
e hooks fii. B 1] path =7 Bt48 & S U 71T .

e hooks it & [ path = Bt4a & U 21 r PATHUR .
e hooks it & [ path Bt & SCAF 11 owner 24202 root.
e hooks it & 1] path - Bt & XA 25U root A 5HUR .

e  hooks it & [¥] timeout 4K T 0.

SR

#1-20 login @S2 ¥FFR

iy SH Vi
login H, --host 6 5E EE B iSulad socket SCE %
1%
-p, --password BB E B
--password-stdin MFRAERT N SRR (1) 2% 5
-U, --Username BRBEGCENHT 4
#1-21 logout S ESSHFIFR
w4 2 T
logout -H, --host i 8 BB iSulad socket ST
%
#1-22 pull SHLBHTIER
i 2 i
pull -H, --host $6 5E BB iSulad socket SCAEE%
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#1-23 mi SEHTIFR
fird SH TiBg
rmi -H, --host i 72 BLEREMY iSulad socket ST %
%
-f, --force s IR BR AR
#*1-24 load HESBHIIFR
4 B8 L&
load -H, --host  ({¥ isula SZ¥§) & BLERENY iSulad socket ST %
%=
-i, —-input i E R LS NBE % . Wi 2
docker A1, WA 4L 4 A0
12, W& embedded KEL, NN
1% manifest 542
--tag AME BN BAR AR, T fd
TAG fEE 14 FK, type /v docker
K SRS
-t, --type Bifg kA, HUE A embedded 5%
docker CERIAMED)
F£1-25 images ASEHTIR
e ¥ TiBA
images -H, --host T %€ FE LY iSulad socket ST
%
-g, --quit HEREB LT
#21-26 inspect S S HTIFEK
;a4 2 WiER
inspect -H, --host T 58 BB iSulad socket S %
7%
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we BH i EA
-f, --format falt RS RS A A L
-t, --time RIS I R AP 3, A AR TRl
inspect A1 #4515 B ARPAT KT,
M B R S RIS, BRI
120 ¥, HECE/NTET 0 M1fd,
FoRA 2 timeout ML inspect £
MAERE RS —EHER, EHIIZR
BB RN EIR ]
142 CNI ECESH#
127 CNI EEEL ESH
¥ %5 = | ifA
=
aJ
i%
cniVersion string 2| CNIRAS, X7 H 3FF 0.3.0, 0.3.1.
i%
name St“ng ‘,[Z‘ W?%gﬁ% EB)EHF EEX: aﬁﬁ?{%iﬁu&#o
1%
type string W | EESRAL, H R SCHR I IR 2E R A
iz underlay_ipvlan
overlay 12
underlay_12
vpc-router
dpdk-direct
phy-direct
ipmasp bool n] | & IP  masquerade
1%
ipam LN | VREHE X B IPAM SHE L
1%
ipam.type string Al | IPAM B8, H R SC R
% (1) underlay_I2. overlay 12, vpc-router 21
W ERINE distributed_12, H RSz
distributed 12,
(2) underlay_ipvian 414, 2Rk
distributed_I2, CCN 35 R 3 #F null.
fixed; CCE Ml FST 5G core 38 R ¢
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i

[ 2 TN Ho

L

null. distributed 12,

(3) phy-direct. dpdk-direct 21K, BRI\
12, WJi% null. distributed 12. FST 5G core
B HSZFE null. distributed_I2,

R

Ak BEVER (Ebn host-local) , Canal £
AN ENERIN, AR EER.

null: AN H canal &2 ip.

fixed: [HE ip, CCN ZHAEH

12: HAREH=MH.

distributed_I2: 1 FH 734 X1 2 ip.

ipam.subnet

string

&

F M5B . Canal 3ZHF1) subnet mask i [
79[8,29], H H.ER IP Mtk A fE Ay Multicast
Hihik (11 224.0.0.0/4) , {REHbE
(240.0.0.0/4) , AHb link Huhk:
(169.254.0.0/16) LA S AHE loop Mtk
(127.0.0.0/8) .

ipam.gateway

string

M2 IP

ipam.range-start

string

A LS 1P bk

ipam.range-end

string

A FHRISR 1P ikt

ipam.routes

LT AL

subnet 513, ®EAICEAZ— route F
i, % route & .

ipam.routes.dst

string

o H Mm%

ipam.routes.gw

string

EZNE PSS

dns

4 AR

f15— L6 DNS HIHF R .

dns.nameservers

[Istring

nameservers

dns.domain

string

Fa| g Fa | g Fa | Fa | Fa | HFa | Ea

domain
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BH il = | e
=
aJ
i%
dns.search []string wJ search
1%
dns.options [Istring woo| kIn
1%
multi_entry int A | R vnic FFE ip #E, T 0~16.
| TR, AR AR 2 T HE 128
AP,
backup_mode bool ] | B EEER, (WHT phy-direct 1 dpdk-
ik | direct 0¥
vianlD int Al | 0~4095,fu1F PaaS EHEFEE .
%
vlan_inside bool Al | true 37 vian ZhREH Node NESEIL, false
% | Row vian FEAMRSLHL.
vxlaniD int Al | 0~16777215, S0V PaaS HFAEE -
1%
vxlan_inside bool Al | true 7~ vlan DiBEH Node PFESEI, false
% | Row vian FEAMRSLHL.
action string ) 1ZSH R e M4k containerlD
#% | “000000000000” — AL
Create 7~ Il MY 2%
Delete 27 M 2% .
args map[string]i | ®] | FERGRBE KA. K 1-28
nterface{} ik
runtimeConfig ey ALPN nJ ¥
%
capabilities LER AR CIE R
%
#1-28 CNlargs 8%
Y RE £ | A
=
7]
i%
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S8 i) = |8
=
7
i%
K8S_POD_NAM | string Al | HEEE IP
E ik (runtimeConfig.ican_caps.fixed_ip 4 true)
i 75 Z % K8S_POD_NAME
K8S_POD_NAM | string Ay FRAR [E] 1P
ESPACE #% | CruntimeConfig.ican_caps.fixed_ip 4 true)
i 75 B i E K8S_POD_NAMESPACE
SECURE_CONT | string nJ LARBIRE
AINER W
multi_port int | BRMEN 1, BUEVERE 1-8. R SRR phy-
i | direct 1 dpdk-direct PiFhEAIRL%, F55E H
pGICIN Gy
phy-direct string A | FH T ARG i U A A R 2% N R e N
im | MR
dpdk-direct string Al | RO dpdk ELE 2 5 25 I R e e N
& | MR
tenant_id string ) MR D,
| R vpc-router KRR 4% ,
vpc_id string na] | VPC 1 ID.
& H3C#e vpe-router BRI FRLK .,
secret_name string Al | 27~ k8s apiserver F{RAFAH ak sk HIXT 5
® | %
H 37 #r vpe-router 571 4%
22 B VPC-Router 24 M 4%
IP string | ApPfeE ip Mk, R0 “192.168.0.10”7
1%
K8S_POD_NETW | string Al | R ip Hodk, A%3K “192.168.0.10” . #
ORK_ARGS #% | args " IP Fl K8S_POD_NETWORK_ARGS
HA N, LA
K8S_POD_NETWORK_ARGS Ak
INSTANCE_NA string J INSTANCE ID.,
ME & | s R P
dist_gateway disa | bool Al | true FRoRAE 4 gateway, false s flzE
ble ik gateway.
phynet string 5%, | BRI B EAE R, e BideE X
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BH il = | %A
=
7]
i%
[Istring % | IFRYIERNZE A4 FR, 5 SNC A SR I
R, BN T AA N, SCREFE &I .
fil4n: "phy netl" X
["phy_net2","phy_net3"]
endpoint_policies | struct Gl "endpoint_policies": [
i
"Type": ™|
"ExceptionList™; [
]l
"NeedEncap": true,
"DestinationPrefix": ""
}
]
port_map struct Al | NAT BRI g, SCRER avim DR A 2
ik Bl
"port_map": [
{
"local_port": number,
"host_port":  number,
"protocol™:  [string---]
1.
]
#*1-29 CNI ZMEEESH
g it ERAE ERA
cniVersion string Dbtk CNI fRA S, 477
H3HF 0.3.0,
0.3.1,
name string Wik Mz FR, P
H € S, 7 RiEE
plugins struct Wit HARAL B ES W&
1-27,
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RGBR

2.1 kA

22 &g

SE1

2.1 Mk
22 RS
2.3 fEHEM
2.4 [

RARMBEENIEETH ., mERE. KRIFRIAR T, ERN AN =i
B AECEURNEIAR, RGEEAT EEM R BN, FR R SMEREER R, &
/b overhead I . MRAHIFEDIKRE, RAD MR RTIR_FAH LR ML AT 75AC
R HIG, FRERA, @ik REFE T UE M E S S T, it
FEW L AR R, MHERESE L R AT R TSl

=
~F

T TR B e A iSulad AT .

# yum install iSulad

ZIEAR DAL -

# yum install isulad-tools authz isulad-lxcfs-toolkit lxcfs
#F iSulad 275 LA R 5.

# systemctl status isulad

JFE Ixcfs #1 authz iR %5 .

# systemctl start lxcfs
# systemctl start authz

e
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2.3 (FFH1EF

2.3.1 &N

RGUEA AT iSula B a3 51 FREAT I REHG 9, SRR GIA A KINAE . REUBARALN
o E BIIREA iSula B4 5| FEORRF— 2, Har SMUIIRE S iSula 245 5| ZEAH A .

KRR IR R G AR ARG SR D e B 7 2, e AT IRETE S5
iSula 75 4% 5| T

RAKABRIIRAG I isula create/run v 24T, JEEERFFAIVLEE, % DhReIIEH a4
7. Har ATk~ PR

isula create/run [OPTIONS] [COMMAND] [ARG...]

Hr:

® OPTIONS: #4Z%, AlLl—AuE£A, mEkSHES A “1iSula B45 % >
1.4 Bk > 141 AT EH Y PN 2 .

e COMMAND: REABEEEHATHIMS.

® ARG: RGUHESEINEIATaSN NS

2.3.2 $§ € rootfs RIS 2E

ek

S5 A

2R PRI

RGBB/AF T EALR, TEARTEERE - MEMRBREY, MRAgARNET
S --external-rootfs fi & — /N AH R SCHE 248 rootfs (Root File System) k& 3,
rootfs 5 T 78 441 AT IR 4 R BE3R S

we S SR EEIH
isula --external-rootfs o TIHAE.
create/run

o EFRMCAY RGNS LI AN}
1%, BP rootfs HIER1%.

o ZS¥--external-rootfs 15 5€ [ rootfs H gk UAUNARTERAS, ANEE VAN AR o

e Z¥f—-external-rootfs 155 5E ] rootfs HRAAUN— AN e BIZATHI#RAE RS, U
B A A BRI

o IR, AS2MRs--external-rootfs $5 5 K rootfs H 3.

o RIKRTE x86 M85 Ei T T arm rootfs fZR A%, tHARSCREAE arm 355 Higfr 3T
x86 rootfs K225«
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e [d—f7 rootfs, AEWRZNZAEEGLH], RIFE—1 rootfs RAE— A dn A I 1
AL .

(BN
BB AR rootfs )% 4% Ju/root/myrootfs, A4 fEE)— A RGBS W

# isula run -tid --system-container --external-rootfs /root/myrootfs none init
[MARIZY:):
rootfs ¥ AR XX E %, FHAF BT ESG. Pl BR800 tar LIRS, BP A —A rootfs.

2.3.3 Bt systemd BEIE RS

INReIR

RGRA G B AR RON I 2 R e T 298 3 31 init 242, @A ok

systemd JEEI RGR S, MRS HE ML XAGES, W EESERRIEE --system-

contianer 2% 1] LA g systemd i 55 .
SHREA

we S SHIEEER

isula --system- o fi/RASE, HUE N true. false, RI&EMHN Fr

create/run | container true.

o BERNERLURTRET RAALSE, VWA,

2R PRI

o  systemd IR % 7 A A — LR RS, 45 mount. umount2. unshare. reboot
PLJ name_to_handle_at, FrLATEAT B FFAUAZARERIEI T, RARHITIF T
W iR AR

o REGAIMHAGE init JA5, init PR RN IEF IR SIGTERM {55, stop Bk
WTE 10s ZJa A 2ol R IEAR 4 . W TR EPUHLE W, PTLAFBhEE stop 17
ing T

e  -system-container W ZifiL 7 --external-rootfs 24— H .

® RAKMNILFFBITERMS, MM )E 1@ systemetl KEHE, k452 (A7) 8
2 MU BARHC R SR H L T LR SR B DIZ RAS, (1988 T0iE
BB,

o REEIMNIIFLLRSHFE A Re 2w T EAE SR, HlnE SR NEIBIT T
NetworkManager fj55, I A& 5200 [ 25 28 IR 14T (RIS IR 3R 5 4
NetworkManger {545, F3CA AT FUHIZE 5

o REEIFENE N TOIESLI udev FAFRRE, FrlL fstab o B B A SRR
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fi& % --system-container fl--external-rootfs 245 8 R 4 75 4%

[root@localhost ~]# isula run -tid -n systest0l --system-container --external-

rootfs /root/myrootfs none init

PAT LA LA e A Ihia AT, il exec AR EE S, TEF systemd
et

[root@localhost ~]# isula exec -it systest0l bash

[root@localhost /1# ps -ef

UID PID PPID C STIME TTY TIME CMD

root 1 0 2 06:49 2 00:00:00 init

root 14 1 2 06:49 » 00:00:00 /usr/lib/systemd/systemd-journal
root 16 1 0 06:49 ? 00:00:00 /usr/lib/systemd/systemd-network
dbus 23 1 0 06:49 ? 00:00:00 /usr/bin/dbus-daemon --system --
root 25 0 0 06:49 2 00:00:00 bash

root 59 25 0 06:49 2 00:00:00 ps —-ef

BARNPAT systemetl x> A F RSN, 7IE 2RSS HE systemd EH .

[root@localhost /]# systemctl status dbus
e dbus.service - D-Bus System Message Bus

Loaded: loaded (/usr/lib/systemd/system/dbus.service; static; vendor preset:
disabled)

Active: active (running) since Mon 2019-07-22 06:49:38 UTC; 2min 5
8s ago

Docs: man:dbus—-daemon (1)

Main PID: 23 (dbus-daemon)

CGroup: /system.slice/dbus.service

L23 /usr/bin/dbus-daemon --system --address=systemd: --nofork --

nopidf

ile --systemd-activation --syslog-only

Jul 22 06:49:38 localhost systemd[l]: Started D-Bus System Message Bus.
KA IE systemctl stop/start iiz45, T B AR SS B systemd EEE

[root@localhost /]1# systemctl stop dbus

Warning: Stopping dbus.service, but it can still be activated by:
dbus.socket

[root@localhost /1# systemctl start dbus

2.3.4 &5 reboot/shutdown

St

DhREfmik

SHR A

RGRETIRAE A 2SI IAT reboot F1 shutdown @4« AT reboot iy 4 R4 L 7] 5 i 25 2
—F; AT shutdown iy & RCR [R5 1B 2R 28— 2

2 S SHIEEEIRA
isula —-restart o FRHAE,
create/run o HIHIE A
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e
2’
W
=

SHIgE A
on-reboot: FKI/NHE I R KA.

e shutdown IZhfE, K TASFEIH OS, LLSLPRZE S$is AT % N OS M.

o AT “shutdown -h now” #ir4-JEH R 4T, AEEZ IR console. 714 “isula run
ti” 23T console, 7F % —" host bash 7 isula attach iZ & 8%, <{TH 5 —
A~ console, LT #4T shutdown £ 264,

o NPRIHENINFE 5E --restart on-reboot ZE, RFIWIT

[root@localhost ~]# isula run -tid --restart on-reboot --system-container --
external-rootfs /root/myrootfs none init
106faae22a926e22c828a0f2b63cf5c46e5d5986ea8a5b26de81390d0ed9714f

o NEBIAT reboot iy 4 :

[root@localhost ~]# isula exec -it 10 bash
[root@localhost /]# reboot

BERRLGEN:
[root@localhost ~1# isula exec -it 10 ps aux
USER PID $CPU $SMEM VSz RSS TTY STAT START TIME COMMAND
root 1 0.1 0.0 21588 9504 7 Ss 12:11 0:00 init
root 14 0.1 0.0 27024 09376 2 Ss 12:11 0:00 /usr/lib/system
root 17 0.0 0.0 18700 5876 ? Ss 12:11 0:00 /usr/lib/system
dbus 22 0.0 0.0 9048 3624 ? Ss 12:11 0:00 /usr/bin/dbus-d
root 26 0.0 0.0 8092 3012 2 Rs+ 12:13 0:00 ps aux

o HENZEHIAT shutdown 74
[rootQ@localhost ~]# isula exec -it 10 bash

[root@localhost /1# shutdown -h now
[root@localhost /1# [root@localhost ~1#

RAE A2 T

[rootQ@localhost ~]# isula exec -it 10 bash
Error response from daemon: Exec container error;Container is not

running:106faae22a926e22c828a0£f2b63cf5c46e5d5986ea8a5b26de81390d0ed9714¢f

2.3.5 cgroup BRAIALE

DhREfmik

ARG A TRAETE BN BT 2R 4 TUREE S AT R 1. @it --cgroup-parent 44,

A LR A58 FH ) cgroup H S48 E B E B R, IMIA R R G /Ao s FHLEEIR
B H . Flane DL E A4 av by ¢ B cgroup R #4% MlIxclcgroupl, 2% d. e, fHY

cgroup R #4%2 MlIxclegroup2, XAEIEIT cgroup BN 2 AR NP group,  SEELZE AR

cgroup ZHJZ [ 1 B YR I 5 .
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ws S SHIEEEA
isula create/run | --cgroup-parent o FIFHAE,

o JRIEZEE cgroup REKE

7B Ay S ATHR A RSB AENT M cgroup A ERARAN, W AIEIE L iSulad 22
S8R S E S, $8 AT A A 281 cgroup B1%.

B EMHE BCEIN B E LU AR

letc/isulad/daemon.json | --cgroup-parent | e “FRFHRARE,
o FRIEAZEIN cgroup RLKAE

e W& RfI: "cgroup-parent:
"/Ixc/mycgroup"

o % daemon A% SRS E T cgroup parent B, & LLE RIS 2 K-
cgroup-parent 2= %4

o WMRCHINELR A, AIEHNAES B, &4 B I cgroup KEFEIRENEA A T
cgroup 645, TEMIBRZ 2% B 5 75 Z e MIBR A 48 B FMIBRZA S A, B2 FE
cgroup TEIRLE .

JA B RS 4%, TA € --cgroup-parent 24 :

[root@localhost ~]# isula run -tid --cgroup-parent /lxc/cgroupl23 --system-—
container --external-rootfs /root/myrootfs none init
115878a4dfc7c5b8c62ef8ad4b44£216485422be%a28f447a4b%ecac4609£332e

AR init BEFER) cgroup 5 B

[root@localhost ~]# isula inspect -f "{{json .State.Pid}}" 11

22167

[root@localhost ~1# cat /proc/22167/cgroup
13:blkio:/1xc/cgroupl23/115878ad4dfc7cbb8c62ef8a4b44£216485422be%9a28f447a4b%ecac4609
£332e

12:perf event:/lxc/cgroupl23/115878a4dfc7c5b8c62ef8ad4b44£216485422be%a28f447a4b%eca
c4609£332e
11l:cpuset:/1lxc/cgroupl23/115878a4dfc7c5b8c62efB8adbd4£216485422be9%a28f447a4b%ecac460
9f332e
10:pids:/1lxc/cgroupl23/115878a4dfc7c5b8c62ef8adb44£216485422be%a28f447a4b%ecacd609f
332e
9:rdma:/lxc/cgroupl23/115878a4dfc7c5b8c62ef8a4b44£216485422be%a28f447a4b%ecacd609£3
32e
8:devices:/1lxc/cgroupl23/115878a4dfc7c5b8c62ef8adb44£216485422be%9a28f447a4b%ecac4d60
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9f332e
7:hugetlb:/lxc/cgroupl23/115878ad4dfc7c5b8c62efB8adbd44£f216485422be%a28f447a4b%ecac4d60
9f332e
6:memory:/lxc/cgroupl23/115878ad4dfc7c5b8c62ef8adb44£216485422be%a28f447a4b%ecac4609
£332e

5:net cls,net prio:/lxc/cgroupl23/115878ad4dfc7cbb8c62ef8adb44£216485422be%a28f447a4
bY%ecac4609£332e

4:cpu, cpuacct:/lxc/cgroupl23/115878a4dfc7c5b8c62ef8a4b44£216485422be9a28f447a4b9%eca
c4609£332e
3:files:/1xc/cgroupl23/115878ad4dfc7c5b8c62efB8adbd44£216485422be%a28f447a4b%ecacd609f
332e
2:freezer:/lxc/cgroupl23/115878a4dfc7c5b8c62ef8adb44£216485422be%a28f447a4b%ecacd60
9f332e
1:name=systemd:/lxc/cgroupl23/115878ad4dfc7c5b8c62ef8adb44£216485422be%a28f447a4b%ec
ac4609f332e/init.scope
0::/1xc/cgroupl23/115878a4dfc7c5b8c62ef8adb44£216485422be%a28f447a4b%ecac4609£332e

Al LA B2 8511 cgroup QA5 4% ¥ B M /sys/fs/cgroup/<controller>/Ixc/cgroupl23
[F, S0 T A 2548 cgroup SCEEAR I B r DABL B — 45 4% daemon XA, il11:

{
"cgroup-parent": "/lxc/cgroupl23",
}

RIFER A ST, BEE.

2.3.6 namespace L AZESH AT

Lheefimid

SHR A

X IBAT AR SN SS, WlEf, K8, ERREEN I, X A% S 4t
ITREMHERRT R, LR ERDNL S BTN St . WS EE A A TR E
B BAemvHES CREBUES):

FEARSRVFR T ER A BEN, R3RAE 1 —sysctl SMAREE T, T HLA & A AN RIG 122X
ZHH.

FERVF PHERANIBEIN, S0 WSHRERA NN, RORHBEE, S
TN LA IR, 2 tERER.

ARG R4t --ns-change-opt %4, I LAFEE namespace tLI % SEIE R 2N B 1%
B, METCCEE net. ipc.

WL e SHUREEA
isula create/run --ns-change-opt | ¢ FFFFAE,

o ZHFFACHE net. ipc:

net: SZHF/proc/sys/net H 3 KT namespace
4.
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e
2’
W
=

SHIEEER

ipc: SCHFI namespace th S EA £ IR
/proc/sys/kernel/msgmax
/proc/sys/kernel/msgmnb
/proc/sys/kernel/msgmni
Iproc/sys/kernel/sem
/proc/sys/kernel/shmall
/proc/sys/kernel/shmmax
/proc/sys/kernel/shmmni
Iproc/sys/kernel/shm_rmid_forced
Iproc/sys/fs/mqueue/msg_default
Iproc/sys/fs/mqueue/msg_max
Iproc/sys/fs/mqueue/msgsize_default
/proc/sys/fs/mqueue/msgsize_max
Iproc/sys/fs/Imqueue/queues_max

o SCHRBEHITEE L namespee ILE, ZABLE
(B i S k@ F, #l4n: --ns-change-

opt=net,ipc.

o R EB BB FRE T —-privileged CRERLZE%S) Fl--ns-change-opt, M--ns-
change-opt A= %%.

JABN4 4%, fRE--ns-change-opt=net:

[root@localhost ~]# isula run -tid --ns-change-opt net --system-container --
external-rootfs /root/myrootfs none init
4bf44ad42b4aldfdafl27616c90defa64b4b532b18efdl5b62a71lcbf99%ebecl2d2
[root@localhost ~]# isula exec -it 4b mount | grep /proc/sys

proc on /proc/sys type proc (ro,nosuid,nodev,noexec,relatime)

proc on /proc/sysrg-trigger type proc (ro,nosuid,nodev,noexec,relatime)

proc on /proc/sys/net type proc (rw,nosuid,nodev,noexec,relatime)

A LU 225 4% N [proc/sys/net #4558 rw, i BH net #1511 namespace 1LIF N 1% 2 A
BIEEHR

MR8 — %A%, 487E--ns-change-opt=ipc:

[root@localhost ~]# isula run -tid --ns-change-opt ipc --system-container --
external-rootfs /root/myrootfs none init
c62e5e5686d390500dab2fa76b6c44£f5f8da383adcbbeacl2cfadalb07d6c47£
[root@localhost ~]# isula exec -it c6 mount | grep /proc/sys

proc on /proc/sys type proc (ro,nosuid,nodev,noexec,relatime)

proc on /proc/sysrg-trigger type proc (ro,nosuid,nodev,noexec,relatime)
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proc on /proc/sys/kernel/shmmax type proc (rw,nosuid,nodev,noexec,relatime)

proc on /proc/sys/kernel/shmmni type proc (rw,nosuid,nodev,noexec,relatime)

proc on /proc/sys/kernel/shmall type proc (rw,nosuid,nodev,noexec,relatime)

proc on /proc/sys/kernel/shm rmid forced type proc (rw,nosuid,nodev,noexec,relatime)

proc on /proc/sys/kernel/msgmax type proc (rw,nosuid,nodev,noexec,relatime)

proc on /proc/sys/kernel/msgmni type proc (rw,nosuid,nodev,noexec,relatime)

proc on /proc/sys/kernel/msgmnb type proc (rw,nosuid,nodev,noexec,relatime)

proc on /proc/sys/kernel/sem type proc (rw,nosuid,nodev,noexec,relatime)

proc on /proc/sys/fs/mqueue type proc (rw,nosuid,nodev,noexec,relatime)

A LAE BRI ipe AHORHI WAZ S RS v rw, 109 ipe #H 5 namespace 1L N %
SHEFIEENIR

237 £E=ERXNEFEE

Lheefimid

RARERURRE EV R =N AT EE N DIEE, Wi A2 E ) Fl E -
host-channel 4§, 7 UA/ER 25 AL ML [E— tmpfs, MIIA 2| 32415 7545 (0] i8

2

SHIREERH

&R .
SR AR

e

isula

create/run

--host-channel

o FRIHARE, AN
<host path>:<container path>:<rw/ro>:<size limit>
o ZHUHINT:
<host path>: ¥7EfE EAL L H:Z tmpfs (42,
WA 2 50F R AT
<container path>: JFGTEZE2S N H:E tmpfs 1%
1, AR AR AT .
<rw/ro>: FEZ ds WHEEBII SO RS AE FAUR,
HEERCE N w (A[EE5) 8iro (HED , BRAA
'wo
<size limit>: FEHW tmpfs FEWEAEH 15 K IR
i, He/NSCFE LB (AKB) , KRR S
BYIE AN 12 o BRICH 64MB.

2R PRI

o TN A tmpfs (4 A O RS R S B ASIER AR ER OB
A 5 A 27 BRIX T as1a] o
o AFMMBRIT 2R AL AL tmpfs RIBARMIER, BT LA SRVRRE TG ML L CAF

FETH %

o N TEENLLAE root F P IBATHIIERERENS SRS NIEATIES, 15 EHL L tmpfs £
HHIALE R 1777
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1) 18 25 22 15 45 5 --host-channel %k :

[root@localhost ~]# isula run --rm -it --host-channel /testdir:/testdir:rw:32M --
system-container --external-rootfs /root/myrootfs none init

root@3b947668eb54:/# dd if=/dev/zero of=/testdir/test.file bs=1024 count=64K

dd: error writing '/testdir/test.file': No space left on device

32769+0 records in

32768+0 records out

33554432 bytes (34 MB, 32 MiB) copied, 0.0766899 s, 438 MB/s

(AR
. &J’ﬂ -host-channel K/ FR#IBy, FEARZNAZEE T4, NAETEEE AN GBI
5B G R K B ARIR AT IT RS & &~ 4 oom) .
o ERPAEIMFUNELTIMH, NWAXERAW A FERATRE.

o FRPEEARRENCHLFM, ﬂk%ﬁmﬁ»% , TR E RSN AEAN A
JR Ak Ak _E ek --host-channel B2 & &9 K s &4 % %0

2.3.8 TH7SHINEL AR AR IR

=P

SHLAA

2R PR

15 7= 31

27 L5 T BRI S N AZ AR, PIE W B EER BT, ERAE A shEl
B INFRAE RS TPl 55 5 B N AZ AR E B 15 AL, SeirhE TS RS A isulad-hooks — 2 f#
H, BARERHTSE 2312 FHRENSER (isulad-tools) F 5,

we 2 SHIEEEIA
isula create/run | -e o FRFEAE,
KERNEL MODULES=module namel,modu .
lo name - o WHFHLE LR
- He, B4 DLES
o

o WM N AT ARG IR, BEIRE BV OISR, 2%
BUfd EHL BT TR P, AEASOIN 8 P AZ A DR 7 AR AT

o A INEL P AZ AT R T B NS N AL AR AL IR A R A, LI RE MK EE isulad-
tools HiiFR B 75 28 Jo BN IR AR B S B, KW isulad-tools [ 1IE A 22 342

o MBI N ARG ZE T S AT I ER

JREN RGN, $57E-e KERNEL_MODULES 23, £ &4 AR sE, WG
ip_vs BLHAE BN B A%
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239 IMETEHFAKL

LhgefiR

SHLAA

2R PR

15 7= 31

[root@localhost ~]# lsmod | grep ip vs

[root@localhost ~]# isula run -tid -e KERNEL MODULES=ip vs,ip vs wrr --hook-spec
/etc/isulad-tools/hookspec.json --system-container --external-rootfs /root/myrootfs
none init

aelB8c4281d5755alel53a7bff6b3b4881£36c8e528b9%aba8al3278416a5d0980

[root@localhost ~]# lsmod | grep ip vs

ip vs wrr 16384 0
ip vs 176128 2 ip vs wrr
nf conntrack 172032 7

xt conntrack,nf nat,nf nat ipvé,ipt MASQUERADE,nf nat ipv4,nf conntrack netlink,ip

vs
nf defrag ipvé 20480 2 nf conntrack,ip vs
libcre32c 16384 3 nf conntrack,nf nat,ip vs

o g EME F4 3 isulad-tools,

o & &35 % --hooks-spec # isulad hooks.

RYLAw SR IE R 15 % —-env-target-file 12 120K env &2 & F£F AL B2 28 rootfs Hg N
(PIRC B SR

e ¥ SHIEEEAR
isula --env-target-file | ¢ FiGEAH,
create/run - N v .
o env FEAMSCHEAZITLE rootfs H R, HBCE A4
X EEAT o

e  --env-target-file 45 5& i) H Ar SCAF U SR ARAE 1, R/NVANREEEE 10MB.
o  —env-target-file 35 € FISHON rootfs H 3¢ T 4% IR A4% .
o LnfR--env 1 H AR SCHE R env HBISE, Ll--env $5 2 IS EONHE.

R ARG R, 1R env M S AR H--env-target-file 2%

[root@localhost ~]# isula run -tid -e abc=123 --env-target-file /etc/environment --
system-container --external-rootfs /root/myrootfs none init
b75d£997a64da74518deb9a01d345e8dfl3ecabbcc36defe40c3e90ealeel88e

[root@localhost ~]# isula exec b7 cat /etc/environment
PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin

TERM=xterm

abc=123
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T LAE B AN env AR (abc=123) L& 45 Atk f/etc/environment Bt & .

2.3.10 sx K RJTRE PR FI

InREFEIA
R SR 25 2% P FH SO AR BOEEAT SR 1), SO0 0 A 45 L5 308 S A A 0 ) 286
B, REIASE, WLGE T & --files-limit Z:E R H1 25 2% A 4TI BB R AR E.
S ¥R
we SH S IsEE R
isula --files-limit o HUHUE, ARENTEL.
create/run o N0 FR AL, B
BE 1] B 24 /T Y A% files cgroup
5o
2R PR
o niR-Afiles-limit #E & MIME K/, TR FEMAGRA R TLIEIET exec AT 4L,
"open too many files"#51%, LA files limit [4E B 1% 8 B K — 24,
o SRR ALAE S E SRR AN N 4 B
ARG

1 I --Files-limit B il 25 %% P 3T I SO AR S 7 B2 A% S HF files cgroup, AT DABHAT AR
WA AE:

[root@localhost ~]1# cat /proc/l/cgroup | grep files
10:files:/

S5 R files, V] NAZSCHF files cgroup.
AAe o BE e -files-limit 24, A files.limit Z2HUE BRI B A

[root@localhost ~]# isula run -tid --files-limit 1024 --system-container --
external-rootfs /tmp/root-fs empty init
01e82£fcf97d4937aa1d96eb8067£9£23e4707b92del52328c3fclecb5£64e91d
[root@localhost ~]# isula exec -it 01e82fcf97d4 bash

[root@localhost ~]1# cat /sys/fs/cgroup/files/files.limit

1024

LA, A8 N SO RO RO S ol R 1
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2311 £ MMREMS
2.3.11.1 user namespace %X} %

INReIR
user namespace J& 44 25 2% 1 root WL B EAUAYER P, AR SRR H P RS
A ARG (HRTEEN LR EAR, B gs i A ki s =, 247k
HEEAE. Fidt—25, i user namespace iR f5, 7S A EHLEHAFI uid A1 gid,
PRAUEZE 2 P (0 SRR LB IR IEAT R &, SO IR 77 4
R A SR IEIT --user-remap 2 11 30K A R 25 28 1 user namespace BLST 275 EALA
[F] ] user namespace, SCELZE#% user namespace [
S ¥R
we S8 SHIEEEUER
isula create/run | --user-remap S A N<uid>:<gid>:<offset>, SE iU :
e uid. gid MEHA, HUBHKTET 0,
o offset NEHA, HMHAT 0, HFHIMT
65536, HUEAREA/DN, BMAZRTCIEE 5.
e uid Jin_L offset f{H A AI/NF55F 2%2-1, gid N
I offset FE AIU/NT45T 2%2-1, BNEZR)S
Bl
2R PR
o IR ARGEIIRE T —-user-remap, HP4 rootfs H &L IURE ML --user-remap 45 5&
uid/gid A ATV, A4 SRR 4% user  namespace JCiZ 1 A rootfs, ¥ %% 5h
FI o
o KINFTA N id FEIZBEWLS B ML rootfs, Ll H /S0 AT E S M EHL mount
FZRA%, thln/devipts H T & & SO, 405 offset {H /M) g2 F £ mount
FI o
e uid. gid 1 offset A H L2V B i, a1 A iEmE.
e —user-remap RiEM T RGE .
e  —user-remap Fl--privileged FNREILAE, 752235 Bh o gt
o i uid 5E gid F8E N 0, M--user-remap SEAERL.
FHRES

(MERITY:
35 2 —-user-remap A2 AT, ¥ rootfs TATA B F e L ARHAY uid A= gid BOEAKGAS, RBASE A -
user-remap 1% < uid A= gid 89 HAS & .
Bl 4e ¥4 dev B F#9 uid A= gid Z4K uid 4= gid 1 100000 & % # 4 4
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chown 100000:100000 dev
R4 0 B4R 5E --user-remap S5

[root@localhost ~]# isula run -tid --user-remap 100000:100000:65535 --system-
container --external-rootfs /home/root-fs none /sbin/init
eb9605b3b56dfae9e0b696a729d5e1805af900af6ce24428fde63f3b0ad43fda

Iy IAERE EHURIA &8 A 2 E /sbin/init BEFE(E S

[root@localhost ~]# isula exec eb ps aux | grep /sbin/init

root 1 0.6 0.0 21624 9624 2 Ss 15:47 0:00 /sbin/init
[root@localhost ~]# ps aux | grep /sbin/init

100000 4861 0.5 0.0 21624 9624 ? Ss 15:47 0:00 /sbin/init

root 4948 0.0 0.0 213032 808 pts/0 SHF 15:48 0:00 grep --color=auto
/sbin/init

a] LLE F/shin/init HEFELE 25 25 9 (19 owner 2 root P, {HZ7E75 EHLI owner &
uid=100000 XM FH 7 o

B R SCPE, SRJSETE AL E A AR owner:

[root@localhost ~]# isula exec -it eb bash
[root@localhost /]# echo testl23 >> /testl23
[root@Rlocalhost /]# exit

exit
[root@localhost ~]# 11 /home/root-fs/testl23
—rw—-—-————- . 1 100000 100000 8 Aug 2 15:52 /home/root-fs/testl23

AILLER, ERBNAERT —ANCH:, EF) owner & root, {HAZZETE FHL EH R
owner #& id=100000 XM FH .

2.3.11.2 F PLBRIEH

Lhgefmid

EORA

2R PR

A SIS RRE I TLS NIETT AORAIER T 9B 6y, JEMRIEE I OB, 41T
51 BETT A% authz 6 4 SRR #2] o

AL E iSulad 25488 51 %5 B S B0k TR e USRI HI 31, daemon BC & S4B A

[etc/isulad/daemon.json

FLESH 1l AR
--authorization- "authorization-plugin";  "authz- F AR GESEA:, 24
plugin broker" B X 32 FF authz-broker.

o authz FEEACE H P ALPRSERS, SEB& SCIEBRIN Auivar/lib/authz-broker/policy.json, 1%
e B S ST Eh A BB, B MGERIN AR, AT B ARG
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E3ERNY

o HHTAEMTIEN root HF B3N, BOF—H PR —a 4l RE0XHE P
ARG KR, T EECE . H AT container_attach. container_create £l
container_exec_create ZJ1F i] GE 44 KUK «

o NFRULEGAEEAE, Hhlnisulaexec. isulaattach %54 isula inspect J2& 75 A YL
PR, S %A inspect BUBR 2 B BaR AL .

o  RFH SSL/TLS N @i 73 nae 4 PRI [F) I tH £ 5 R M BEAURE, W3 naEnt, ¥
FERLZ 1) CPU BEIR, FR T HURMEHA, Inffs & 2 Amnt &, KIEH ks
T, MEAETLS @5, HHLKER —EBE L TR 2300, 75 ARM RS 4
(Cortex-A72 64 1%) HALZHIEM T, KA TLS HAEREHR, HEKHFKERE
200~250 Y A .

o RS umtR i --tlsverify B, WUESCARBRIAEC B B8 42 A fetclisulad . H BRI ST 7359
iy ca.pem. cert.pem. key.pem.

BATE EHLZAR T authz $l1F, WERTEE LA, LIR30 authz \IFAR ST dr &0 T

[root@localhost ~]# yum install authz
[root@localhost ~]# systemctl start authz

TR IIAE, H T B E AR S A TLS iE+. ATEA#E ] OPENSSL k&
Jl A B ESS, BARP IR

#SERVERSIDE

# Generate CA key

openssl genrsa -aes256 -passout "pass:$PASSWORD" -out "ca-key.pem" 4096

# Generate CA

openssl req -new -x509 -days S$VALIDITY -key "ca-key.pem" -sha256 -out "ca.pem" -
passin "pass:$SPASSWORD" -subj
"/C:$COUNTRY/ST:$STATE/L:$CITY/O:$ORGANIZATION/OU:$ORGANIZATIONALiUNIT/CN:$COMMON7N
AME/emailAddress=$EMAIL"

# Generate Server key

openssl genrsa -out "server-key.pem" 4096

# Generate Server Certs.
openssl req -subj "/CN=SCOMMON NAME" -sha256 -new -key "server-key.pem" -out

Server.csr

echo "subjectAltName = DNS:localhost,IP:127.0.0.1" > extfile.cnf

echo "extendedKeyUsage = serverAuth" >> extfile.cnf

openssl x509 -req -days S$VALIDITY -sha256 -in server.csr -passin "pass:S$PASSWORD" -
CA "ca.pem" -CAkey "ca-key.pem" -CAcreateserial -out "server-cert.pem" -extfile

extfile.cnf
#CLIENTSIDE

openssl genrsa -out "key.pem" 4096

openssl req -subj "/CN=SCLIENT NAME" -new -key "key.pem" -out client.csr

echo "extendedKeyUsage = clientAuth" > extfile.cnf

openssl x509 -req -days S$VALIDITY -sha256 -in client.csr -passin "pass:S$PASSWORD" -

2020-02-08

130



openEuler

AR 2 RGRA
CA "ca.pem" -CARkey "ca-key.pem" -CAcreateserial -out "cert.pem" -extfile
extfile.cnf
HEBERTH L BRI A, [ERSEENGCESE. £k CA RS
#FATME R “"”, PASSWORD., COMMON NAME. CLIENT NAME. VALIDITY
bR .

L3 AAGIEE I TLS M S HAER A XS, HRIEVEG A E1T. B
Ab, RTAER TLS WIE, #5120 AUEH TCP il ity a3, A8 ﬁﬁﬁﬁééﬁﬁﬁ
unix socket [ 7R 3. & %% demon i fc & 41 R -

{

"tls": true,

"tls-verify": true,

"tls-config": {
"CAFile": "/root/.iSulad/ca.pem",
"CertFile": "/root/.iSulad/server-cert.pem",
"KeyFile":"/root/.iSulad/server-key.pem"

} 4

"authorization-plugin”: "authz-broker"

}

A RETHERERRS, X TEARBORE, I SR A T — N B S04 F var/lib/authz-
broker/policy.json. 1AL E AT SCHFENAMEL, TSN A TR E B E shidf, R FHER
authz HFERIE SIGHUP 55 . U R R:AT — AN 5KHE JSON X R . 4T R —MIL

Co FARHISFENENC B m Bt T -

o A A #A LAs AT FTA iSulad fir 4
{"name":"policy_0","users":["""],"actions":[""]}-

e  Alice nJLLig47 P iSulad fi5%:

{"name":"policy_1","users":["alice"],"actions":[""]}-

o H W LLig4T FrA iSulad fiv 4
{"name":"policy_2","users":["""],"actions™:["""]}-

e  Alice il Bob ] LAGI 3T 125 2% :

{"name":"policy_3","users":["alice","bob"], "actions":["container_create™]}-

e  service_account 7] LLiHY H 12417 docker top:
{"name":"policy_4","users":["service_account"],"actions":["container_logs","container_t
op“]}-

e Alice A BL#HATAEA container #:/F
{"name":"policy_5","users":["alice"],"actions":["container"]}.

e Alice A LA#ATAEAT container #:4F, (HIERAIFZE A G2 get:
{"name":"policy_5","users":["alice"],"actions":["container"], "readonly":true }.

(MARIZY:):
o FLE P ICAE action X 4FEN & & X,
o users X #IE W & ik K,
o users REEAEAM P, BRI —M P IR S AN EE,
SBS5 MEBHEH TG, BN mLE TLS ZHOEERA MR %E, B D2 IR BR V5 i .
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[root@localhost ~]# disula version --tlsverify --tlscacert=/root/.iSulad/ca.pem --
tlscert=/root/.iSulad/cert.pem --tlskey=/root/.iSulad/key.pem -
H=tcp://127.0.0.1:2375

R ARBRIAECE TLS YRS TR P umiEss, v OB 3h 2l~iSulad, ¥ E
ISULAD_HOST #1 ISULAD_TLS_VERIFY A& (i AR AL -
H=tcp://$HOST:2375 Fl--tIsverify).

root@localhost # mkdir -pv ~/.iSulad

[ ~]
[root@localhost ~]# cp -v {ca,cert,key}.pem ~/.iSulad
[ ~]
[ ~]

root@localhost # export ISULAD HOST=localhost:2375 ISULAD TLS VERIFY=1
root@localhost # isula version
R

2.3.11.3 proc XHRGFRE (Ixcfs)

19 R IEE

A R RS, PO RN, RS AR, SRk —
SERLFEMEFAME . BT Linux M1 namespace 7 56 AN 523, PRI 8 2% 22 RE B 15
T AEAE — S8 BhEG . BN, fEZR2EMER proc SO R 40 AT UK 245 EHL L proc /5 B
(41 meminfo, cpuinfo, stat, uptime %5). FIA Ixcfs T E AT LUK 2888 N (17 18 E AL
Iproc A RGN, B4 AR 48 SEBI AR G proc N2,  DUMEZE 2% AL 55 3R BUE 7
1) SR -

O
RGRIBNIMEERAN T B —ANE Ixcfs T4E, HAM—DN RS Ixcfs —A s FH
isulad-Ixcfs-toolkit T H . H Ixcfs /£ 41E EHL daemon iFEFEH T, isulad-Ixcfs-toolkit
i hook ML TE EHLK Ixcfs S RS GSE B A 05 .
isulad-Ixcfs-toolkit iy 2 47#% 2000 F
isulad-lxcfs-toolkit [OPTIONS] COMMAND [COMMAND OPTIONS]
w4 Tk iR 2%
remount # Ixcfs HHT mount B 8% | --all: X AT A A28 4T remout
rh Ixcfs #:AF
--container-id: remount Ixcfs F4FE
25 4% 1D
umount # Ixcfs M ZEF umount | —-all: AT & #4447 umout  Ixcfs
P BeAE
--container-id: X 4F € AR AT
umount Ixcfs #:{E
check-Ixcfs K Ixcfs R 5572 RIgqT o
prestart & Ixcfs AR5 3 shaiks y
Ivar/lib/Ixcfs H 3% mount |
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2R PRI

15 7= 51

e
2

TheEVLRR BH

A

o uiTHSHE proc SCHE R SR cpuinfo,  meminfo, stat, diskstats, partitions, swaps

Al uptime S, FAt I SCERRIH AR I ARZ APL SO RS0 (HLt sysfs) RAIBFRE .

o 74 rpm 41 )5 2 7E var/lib/isulad/hooks/hookspec.json A= B ke json SCF, - fn S

BRI H B ThRE, T AL HI N --log it & .

o diskstats HAEER I ofq AR ERE, LESRTXELR. BN BRESH
WoRAldev BRTHA T . BEAGENANZT . o, B RHZERS& SR
7NN sda.

o FEH Ixcfs Bf AZE A slave 4. #{# ] shared 2%, " RES FEAEA N HE S
MEE R FEHL, W ENET .

o Ixcfs TEIRSMMELAT A, # Ixcfs RS crash BRE AT H, HRNEERIMW

cpuinfo, meminfo, stat, diskstats, partitions, swaps 1 uptime ¥J°4 host {5 5., Z#stH:

BN IhREAS SZ 5
o xcfs JEEEH S fuse WAZARER UL libfuse [, Rl 75 22 N &% S FF fuse.

o Ixcfs HFI{L LR B NIBIT 64 fif) app, WIRZERENIZAT 32 711 app AT RES
B app BEIEI cpuinfo {5 B AR A T
o Ixcfs JLRXI 5% cgroup AT UL, XS T AR IO RS (it
sysconf) RELE| P82 EVLEIE S, Ixcfs ToikE] A% R & .
o Ixcfs {8 FHRE B J5 ¥ cpuinfo B 1K) cpu 158 B I NAFAE:
—  processor: A O JFAGHK GBI -
~  physical id: A O FFERIK RS
—  sibliing: [&&E N 1.
- core id: [EEN 0.
- cpu cores: [EEN 1.

T e B L4 Ixcfs A isulad-Ixcfs-toolkit X PN, I E 5 Ixcfs AR% .

[root@localhost ~]# yum install lxcfs isulad-lxcfs-toolkit
[root@localhost ~]# systemctl start lxcfs

AR BN TR G R A N R T AFAE Ixcfs HE3

[root@localhost ~]# isula run -tid -v /var/lib/lxc:/var/lib/lxc --hook-spec
/var/lib/isulad/hooks/hookspec.json --system-container --external-rootfs
/home/root-fs none init
aB8acea9feal337d9fd8270f41cla3deS5bceb77966e03751346576716eefad782
[root@localhost ~]# isula exec a8 mount | grep lxcfs

1xcfs on /var/lib/lxc/lxcfs type fuse.lxcfs

(rw, nosuid, nodev, relatime,user id=0,group id=0,allow other)
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lxcfs on /proc/cpuinfo type fuse.lxcfs

(rw, nosuid, nodev, relatime,user id=0,group id=0,allow other)
lxcfs on /proc/diskstats type fuse.lxcfs

(rw, nosuid, nodev, relatime,user id=0,group id=0,allow other)
lxcfs on /proc/meminfo type fuse.lxcfs

(rw, nosuid, nodev, relatime,user id=0,group id=0,allow other)
lxcfs on /proc/partitions type fuse.lxcfs

(rw, nosuid, nodev, relatime,user id=0,group id=0,allow other)
lxcfs on /proc/stat type fuse.lxcfs

(rw, nosuid, nodev, relatime,user id=0,group id=0,allow other)
lxcfs on /proc/swaps type fuse.lxcfs

(rw, nosuid, nodev, relatime,user id=0,group id=0,allow other)
lxcfs on /proc/uptime type fuse.lxcfs

(rw,nosuid, nodev, relatime,user id=0,group_id=0,allow_other)

HIR 3 AT update A4 BEHTALHN cpu F1 mem BHURILE, AEEERGER. WIEL T2
R, s BRI S 7 1 s S BRSO 1 A A2 i LI e

[root@localhost ~]# isula update --cpuset-cpus 0-1 --memory 1G a8
a8

[root@localhost ~]# isula exec a8 cat /proc/cpuinfo

processor g ©

BogoMIPS : 100.00

cpu MHz : 2400.000

Features : fp asimd evtstrm aes pmull shal sha2 crc32 cpuid

CPU implementer : 0x41

CPU architecture: 8

CPU variant : 0x0

CPU part : 0xd08

CPU revision 8 2

processor : 1

BogoMIPS : 100.00

cpu MHz : 2400.000

Features : fp asimd evtstrm aes pmull shal sha2 crc32 cpuid

CPU implementer : 0x41
CPU architecture: 8

CPU variant : 0x0
CPU part : 0xd08
CPU revision H

[root@localhost ~]# isula exec a8 free -m

total used free shared buff/cache available
Mem: 1024 17 997 7 8 1006
Swap: 4095 0 4095

-

2312 RBRRBEHSEE (isulad-tools)

A A TOVE TR A AR N R BEREAT A B, s — R R BIA AR AR
YRR B . REARRN, @il isulad-tools LR AT ASLIL B A4 s
BB, MRB%, BRI SE TR

S ThAE, 7524 isulad-tools T-H:
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[root@localhost ~]# yum install isulad-tools

23121 %% EE

DIREfEIR

SHLAA

isulad-tools 2 ki 1 EAL L& & (Lbnfést. LVM) B 7 s (bl GPU.
binner. fuse) ¥IMBIAAH . ARSI IZRS, Hlunl AN REEL T fdisk 4% X
th, BN fs L. ERBATFERLR, isulad-tools 7] LK B2 M S FR IR, 1T
WTE FHLo

isulad-tools [COMMADN] [OPTIONS] <container id> [ARG...]

Horr,
COMMAND: ¥ & B HA KM 2.
OPTIONS: 57 Bl iy & SR

container_id: 4% ids

ARG: & X MINZH.

WL ThRELER EIFT AR SHHER
add-device | ¥gfE FHLER | SCRERIEDUUT SR N
WHITRFR | o —-blkio-weight-device: hostdevice[:containerdevice
BIINBE . , ) 1[:permission]
%%Efﬂ BEREE 10 HE . [hostdevice[:containerdevic
(‘*ﬁﬁﬂi’ 10-100 < e][:permission] ...]
EIDI Seup,
[ J— ce- _ VA%
(byte/#) . A
e _-device-read-iops: Kt E containerdevice: W&ATER
PR | R
Ao . permission: 7525 P X %
* --device-write-bps: W& HOERIEBLIR.
Pk 2% 5 N T8 2 R il

Cbyte/F)

e --device-write-iops: %
BHR RSB NHE LR
1O/ .

e —-follow-partition: 1%
P £ e SR Bk 45
(3 SCSI Het#) »
N QN DI ER
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e
2

TheeirR EI 5t AR SRR

BT A X,

e —force: GNREHBTC
BRI R, i
F 205 55 0 Hed

ol AT B S
e --update-config-only: H
SR B S A S PRl
I IR ENAE
remove- | RRERILE/ T | SCRFAILLIAN T ZHAE AN
device FBEAE | follow- partition: 118 hostdevice[.containerdevice

G 728 5 TR T E R N
EREEE | ges) sty L kS ([at]u?ﬁgdewce[.contalnerdewc
bL- s B A B TR |

THFAE X, EEEE | T
EIR hostdevice: W47 FHLE

[ %A% o
containerdevice: WTEA

I ER AT .

list-device | #HiZE | SCREADIETLIT e

Fﬁﬁ%%ﬁ e —-pretty: %M json 1% X

#HIFRR T

& e —-sub-partition: #7154
WL R EREAL, I
flag, 7E&/~FHEELH
AR, 7R R
TorIXe

update- SR A SCHFIFIEIUR « x

device Qos. o —device-read-bps: K&

ik £ HCE B |
Cbyte/Fp) , FHWEEE
KTF2T 1024.

e —device-read-iops: % &
B 28 15 B 2 PR i)
(o) .

e --device-write-bps: B'H
Pk 2% 5 N\ T8 2 R il
(byte/Fp) , #HWEEE
KF5T 1024,

e —-device-write-iops: ¥
B &S NEE R
Ao/
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2R PRI

E3ERNY]

ISR 25 B HL AT DU A LBl RIS TR, e B H s s dy, AaEN
SHEDL; WAl LERRHSATH (running) AN,

ANRETER A5 AT host b 3F R EAT fdisk XTRESLIAS LB N, S R2Mm 2 A il AL Al
o

add-device BRI AL IN BB 24 MR H 3N, MEBEAFRNMRHFENLZ R HFE (B
n/deviaibicidle...) H HRKEHALELE, W isulad-tools 2= H B {EZ &5 N GG X H
s AMIERES, AN RIS H FMER. @R AR —K add-device #i%5C H
3, MIEHOR DA AEE TR IR .

add-device VN INfliAL . HEHWAAL ST, FCE WAL Qos; ML E MAAL Qos [
read/write bps. read/write IOPS {ER, AEIMECE /N, MBI/, 2iEK
WEELRI AT (SEPRJE R 8D, s esgmnll 55 Dige .

1 FHi--blkio-weight-device >R FR il 1 & B i & (UBLE, R M ATH & LR BFQ
B, FTRES A, SRR A T OS MAEE/E 15 3CHF BFQ HUR s A FAH &
Ho

JAB— A RGIA 4, $5E hook spec 7y isulad hook 147 it B I A

[root@localhost ~]# isula run -tid --hook-spec /etc/isulad-tools/hookspec.json
--system-container --external-rootfs /root/root-fs none init
eedl1096c8c7alecab6d92blb3bc3dd5%a2a2adf4ced44£18£5372408ced88£8350

TN — NP B 4%

[root@localhost ~]# isulad-tools add-device ee /dev/sdb:/dev/sdbl23
Add device (/dev/sdb) to container (ee,/dev/sdbl23) done.
[rootQ@localhost ~]# isula exec ee fdisk -1 /dev/sdbl23

Disk /dev/sdbl23: 50 GiB, 53687091200 bytes, 104857600 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: dos

Disk identifier: Oxda58a448

Device Boot Start End Sectors Size Id Type

/dev/sdbl23pl 2048 104857599 104855552 50G 5 Extended

/dev/sdbl23p5 4096 104857599 104853504 50G 83 Linux

HRREER

[root@localhost ~]# isulad-tools update-device --device-read-bps /dev/sdb:10m
ee

Update read bps for device (/dev/sdb,10485760) done.

I e

[root@localhost ~]# isulad-tools remove-device ee /dev/sdb:/dev/sdbl23
Remove device (/dev/sdb) from container (ee,/dev/sdbl23) done.
Remove read bps for device (/dev/sdb) done.
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2.3.12.2 MFEIE

IhReFEIR
isulad-tools SZ ¢t 1 AL L IR R BB HL R4 N B 48, ZEAE = R i
MBS F R IFE 2518 ML, H BT CLEIASE SN RECE . AP < B4 g 241
bR BB AR, AR AL R ) 7 22 S A — X veth pair, 2 JE R
A
I
isulad-tools [COMMADN] [OPTIONS] <container id>
Horr:
COMMAND: M-RE AKX L.
OPTIONS: R4 fir & S FF % 10
container_id: 7% id.
SRR
W IhRETH AR 1IN AR
add-nic ERBONE DR, | SCEREI R
o —type: WEMREA, HHi AL
i eth/veth,
e -—-name: EEMKLH, XN
[host:]<container>, host A~ /& [
W% Fo
e —ip: WEMFK IP HilL.
® --mac: &M mac Hiht,
e --bridge: WEMRGEE IR
o —mtu: WEMKFN mtufE, ZRiA
1500.
e --update-config-only: 151 flag
WHE T, HAEHE M, ek
BrAsas = i sh 7k
o —qlen: FiLE glenfH, ERilN
1000.
remove-nic LSRRI, | SCRERIEITAN R -
WS e AL o —type: BLEMRHIFA,
e -—-name: WEMRKIIAIK, AN
[host:]<container>.
list-nic HI| 2 A AT A B SCHREIIE TN T
+.
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AR 2 REKA
W IhREULRA IR 5t R
o --pretty: %@ json A% HrH
o filter: #ZHRISIEM S, Lhin-
-filter '{"ip":"192.168.3.4/24",
"Mtu":1500} ',
update-nic B ARNIEEM R | SCREIE T
o 24 - * --name: AN (LA
o .
o —ip: WEMK IP Hikl.
* --mac: W& MK mac Hill.
o --bridge: W& M-RIEE KM
o -—-mtu: WEMKM mtu{E.
e --update-config-only: 15 1t flag
WE T, REHREXH, Aask
N S SN EIE (2
e -qlen: ACE glen{H.
)R PRI
TENINIE R Ceth) FEERINR (veth) PP,
TEAN I B o] LA 6 R E TR B, S 508 $5--ip/--mac/--bridge/--mtu/--glen.
SCREECZZUNIN 8 AN R B 2525
{i Fi| isulad-tools add-nic [AIZ5 28V eth IR J5, WIERAIN hook, 7E 7% #% 1B Hi AT 24
0 8 nic MR, 75 IULE host L) eth R R 44 7 2 i 5 C5U0 25 2% N I 4472
T PIEE R (1822 vi R E40), add-nic 24 Z54# ] IR mac Hihik, update-nic 2%
B mac Hihk, 298 A FLYHEE mac k.
{4 il isulad-tools add-nic i, ¥ mtu {8, 5 0 R EARR MRS 4G 5%,
{5 isulad-tools [F) 75458 I = FEE BRI, S SEHRAT add-nic TR INMI~, SR 53k
47 add-route N ;15 isulad-tools M7 MH Ba o0 < ARG H i, R USR BRAT
remove-route MIBREE HH, SR 53T remove-nic MBI
i /il isulad-tools ¥ MRS, —He R HEEAR NS — N ds .
£ R =B
B RG5ER, T8E hook spec 2 isulad hook $447 At B 14 -
[root@localhost ~]# isula run -tid --hook-spec /etc/isulad-tools/hookspec.json
--system-container --external-rootfs /root/root-fs none init
2aacabclaf7c872798daclad68528a2ccbaf20b39b73£c0201636936a3c32aa8
IR IM—A R AUA R R 3 25 2%
[root@localhost ~]# isulad-tools add-nic --type "veth" --name abc2:bcd2 --ip
172.17.28.5/24 --mac 00:£ff:48:13:xx:xx --bridge docker(0 2aacabclaf7c
Add network interface to container 2aacabclaf7c (bcd2,abc2) done
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o NI B R BA A

[root@localhost ~]# isulad-tools add-nic --type "eth" --name eth3:ethl --ip
172.17.28.6/24 --mtu 1300 --glen 2100 2aacab5claf7c
Add network interface to container 2aacab5claf7c (eth3,ethl) done

(0 488
BB IIR R R R, FAKR TR TFRIRKRES, AP AaERANRFA&FHEELNEY
in

23123 BRHAEE

hEEfiA

isulad-tools T. H. 7] DAXF R G252 BEAT Sh 2SS I bR 4% B 2 .

g
isulad-tools [COMMADN] [OPTIONS] <container id> [ARG...]
Horp.
COMMAND: % H & B AR 4 o
OPTIONS: i F 7 B iy & R AL I .
container_id: 7#% id.
ARG: fiT & XIS 4L .
O AR
e THREVLRA £ AR SHAA
add-route | KL AR | SCHREAGIETULN R ZHE A [{rulel},

IESEeS LR --update-config-only: ¥ {rule2}]

mitz%, REHRE | rule FEBI:

A, AMEEERRRIERT | [{"dest":"default",

& R BIE "gw":"192.168.10.1"},{"d

est":"192.168.0.0/16","dev
":"eth0","src":"192.168.1.

2"}

e dest: HirMZE, o

RN BRI
Ko

® src: YR IP.

° gw: BEHHIMIK,

o dev: MZEEA&,

remove- MR R | SRR T ZH A [{rulel},
route Hi _update-config-only: % | {ru1e2}]
Btz HEHE | rule HEB:
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2R PR

15 7= 51

we IhgeiseA 11515 B SRR
A, bR SS  | [{dest":"default",
Ao B % B PR B AE "gw™:"192.168.10.1"},{"d
est':"192.168.0.0/16","dev
":"eth0","src":"'192.168.1.
2"}
o dest: HirMZE,
e kstlPt NN
Ko
e src: HHIUE IP.
o gw: HHMI.
o dev: MK,
list-route SIHAEZRPATA | SCREDan . "
o EE RN e --pretty: #%[l& json
&
o filter: I%MEILIEME
Hrt, than--filter
{"ip":"192.168.3.4/24
", "Mtu":1500}',

i isulad-tools [ 7% Z$ A NN R AT B, 34T add-nic BRI, Rk
1T add-route 7 INEE H1; 3 isulad-tools M2 2% MR -5 A% HisE, @S AT
remove-route MIERH 1, SR 5 AT remove-nic BRI

178 BT H BLIUS 5 R DM FE U 57 Y LS 0 KLU
SR

JAB— M RGIEA, $8E hook spec 2 isulad hook $HAT L B I A< :

[root@localhost ~]# isula run -tid --hook-spec /etc/isulad-tools/hookspec.json
--system-container --external-rootfs /root/root-fs none init
0d2d68b45aa0clb8eaf890c06ab2d008eb8c5d91e78b1£8fedd37b86£d2c190b

isulad-tools 7] R G 28N — B #E X <

[root@localhost ~]# isulad-tools add-nic --type "eth" --name enp4s0O:ethl23 --ip
172.17.28.6/24 --mtu 1300 --glen 2100 0d2dé68b45aal
Add network interface (enp4s0) to container (0d2d68b45aal,ethl23) done

isulad-tools ¥s 1— 2% 2% EH LU B R A A DS, 1EE T IZHE [{"dest™:"default”,
"gW":"192.168.10.1"},{"dest":"192.168.0.0/16" "dev":"eth0" "src":"192.168.1.2"}] Sk it
Bo W dest 74 HENIHAL default.

[root@localhost ~]# isulad-tools add-route 0d2d68b45aal
'[{"dest":"172.17.28.0/32", "gw":"172.17.28.5","dev":"ethl123"}]"
Add route to container 0d2d68b45aal, route:
{dest:172.17.28.0/32,src:,gw:172.17.28.5,dev:ethl123} done
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[root@localhost ~]# isula exec -it 0d2d68b45aal route
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface
172.17.28.0 172.17.28.5 255.255.255.255 UGH 0 0 0 ethl23
172.17.28.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl23
23124 HEEE
Iheetmik
I A AN SR B 2 5 5 --volume S 0K 18 B H 5/ H 3 2 7348 SL L 7t
E, HRTEERRISIT I ERBI SR  1 H XA S, WASEREE B E
TS RRS. REASR LB isulad-tools T. B SEI s A4 15 F L H R 8H#
B, DACH ARSI H FAGHATEIE
e
isulad-tools [COMMADN] [OPTIONS] <container id> [ARG...]
Hr:
COMMAND: % HEHAH K42
OPTIONS: i H & #il iy & SCRF 1 I
container_id: 7% id.
ARG: fir&Xt RS H.
ZEOIREA
w21
W LIRE AR TR 5t A SHORER
add-path rE ENSCHESRE | SR AN
EAYIIESIESS S A hostpath:containerpath:permis
sion
[hostpath:containerpath:permi
ssion ...]
Hr:
hostdevice: F&7E AL FH)
Az
containerdevice: #7754
AR
permission: 7% A X HEEL
PRAT A ERLR -
remove-path | s H I HRIL | & e S
PERIBR, 385 2 1E hostpath:containerpath
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E3ERNY

W Ih&eisi AR IR AR S ¥k AR
FAHLF. [hostpath:containerpath ...]
Hor:
hostdevice: & 7EFHL LK)
AT
containerdevice: &1E75 4%
A
list-path FIHAZRPTAR | KRN 7
path H 3. e
--pretty: %8
json #% = H o

HA A% (add-path) R 06 20 B HG 1 455 4%

HHHZ (add-path) &7 FEHL LA i sharedpath 44k 2.

2T PLE AR 2R R in 128 4 volume, i 128 J5 oIk sl .
add-path AEEH ENLH B S AP IRE S HZ (D, BN EIE R RE0 o

BEI— ARG5S, 185E hook spec A isulad hook $HAT L & I A :

[root@localhost ~]# isula run -tid --hook-spec /etc/isulad-tools/hookspec.json
--system-container --external-rootfs /root/root-fs none init
e45970a522dleale9cfe382c2b868d92e7b6a55beldd239947ddalee55£3¢c7£7

isulad-tools #1i5 EHLHAN H s B A 4%, LTI =

[root@localhost ~]# isulad-tools add-path e45970a522d1
/home/test123: /home/test123
Add path (/home/testl23) to container (e45970a522d1l, /home/testl123) done.

T EHL H k/hometest123 G — N30, SR FE Ay W BB AT B AT LLUI A :

[root@localhost ~]# echo "hello world" > /home/testl23/helloworld
[root@localhost ~]# isula exec e45970a522d1 bash

[root@localhost /1# cat /home/testl23/helloworld

hello world

isulad-tools ¥ %k H 5% 2578 MR -

[root@localhost ~]# isulad-tools remove-path e€45970a522d1l
/home/test123:/home/test123

Remove path (/home/testl23) from container (e45970a522d1l, /home/test123) done
[root@localhost ~]# isula exec e45970a522dl bash

[root@localhost /]1# 1ls /home/testl23/helloworld

ls: cannot access '/home/testl23/helloworld': No such file or directory
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2.4 Mis%
241 9 S1TEOYER

UEAMY B Hh RRA A S AR 2 a2, HAthar & P nT LLE ] iSulad 25 45 51 %
FHREST, BFEHAT isula XXX --help BEAT 25 .

we ¥ ¥ EEITAR
isula --external-rootfs | ¢ EFFEAE,
create/run

o fH EHLFALNT AR
o IZIT RGUA AN, WA F LS EE R U
HLHI rootfs.

--system-
container

o /KA,
o HERNERENETRGRE, WRERZE
WY, WIUERE.

--add-host

o FIIHRARE.
o & A: <hostname>:<ip>, #5EZ A hosts it
#H, WTIEEZ IS

--dns, --dns-
option, --dns-
search

o S

o FIHAE,
o TUIBEZA, fREREI dns iLE .

--ns-change-opt

= Sy

° TR,

o 7¥#% namespace b W% S HAMEHGETT, SHH
BEJY net B ipc, MARIREZ A, HESKIT, #
--ns-change-opt=net,ipc.

--oom-kill-
disable

o fi/RAFE,
o Ko ATIF oom-kill-disable ZhfE .

--shm-size

o FIFHANE.
o & &E/devishm K/, ERIN 64MB. SZHERHNL
B(b). K(K)» M(m). G(g). T(t)- P(p)-

--sysctl

= Sy

o FRHAE.
o REAMANZLSEUE, #%:0N key=value, T[f&EA
ZA, sysctl AR

kernel.msgmax, kernel.msgmnb, kernel.msgmni,
kernel.sem, kernel.shmall, kernel.shmmax,
kernel.shmmni,  kernel.shm_rmid_forced,
kernel.pid_max, net., fs.mqueue.
iAR
2 % A kernel.pid_max £ 4 F & M 4% X 4F pid_max
namespace &, & W A4R%.
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-3

SHIEEER

BB N sysctl & & F A RAATRA) 5 S At 2 69 A% A S
AR —B (BHELHER, ARBEEESF).

--env-target-file | o FRFELE,

o JHIE env REAM SRR CBRAR DL AU A0S
1%, HICHEAZRAE rootfs HE R, SCH-n A%
FEAREETS 10MB, W15 --env AISC A LT ) env
HEEE, —env FREE AR

o T ERAZ AR H 3% /ON rootfs MR H 3%, BPEHR E X
1 #4845 75 2% N letc/environment, R R %€ env-
target-file=/etc/environment, 1fiiAN/& env-target-
file=/path/of/root-fs/etc/environemt.

--cgroup-parent | e FIFHANE:,

o JREAARMN cgroup L H I, cgroup MREEN
[sys/fs/cgroup/<controller>.

--host-channel o FITHAE,

o SREREHABIE NN (mpfs) , R

<host path>:<container path>:<rw/ro>:<size limit>

—-files-limit o TR,
o REHUA, F8E BRGNS EUR R E
--user-remap o ARFEHANE,

o ZHEAN: <uid>:<gid>:<offset>
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3 UEFA

3 REBH

3.1 #hik

31 Mk
3.2 W
33 T
34 [

G I AR B 2 AR A HLEE &, M EE linux 568, ZeRSEAH
Ut AR R S 1

W linux & 25K F namespace AT IEFE [IE AT AR IR B, 48 cgroup 14T B IE PR
il PRI linux B2 b3t F— N, AR E B E 2 B A%
S A RS Sy R sy I S OEAE A

GBI B E AT B RS A R 2, B A BN EAFE RS2SR is 4T EAA

SR o
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E3-1 ZeRB[/E

Virtual Machine
Pod

docker image container
containerd container

docker engine

R )

(At

Qemu-uvp

Linux Kernel

Hardware

w7445 Kubernetes (1) Pod & B3 Bk R, Kubernetes Ao & V- & 17T
WS, BB T —HESEAEHIE T (Container Runtime Interface & AR
CRI).

1E CRI brifEH, Pod e pi—H MRS 75 M —HARES, PRI,
I L IPC MM 4% namespace; — > Pod AL & — AN A7 A% (pause 4%) LAK
—ANEEAN S A, Hor pause 28485 1R A i A AR ]

Hrp e e mas i — MR EIURUINIS Oy —A Pod, EILEBMLH &SI HIEE — 2
w9 pause A%, LUEHKIUR B RAS IL 555 4%

LA RN R AR B AR A5 R B Pod I TIRE.
LARRLSS RO R A 3-2 Fis.
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El3-2 ZeRFSEDERHIER

Kubernetes RAFRAE T E

o

FHRERR
aEslE

runc kata-runtime
dockerd

containerd

3.2 BEEE
321 BEFZE

AR &M
o N TIRBUELFITERAL, RARBTFEBITEREEIRS S L, BAXRRE
BRBITEEIILA
o RARFRIHBATHMLL T, TR RIAEE b O 2 pT i A B A . U4
45k E i ) openEuler 1.0 4.
- docker-engine
- gemu
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AR B AT HAFEE L [F]— ) Kata-containers-<version>.rpm 5, {§ifH rpm Ay 4]
PAELFZ 2230 B B, Her version 9.

rpm —-ivh kata-containers-<version>.rpm

322 #REME

3.2.2.1 docker-engine Rz 5| EHELE
4 T ik docker-engine 5 2% 51 B S HEHT ) A 4R IS 4T I Kata-runtime, 75 ZZid 5 DA A2 B
docker-engine 7 %% 5| ST AL E -
1. ERERE BT S EE (docker-engine. kata-containers) #CW4 %2 5g Ee,

2. {51k docker-engine.

systemctl stop docker

3. 122k docker-engine L & S fF/etc/docker/daemon.json, FEETIGUN L -
{

"runtimes": {
"kata-runtime": {
"path": "/usr/bin/kata-runtime",
"runtimeArgs": [

"--kata-config",
"/usr/share/defaults/kata-containers/configuration.toml"
]
}
}
}

4. A3 docker-engine.

systemctl start docker

3222 B FHF/EF/ECE XM configuration.toml

AR AR 4 JR iR B S configuration.toml BEATHEC B TS, FH St A] LLE B 2 e
AL B SRR SR E T

£ docker-engine [ runtimeArges =7 i] LAFI FH --kata-config $i& & FAH SO, ERAARCE
A 4% M lusr/share/defaults/kata-containers/configuration.toml .

WHECE SO BN, FEAN AL E SCHE 275 3.4.1 configuration.toml FiC B i BH

1. hypervisor.qgemu
- path : F8E L gemu AT EEAE .
- kernel : F87E guest kernel $147 #5428
~ initrd : J85E guest initrd AT EEAE
- machin_type : fRERBILE AL, Hrbarm Jy virt, x86 44474 pe.
- kernel_params : f5i€ guest NiZIz1TZ4L.
2. proxy.kata
- path : F85E kata-proxy &84T H4%.
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~  enable_debug : kata-proxy #tF£ debug <.
3. agent.kata
~  enable_blk_mount : FFJ& block %% guest #:# .
~  enable_debug : kata-agent EF%E debug 3%,
4.  runtime
- enable_cpu_memory_hotplug: CPU N /it %
- enable_debug: kata-runtime #£F% debug F%.

33GFERAE

iSula {8 FH docker-engine {E N A28 #4548 5125, ILANME A 77753848 F docker v 217
YERRG, 448 Kubernetes 25 12547 X422 R B {41 7] LU{E A docker-engine #& {11
RESTFUL £ 1AH, MM S8 #1527 docker-engine RESTFUL API —5.

331 BN E A

3311 BEhL4&e B8

1 WRZERERAN O IEH 2 E .

2. EHRAEBRBG. B docker-engine FEAMRBE, ARG AN
busybox.
docker pull busybox

3. BB ARERSE.

docker run -tid --runtime kata-runtime --network none busybox <command>
HEARIREY container-id

[MARTL:
FARRERGAE R L4 CNI R, TE4H CNM R, 1% #1E F-p F=--expose & & & % 3
o, Ak A9 AR S i E 45 € A d--net=none.
4. JA5I—4> Pod
- Ja3) pause 4.
docker run -tid --runtime kata-runtime --network none --annotation

io.kubernetes.docker. type=podsandbox <pause-image> <command>
LA FRE pod ) sandbox-id.
- SIS B S IFIMAZZA pod H.

docker run -tid --runtime kata-runtime --network none --annotation
io.kubernetes.docker.type=container --annotation

io.kubernetes.sandbox.id=<sandbox-id> busybox <command>
X HUA ] --annotation SRAF A A KB HIARE, 400 iSula 2Bt E ) docker-
engine A Z 7Bl YR docker 51 IR,

3312 FEILRe R EE
o fEEARhE,

docker stop <contaienr-id>
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e {#i1k—/ Pod.

Pod {5 1E 7 BV ERINA, pause 2 8% 5 Pod L B WA, BIbsaE b5 5238 5
FE 1L pause A #s.

3313 MifrREAE

33.14 ERE

332 ARE

3.3.2.1 RiER

TR B A DR s e Ak
docker rm <container-id>

D SR EE A IR — N IEAEISAT A A, w] DA -F s B -

docker rm -f <container-id>

PRIT RIS

H1 T pause BAHXAE A S A, WIREZN—A Pod I, ALK 552 4 AT BT ) i
4, pause Fas HBCHMMNITR S R AR —DNEaRR, AT DLE AT B

4.

docker exec -ti <container-id> <command>
(RERIZL)
1. 4»i% %) docker exec -ti #EANE R MBI, H —435H 4T docker restart 3 docker stop 4 4%
A% exec S FAEE A, T4 A Ctrl+P+Q & & docker exec 4 F@ o
2. WwRIER-dEHNGEEEEPIT, TRATHHEEZE, LRHBETEEAFLSRITES
IE G FI BT AR A

REEBLE FIR

LAFAIBAT TR R E R ELUEMNLN, HUE SRR &N 7> a7 X
BHEWAL IR E, B Host SHURACE; XEMHIA ARSI E, B Guest A a5t
EHCE . DAT BHEAC E Y 70 X R )

H#H=Z
H T2 A a1 AT TR R S R E AL, Hocikviin Host F 544 namespace
R, IS B AS 3 $F--net host,  --ipc host, --pid host, --uts host.

45—/ Pod B, 7] Pod 11174 75 #ERIAJE 5 )4 net namespace 1 ipc
namespace. 4I1R[E > Pod e 27 28 pid namespace, /AT AL Kubernetes
BATHCE, Kubernetes 1.11 fRAIZAE N ERIA KA o

3.3.2.2 PRl CPU #HiR

1. EEREZEMNL CPU BT HIE
K2R CPU BYRAC & B B FINLE 1T vepu FL B, 2 avfi H --

N g

annotation com.github.containers.virtcontainers.sandbox_cpu fic. & # & 2% i U LIZ AT
CPU %, SN B 1E pause 2545 I

docker run -tid --runtime kata-runtime --network none --annotation
io.kubernetes.docker.type=podsandbox --annotation
com.github.containers.virtcontainers.sandbox cpu=<cpu-nums> <pause-image>

<command>
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# JA8— pause B
docker run -tid --runtime kata-runtime --network none --annotation
io.kubernetes.docker. type=podsandbox --annotation
com.github.containers.virtcontainers.sandbox cpu=4 ubuntu-arm64 bash
be3255a3f66a35508efe419bc52eccd3b000032b9d8c9¢c62d£611d5bdcl115954
# HANBRHREE cPUEE, BF cPu MRS
com.github.containers.virtcontainers.sandbox cpu Bt &K cPU NMHE
docker exec be32 lscpu
Architecture: aarcho64
Byte Order: Little Endian
CPU(s) : 4
On-line CPU(s) list:
Thread(s) per core:
Core (s) per socket:
Socket (s) : 4
L1 iBA
CPU MNLT AL B 95k KA KN S AT OS LT #2478 CPUE (hkfa#4%), = /IMAHN 054
CPU.,
2. TCEZA CPU B THIE
Iic #7545 CPU 1217 % 51U docker 545 1C & CPU ig 47 HR I /7 XAH R, mI LA
@I docker run 4 CPU BEIRBR HIAH K S HGEATIL E :
BH aX
--cpu-shares WE AR CPU BRI LLA .
--Cpus WEASLMEMK CPU M
--cpu-period T B A A R 1 1R
--Cpu-gquota VB 175 A R R R0 P R 1
[¥) CPU I} [
--Cpuset-cpus WE AT DE A E CPU #15E.
BiRA
AR EE R --cpuset-cpus A 4% CPU
B, CPU M %HRF AR 2R EM Hi4%E
FHEAF CPU 69N 1 (BZ R EALF
CPU #9%5 A 0 FF45).
--Cpuset-mems WE AL A e R AT LAV ) B A1 R
BiAA
FZABRBIIH S NUMA 40 E, 1A
NUMA memory #J--cpuset-mems 54 2 & Bt
EH 0
3. MiE CPU Huditkhfie
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RERTL)

AR CPU RAER )R8 F & & L4 gemu £ # CPU #4644 .

kata-runtime At & 4 config.toml 1 enable_cpu_memory_hotplug %35 1 57 1 & Al
A CPU RN FE G . BRNEUE A false, FRon2EF] CPU Al A7 BTk Th A
HUE A true, FoRTIF S CPU I R ThBE .

kata-runtime #1457 --cpus ZETHSZHL T CPU Hfitk FIThRE, Eid %1t Pod 1A
B )--cpus LI, SRFEHAE 75 ERGE 2 /04 CPU B3 BN .

24451

# JAZI— pause ey, BEHENERINIET 1 vepu

docker run -tid --runtime kata-runtime --network none --annotation
io.kubernetes.docker.type=podsandbox ubuntu bash
77040£fb72£63bl1dd3fcab2f6dabfc7768295fced042af8c7ad9c0286b17d24f

+ TAHBIE pause A dsfEHEIUEHLT cPU ML
docker exec 77b40fb72f6 lscpu

Architecture: x86 64

CPU op-mode (s) : 32-bit, 64-bit
Byte Order: Little Endian
CPU(s) : 1

On-line CPU(s) list: 0

Thread(s) per core: 1

Core (s) per socket: 1

Socket (s) : 1

# FE[R—A Pod R BIHIIA S IEE - - cpus WE AR FEN cpu &R 4

docker run -tid --runtime kata-runtime --network none --cpus 4 --annotation
io.kubernetes.docker.type=container --annotation
io.kubernetes.sandbox.id=77b40£fb72f63bl1ldd3fcab2f6dabfc7768295fced042af8c7ad9cO
286bl7d24f ubuntu bash
7234d666851d43cbdc41da356b£62488b89cd826361bb71d585a049b6cedafd3

# BELAREERENLT cPu I
docker exec 7234d6668 lscpu

Architecture: x86 64

CPU op-mode (s) : 32-bit, 64-bit
Byte Order: Little Endian
CPU (s) : 4

On-line CPU(s) list: 0-3

Thread(s) per core: 1

Core (s) per socket: 1

Socket (s) : 4
# MERAIE T cPu ARG, BEEREIENT cPu AL
docker rm -f 7234d666851d

7234d666851d

docker exec 77b40fb72f6 lscpu

Architecture: x86 64

CPU op-mode (s) : 32-bit, 64-bit
Byte Order: Little Endian
CPU(s) : 1

On-line CPU(s) list: 0

Thread(s) per core: 1
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Core (s) per socket: 1
Socket (s) : 1

AR

BT pause ZHE R A AN EERB KA T RE, HIABRZTRENE S RIASEL 1A CPU
TURECEBZLET, A @b TP 20 2B R ELHAME3IA CPU R BEHEM T
T,

- AFIERGE T CPU MEEY 5, RSl AN @ L1 CPU B &gk .

3.3.23 [REIANEFERIR

1. REREIEMHL MEM 21T 5
X RN MEM BRI E BBV ST AN AT E, Zeaaii--
annotation com.github.containers.virtcontainers.sandbox_mem fic & % & 2 N LIE 1T
MEM i, ZZHUINATEC B AL pause 245 L
docker run -tid --runtime kata-runtime --network none --annotation
io.kubernetes.docker.type=podsandbox --annotation
com.github.containers.virtcontainers.sandbox mem=<memory-size> <pause-image>
<command>
241
# JBA3I— pause 4%, Eif--annotation
com.github.containers.virtcontainers.sandbox mem=4G NHEELENIE 4G FAF
docker run -tid --runtime kata-runtime --network none --annotation
io.kubernetes.docker.type=podsandbox --annotation
com.github.containers.virtcontainers.sandbox mem=4G ubuntu-armé64 bash
1532c3e59e7a45cd6b419aaldb07dd0069b0cdd93097£8944177a25e457e4297
+ BEREIEITAFEE, BENTFRDERS
com.github.containers.virtcontainers.sandbox mem Bt & P K/MESE
docker exec 1532c3e free -m
total used free shared buff/cache available
Mem: 3950 20 3874 41 55 3858
Swap: 0 0 0
[MARIZY:):
e Jw R % A i id --annotation com.github.containers.virtcontainers.sandbox_mem 2 3% & 2% &
JRALEG A KD, M BEE R ALEKIAME A A A K 1GB.
o XAHAKER—/Pod by N AHMEA IGB, AR KA AR 256GB, 4= R A 4 BLHY
W AERAEAR T 256GB, TH A HILKE LR, ®4 R EY R L HA8T 256GB 49 kK M 4
.
2. TEZA MEM E17 5
i B 2% MEM 1247 %5 7FJE docker 535 ic B MEM 1247 525 77 XA IR, W]
L@ I docker run iy 4 MEM ZHEER HIAH G S GO E -
B8 aX
-m/--memory B AR ] U 1 AR

LA
o LBAAMBHITXXMM, -miRIMAE

2020-02-08

154




openEuler
Has iR

B% aX

T TR AR AL A B 1 B K
B

it & MEM FAddi Dy e

ML E CPU #JEIRIIARE—FE, MEM FIIAGEThREt & H kata-runtime Fic & SC 14
config.toml #* enable_cpu_memory_hotplug ZEIifiC &, F%ES 0, 3.

RERTL

AAETRG AR LHFRIE, RLHFA AR

kata-runtime H 42 ] T -m 3ETISEEL T MEM #GEfThEE, Bt St Pod T % 2%
(R3-m IR, SRR T A 2 D A SR B BN, Bl

241

# JE— pause %%, BRGUEHBRINLT 168 877

docker run -tid --runtime kata-runtime --network none --annotation

io.kubernetes.docker.type=podsandbox ubuntu bash
99b78508ada3fa7dcbac457bb0£6e3784e64e7£7131809344c5496957931119fF

# BEH)E pause B EEHEIEHLH MR/
docker exec 99b78508ada free -m

total used free shared buff/cache available
Mem: 983 18 914 36 50 908
Swap: 0 0 0

# FEF—A Pod HR S A IEL -m B AR ES T LN RN 46

docker run -tid --runtime kata-runtime --network none -m 4G --annotation
io.kubernetes.docker.type=container --annotation
io.kubernetes.sandbox.id=99b78508ada3fa7dcbac457bb0f6e3784e64e7£7131809344c5496
957931119f ubuntu bash
c49461745a712b2e£3127£df43b2cbb034b7614e6060b13dbl2b7a5££3c830c8

# BE LR EZUEIL T N
docker exec c49461745 free -m

total used free shared buff/cache available
Mem: 4055 69 3928 36 57 3891
Swap: 0 0 0

# MERAIE T cru ARG, BEEREIENT AR
docker rm -f c49461745
c49461745

# BRSNS SCREARTIRE, Bt VR B ZUENL R TEMIBR PIf N A A 38 L JE B 20 4GB N
docker exec 99b78508ada free -m

total used free shared buff/cache available
Mem: 4055 69 3934 36 52 3894
Swap: 0 0 0

[ARIZY:)

B T pause AH R R~ EAEE LA TR &, FIARERENG I HHE N AT AL C
EREFER, AR @B FTF B0 ERERELHMIE3CB N A EFHEMNTIT,
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3.3.2.4 PRl Blkio &RiE

1.

Bic Bz B R ML Blkio 1817 B

X R R WAL Blklio THIRACE , %428 #43{% H--annotation
com.github.containers.virtcontainers.blkio_cgroup fic & 4% & 2% i s L FH i B 4% 1)
blkio BiJi, ZZSHAN W FLE {E pause 2 4% L

docker run -tid --runtime --network none --annotation
io.kubernetes.docker.type=podsandbox --annotation
com.github.containers.virtcontainers.blkio cgroup=<blkio json #&HXFFFH> <pause-

image> <command>

H:rh--annotation com.github.containers.virtcontainers.blkio_cgroup HHUE E 754 N
BlkioCgroup £ A 1) 52 X :

// BlkioCgroup for Linux cgroup 'blkio' data exchange
type BlkioCgroup struct {
// Items specifies per cgroup values

Items []BlockIOCgroupItem " Jjson:"blkiocgroup,omitempty"’

type BlockIOCgroupItem struct {
// Path represent path of blkio device
Path string "Jjson:"path,omitempty""
// Limits specifies the blkio type and value

Limits []IOLimit “Json:"limits,omitempty"’

type IOLimit struct {
// Type specifies IO type
Type string “Json:"type,omitempty"’
// Value specifies rate or weight value
Value uint64 “json:"value,omitempty"’

}
lOLimit £ 14 Type 2 BLHUE SR A :

// BlkioThrottleReadBps is the key to fetch throttle read bps
BlkioThrottleReadBps = "throttle read bps"

// BlkioThrottleWriteBps is the key to fetch throttle write bps
BlkioThrottleWriteBps = "throttle write bps"

// BlkioThrottleReadIOPS is the key to fetch throttle read iops
BlkioThrottleReadIOPS = "throttle read iops"

// BlkioThrottleWriteIOPS is the key to fetch throttle write iops
BlkioThrottleWriteIOPS = "throttle write iops"

// BlkioWeight is the key to fetch blkio weight
BlkioWeight = "blkio weight"

// BlkioLeafWeight is the key to fetch blkio leaf weight
BlkioLeafWeight = "blkio_ leaf weight"

2451«

docker run -tid --runtime kata-runtime --network none --annotation

com.github.containers.virtcontainers.blkio cgroup="'{"blkiocgroup":[{"path":"/de
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v/sda","limits": [{"type":"throttle read bps","value":400}, {"type":"throttle wri
te bps","value":400}, {"type":"throttle read iops","value":700}, {"type":"throttl
e write iops","value":699}]1}, {"limits":[{"type":"blkio weight","value":78}]1}1}"'
rnd-dockerhub.huawei.com/official/pause

e THI A A R IR A B ) 22 a2 R Pl ) /devisda T8 1EAT blkio BRI, 43 il
throttle_read_bps [Ri% v 400bps, throttle_write_bps R & 400bps,
throttle_read_iops FRi%E v 700 Yk/FF, throttle_write_iops BR# Ky 699 X/Fb, LAK
£ blkio cgroup I EAE R E N 78,

3.3.2.5 PRSI IR FF EIRE

N TR IT I K& 9p I3 H R P I S ECENL LSO R R B IRAR R,
L EFESRTEIER RIS, RSO HE XN E LR 4 gemu BERE 52 7] LA
FTIF IO SCAF R AT B PR 1 o

425 e 3m it 5 docker run v 4t K] --files-limit & W0k 15 B %2 45 8% gemu R R %
AU HF SO IR T, %S BN T IC B AE pause 2585 b, (i FH 7500 R AR

docker run -tid --runtime kata-runtime --network none --annotation
io.kubernetes.docker.type=podsandbox --files-limit <max-open-files> <pause-image>
bash

(MARIZL)
o JdmwX-files-limit £ MaY AL N T A BB HKAXREWRINDMEL1024 XA 0, 42K H
gemu #AZ R % T AT T 09 AR R R E AR E A A 1024,
o JmR-files-limit £ FAIFALA 0 BF, XAER gemu HER S TUAT T I RBEFKEA
A 5T VAT IF A $6 4 45 89 % K A& proc/sys/fs/file-max 4% A 400 J& #3 ) 64 B AEL
o R RHNEAEBIIEA BT -files-limit 7T AT F 69 AR A FF69 LR, A K% gemu
BEARFT AT T 0 S R R 2 09 LR Ao R A IMEREF— R

333 ARE Rl B MK
tap W& WL X FF

GERMWPARRZET Qemu VM SEBL, XTTFYIENLRG KU, LEFWHHL T —
AN VM, T A% 4225 2% 7T LATE Neutron (25 A0k VM I TAP B REEA MR 4 . &
fITIZ AT E 0 TAP B4 IO A M e 5 il i, 75 B0K 4R 2 1) TAP % 4%
(host LAEAFTE) #diit pause 4511 VM, FEFEHIM-R{5 S BT,

KA AATAN R :
1. AEZLB3NRHAERBIM— tap MF Cinterface)

$ cat ./test-iface.json | kata-runtime kata-network add-iface 6ec7a98 -

Hrh: 6ec7a98 /A8 ID [I#L KT test-infs.json &3k WM -EA5 BRI SCAE, 25610 F -
{

"device": "tap-test",
"name": "eth-test",
"IPAddresses": [
{
"address": "172.16.0.3",

"mask": "16"
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1,
"hwAddr":"02:42:20:6£:a3:69",
"mtu": 1500,
"vhostUserSocket":"/usr/local/var/run/openvswitch/vhost-userl",
"queues":5
}
E3R json AR AN F BN E XU R :
P& RETik A
device Wik BWEM R ENmS T KRR B, TR
g_—l/% “_” N “_77 w\& “.” ?‘:f(é‘:, M\éﬁu?ﬁ
3k, HKEAEE 15, FEFRE—EEN L
device INEEEE .
name Wik WEMRIERNLIR LR . TR
é£ “_7/' . “_” Lj\& ‘(.7/' ?,/f‘_\ﬁ\‘_, M\Zﬁu?a:l:
3k, HKEAN@EE 15, FEHFIRF— Sandbox
W name FREE .
IPAddresses GIp%: BE MR IP ik BB SR — kN R E —
AP, WAL E 1P, MRS LR S A I E
IP.
hwAddr Wit W B MR mac Hhhk{E .
mtu Dhidk WE MK mu . FCEFTERIA[46, 9600]2 ]
vhostUserSocke | aJ ik W E dpdk #¢1f) socket #44%. AR RR KK E 128
t F, AN SRR T FRE “-7 o iR
FHIF k.
queues A% BWEMRZASIMBASIEH . RARE, 3L
7\3 Oo
L1 B8
YW FRMmRAE, wRBAHEAT T IP A, N kata &4 #5408y ® FfcAe— & destination
B M B AL 69 BRINFE d, de B P R AR 2B BB WA 4o T 58 B AR Ao
[root@6ec7a98 /1# ip route
172.16.0.0/16 dev eth-test proto kernel scope link src 172.16.0.3
2. FlHELHMKMF
$ kata-runtime kata-network list-ifaces 6ec7a98
[{"name":"eth-
test","mac":"02:42:20:6f£:a3:69","ip":["172.16.0.3/16"],"mtu":1500}]
A DA B RATTRA A R A5
3. AEEMRHRII—%EH
$ cat ./test-route.json | kata-runtime kata-network add-route 6ec7a98 -
[{"dest":"default", "gateway":"172.16.0.1", "device":"eth-test"}]
FEAUIT
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—  dest: WHEKHXNAIMNE . X A<ip>/<mask>, <ip>ik. 57U 3 FfE
I
i. i <ip>/<mask>;
i. R E<ip>, NIERAFEL A 32;
iii. #AACE T "dest:"default”, ERILTE dest, AL gateway.
~  gateway: WEMHK T —BEMC. 5 E dest:"default"i, gateway hik; H

fil L AT i
- device: i, BEEMHXIRARR, BAKSCR 15 7.
RERZE)
do R A B NG DRI lo Fhoss b B, 3B E AP 69 device” T BT 093X & 4 AR
"lo",
4. MFRSEE #

$ cat ./test-route.json | kata-runtime kata-network del-route 6ec7a98 -
test-route.json 7Bt 58 N B json SCAF R B A
(MERITY:
o My ANFH P dest ALk, devicelgateway ¥ A T k. kata #RAE B FESATAEMITE, Mk
2 56 AN] o Plhe 52T dest A EAIP, AT Z IP GG AR 2 A 5 o
o I RMIRARERNEINIREL lo 9 rt, b BLE AP 69 device" F Bt 2 493X & & AR
#l0"
5. MBRELHFMEINE

$ cat ./test-iface.json | kata-runtime kata-network del-iface 6ec7a98 -

(1] #5883
WA e, RERFES A LA (name F4) RMIG. FRAS LT R, kaa LRAMR
i

PAEDSE s Ay AT B, HARar AT 0 MR 3.4.2 #:H511%K.

kata IPVS F+%&%:
22 AR BRI ipvs A A I ], SCREAZS SRV E ipvs M. Thg A A it ke LIRSS
(TR o ot ELSI IR 25 S8 FVR I/t M e . #5940 ipvs RS B, B R
. EEERGOEREAE, SR R S

1L NESII—A AR

kata-runtime kata-ipvs ipvsadm --parameters "--add-service --tcp-service
172.17.0.7:80 --scheduler rr --persistent 3000" <container-id>

2. fBrCEa RS S

kata-runtime kata-ipvs ipvsadm --parameters "--edit-service --tcp-service
172.17.0.7:80 —--scheduler rr --persistent 5000" <container-id>

3. MR 7 A RE AR 55 bk

kata-runtime kata-ipvs ipvsadm --parameters "--delete-service --tcp-service
172.17.0.7:80" <container-id>

4. NREMIRS BN — A LIRSS 4R
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kata-runtime kata-ipvs ipvsadm --parameters "--add-server --tcp-service
172.17.0.7:80 --real-server 172.17.0.4:80 --weight 100" <container-id>

5. BHUARSHIIRS RS

kata-runtime kata-ipvs ipvsadm --parameters "--edit-server --tcp-service
172.17.0.7:80 --real-server 172.17.0.4:80 --weight 200" <container-id>

6. MIEREASH RS &

kata-runtime kata-ipvs ipvsadm --parameters "--delete-server --tcp-service
172.17.0.7:80 --real-server 172.17.0.4:80" <container-id>

7. BEWRSER

kata-runtime kata-ipvs ipvsadm --parameters "--1ist" <container-id>
8. BAKIFAFEM KA, APEHMNEANME, ftEFA
kata-runtime kata-ipvs ipvsadm --restore - < <MWCfHIE> <container-id>
(MAETY:)
BRI BOME R NAT X, 8 F AR A KIS 8 F F 3R 0-m 55048 A NAT 42
E:
B A T

-A-t10.10.11.12:100 -s rr -p 3000

-a-t10.10.11.12:100 -r 172.16.0.1:80 -m

-a-t10.10.11.12:100 -r  172.16.0.1:81 -m

-a-t10.10.11.12:100 -r 172.16.0.1:82 -m
0. THIALERET

kata-runtime kata-ipvs cleanup --parameters "--orig-dst 172.17.0.4 --protonum

tcp" <container-id>
10. A tep/tepfin/udp 4% 15 B kit
kata-runtime kata-ipvs ipvsadm --parameters "--set 100 100 200" <container-id>
(MR

1. HANVAEE X4 iptables AL # = & K 20000 % (Bk service, 3 4> server/service), add-service
#= add-server #kHAEALM .

2. MEFFAMEFT AN,
Ié&%&mﬁ%%o

4, U EHRFE A, BARGAITHEO LMK 342 #ank,
e Ao
334 BIE L[5

kata events & F T B8 E B 2RSS BFHMEAR THEZENIE. CPU. Pid.  Blkio.
KITHAF. WREE R

kata-runtime events [command options] <container-id>
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BH

o _interval value: & E&EHE. WRAGHIZSH, BIAESHEY NS .
o _stats: ERELEEFBEHAENM,

A& &M

B IR SRS LIUN running, ENHRES: Container 1D (<container_id>) does not
exist.

2 A A SR A A S DR HRE

=l
o BMEBEREHRE.

$ kata-runtime events --interval 3s 5779b2366f47
{

"data": {
"blkio": {},
"cpu": {
"throttling": {},
"usage": {
"kernel": 130000000,
"percpu": [
214098440

]l
"total": 214098440,
"user": 10000000

by

"hugetlb": {1},

"intel rdt": {},

"interfaces": [

{

"name": "lo",
"rx bytes": 0,
"rx dropped": O,
"rx_errors": 0,
"rx packets": 0,
"tx bytes": 0,
"tx dropped": O,
"tx errors": 0,

"tx packets": 0

:I r

"memory": {
"cache": 827392,
"kernel": {

"failcnt": O,
"limit"™: 9223372036854771712,
"max": 421888,
"usage": 221184
s
"kernelTCP": {

2020-02-08 161



openEuler

AR 3 ERBA
"failcnt": O,
"limit": O
by
"raw": {
"active anon": 49152,

"active file": 40960,
"cache": 827392,
"dirty": O,
"hierarchical memory limit": 9223372036854771712,
"hierarchical memsw limit": 9223372036854771712,
"inactive anon": 0,
"inactive file": 839680,
"mapped file": 540672,
"pgfault": 6765,
"pgmajfault": O,
"pgpgin": 12012,
"pgpgout": 11803,
"rss": 4096,
"rss huge": 0,
"shmem": 32768,
"swap": O,
"total active anon": 49152,
"total active file": 40960,
"total cache": 827392,
"total dirty": O,
"total inactive anon": O,
"total inactive file": 839680,
"total mapped file": 540672,
"total pgfault": 6765,
"total pgmajfault": O,
"total pgpgin": 12012,
"total pgpgout": 11803,
"total rss": 4096,
"total rss huge": 0,
"total shmem": 32768,
"total swap": O,
"total unevictable": 0,
"total writeback": O,
"unevictable": 0,
"writeback": 0

by

"swap": {
"failcnt": O,
"limit": 9223372036854771712,
"max": 34201600,
"usage": 1204224

by

"usage": {
"failcnt": O,
"limit": 9223372036854771712,
"max": 34201600,
"usage": 1204224

by
"pids" : |
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"current": 1
}y
"tep": (),
"tepb": {1},
"udp": {},
"udp6": {}

by
"id": "577902366f47cd1l468ebblba7c52cbddel3c7d3abf2af3eefadc8356700£c860b",
"type": "stats"

}

*  BUREAIRAIFLRTIR [
kata-runtime events --stats <container id>

i 2R BN AR S B2 AR, X8 R SR — B B R R .

3.4 B¥3%

3.4.1 configuration.toml Bt & it FA
L1 588

configuration.toml Bt & 4 F & AF B 69 BB 1A kata-containers-<version>.rpm &, ¥ &%
configuration.toml sCAF % &, TR XA P 3B E A 69 F BUE R,

[hypervisor.gemu]

path : $8EREIML gemu PATEE

kernel : 8% guest kernel PUTHE

initrd : 8% guest initrd PUTERE

image : {8 guest image PUTEERE (ANEHD)

machine type : fREMBIUGEFZRE, ARM BN virt, x86 ZEHN pc
kernel params : 1B guest WIZBITSHL

firmware : FREMBMEAE, WAL BRI (F

machine accelerators : fRENHET

default vcpus : fBERA sB/vM RN vCPU i

default maxvcpus : 1BE®A SB/vM MERINH K vCPU $i&

default _root ports : FEE® SB/VM HIBRIA Root Ports #&E
default_bridges : FHEEA sSB/VM HIERIA bridges $i&

default memory : FEERA sB/VM MERINAER/DN, BRINH 1024 MiB
memory slots : FREEA sB/VM A FEIEEE, BRINHK 10

memory offset : FREMMEE, BN O
disable block device use : ZRIIGHIEAH TABM rootfs
shared fs : FBEHLZELMFRGHED, BRIAH virtio-9p
virtio fs daemon : 8 vhost-user-fs I HFEHAL
virtio_fs_cache size : {8 DAX ZAFHIBRIAKD
virtio fs cache : REZEAHN

block device driver : fEHREAIKE)

block_device cache_set : fRERBKRTREZ AL, Bk false
block device cache direct : ¥&ERAMHAE 0 DIRECT, BRIk false
block_device cache noflush : fRERTBMILARIHTIER, B\ false
enable iothreads : ffifi iothreads

enable mem prealloc : ffifig vM RAM Fil73¥iL, BRIA false

enable hugepages : ffife KT, FRIA false

enable_swap : fffE swap, BKik false

enable debug : ffifit gemu debug, EKiA false
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disable nesting checks : KFHREME

msize 9p = 8192 : FHERA 9p WALHM TIEL

use_vsock : ffifl vsocks 5§ agent EHGE(E (AI#E3HF vsocks) , BRIA false
hotplug vfio on root bus : {fiff vfio W&TE root bus #IftK, BRI false
disable vhost net : KM vhost net, BRik false

entropy source : 18 BRI

guest_hook path : ¥8E guest hook —ifilEgie

[factoryl]

enable template : ffifit VM BUR, BRIk false

template path : fHEMBMRIEKT

vm_cache number : 18/E VMCache MZAFEE, Bk 0

vm_cache_endpoint : {85 VMCache ) Unix socket HHitk, BRIk/var/run/kata-

containers/cache.sock

[proxy.katal
path : #8% kata-proxy BITHE
enable debug : ffiff proxy debug, BAIA false

[shim.kata]

path : #8% kata-shim iB{TEEE

enable debug : f§iff shim debug, KA false
enable tracing : ffifif shim opentracing

[agent.kata]

enable debug : ffiff agent debug, BAIA false
enable tracing : f#ifif agent tracing

trace mode : #HJE trace iz

trace type : ¥85E trace KM
enable blk mount : JIJi block ## guest H:#

[netmon]
enable_netmon : fEREMIZELLTE, BN false

path : #8% kata-netmon BITHEE
enable debug : f#fE netmon debug, RN false

[runtime]

enable debug : f#fE runtime debug, RN false

enable cpu memory hotplug : {68 cpu MINFEHIGR, BN false
internetworking model : f83E VM FIZSAS 4% BRI

disable guest seccomp : e guest . seccemp LA, BN true
enable tracing : {#f runtime opentracing, BRI\ false
disable new netns : AN shim fl hypervisor #FREIEM L a4 2], BRIk false
experimental : FE IR, ARR T B E N E

3.4.230O%)%&

%<3-1 kata-runtime PI4EHEXEIHSITIED

W Fod Bl F | &aX &
5

kata- add-iface { devi | WEMFEM | ik, ZFHFTF
network P8R "device™:"tapl" | € | EHUImAK | B HF. T
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ot Rkl 3 BRKEH
B Fd X F | &aX #ix
B
_\LEHH ° '-/]\ , g% ‘(_” N “_”
* ka:a' . 'thgf;fe "name":"eth1", ALK “.7 5,
networ R AE 7 1] 22 ]
NS Ao F| 1 "IPAddresses™: M/Jﬁ uftﬁ .
R A1 A% | [{"address™:"17 Sk, HKEAGE
Ao & ¥+ 2.17.1.10","ma i 15, T ERRLR
it o uTss | SKU"247}], [F]—AME =ML
kata- FoE | "mtu™1300, device 1~ E E
runtime 8% E
kata- £ (3 "hwAddr":"02: °
t k / « « . . " . . o
ot puw | 122000280 o |y | ik, SR
R 2t fi) . | 'vhostUserSoc e | zmmepy gk | KR Ky, TR
P ket":"/usr/local/ g v«
4k vqr/run/openvs N« 7 e
Kata witch/vhost- u/& N
runtime userl" ﬂé‘ﬁ DL REH
kata- 3 Sk, HKBEEAH
network it 15, FHEMIR
4 3%, [i]—™ Sandbox
A7 M name AN AEEE
o R
Z I 2.
78
k IPA | BB MR | Ak,
* kata- ddre
runtime SSe5 IP b B SCRF— KM
kata- ) RACE—IP,
il AR 1P,
3 %UX%EE%W
stdin /% HRBCE 1P,
NBLE . v
ES 8 mtu | B MR | Sk,
MUt
46~9600,
hw | EMRE | ik,
Add | mac 1§
i
vho | % & dpdk | Al
S | Hoff socket | gfeg ey
er y
x| 128 74, fin#
et TN S REH
%—:‘ “_» . ‘,[ZP
IR BETT 3k
del-iface { T TR #E N | %EA
"name":"eth1" 11 L S BT B S
} HFERFEREA
LA (name F
B kMik, Bp
BB R T
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< FHs X bl F |8X #*
B
B, kata &L 74
1% R o
list-ifaces €T | AlEEA | L
IERIES
add-route { dest | B EEHXT | #N
"dest":"172.17. MNEIPE: | <ip>/<mask>,
10.10/24", <ip>Whik.
"gateway":"" Iy AP
"device":"eth1" 1. g
} <ip>/<mask>;
2. RlcE<ip>,
T BRIAFERS Ny
32;
3. fLE
"dest":"default",
BRINT dest, 7
f&£ N\ gateway
gate | IXEBEHT | WE
way | "N —pkM e | "dest":"default”
i, gateway @b
i HAm AT
k.
devi | i EBEHXT | ik,
| BIRER gk 15
# i
del-route { T | MIBRAEARH | dest Nbik,
"dest":"172.17. FEH BN | device/gateway
10.10/24" BIymris.
} WiER
kata 4% 4% 71~ F] 5
B ATAE A I
Be, MY
&8 AL
list-routes X T | mlEEN | L
1) 2%t 51 2%
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3 UEFA

£3-2 kata-ipvs S5 THED

w|F |F | BH F& | &Y 2
< | | B -4
4
ka |ipv |- A, -- -t - RERIR | kT, -tcp-service. --udp-
ta- | sad | para | add- tep- FHRB | service, MANMSEHARIEREL —. #
ipv | m | met | service | service KA “ip:port” , port HU{H
s ers -u, -- [1,65535].
udp- “
service ol
kata-runtime kata-ipvs ipvsadm --
parameters "--add-service --tcp-
service 172.17.0.7:80 --scheduler
rr --persistent 3000" <container-
id>
S, - | By | k. BUETEHE:
schedu | i pE | rrjwrrlcjwic|iblc|iblcr|dhjshjsed|ng-
lor | ik
P | FFSER | IETE. HUEVEHI[L, 2678400],
Persist | ZpfiE] | BRAT s,
ent
-E, - -t, - FERUIR | AIETA. --tcp-service. --udp-
edit- tep-- %HKA | service, MANSEHREIEFHL —. %
service service ;Eﬁ?'\j “ip:port” , port EX{E
-u, - [1,65535].
udp-
service
S, - | ARy | ikl BUETEHE:
schedu | s | rrjwrrllc|wic|Iblc|Iblcr|dh|sh|sed|ng.
lor | ik
P | R | LRI HUETERIL,  2678400]
Persist | Joprtia] | 47 s.
ent
-D, - -t, - R | IET. --tcp-service. --udp-
delete- | tcp- | %M | service, WANNSHU BRI —. %
service | service KH “ip:port” , port HUH
-u, - [1,65535].
udp-
service
-a, -- -t, - R | D3RI, --tcp-service. --udp-
add- tep- | 528 | service, BIMSEABLERRHE . I
server service A “ip:port” , port B4
-u, - [1,65535].
udp- "
service I

kata-runtime kata-ipvs ipvsadm --
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w|F | F | & |8X #iFE
4 | | B’ #
4
parameters "--add-server --tcp-
service 172.17.0.7:80 --real-server
172.17.0.4:80 —-weight 100"
<container-id>
T, -- R | 2akT. kU~ “ipiport” , port HX
real- | %3eHh | {E[1,65535].
server |y
W, - | BCE AIET, HUE[O,65535].
weight
-€, -- -t, - REUIR | 2i%TH. --tcp-service. --udp-
edit- |top- | KA | service, BHANSHULAERBEI .
server service X “ip:port” » port BU{E
-u, -- [1,65535]
udp-
service
-, - A | kT, #5508 “ipiport” , port X
real- | %8846 | 4[1,65535]-
server |y
W, - | B AIET, HUE[O,65535].
weight
-d, -- -t, -- R | %iET. --tcp-service. --udp-
delete- | top- | 52K | service, BANSHULAERBEI .
server service XK “ip:port” , port BUH
-u, -- [1,65535]
udp-
service
T, - PSR | kI #XCh “ipiport” , port HL
real- | %84 | 4[1,65535].
server iJJ:
-L, ~-list | -t, -- fREd | Algmi.
tcp- WM | sem.
service i §1§ Bl
-u, -- = kata-runtime kata-ipvs ipvsadm --
udp- " parameters "--list --tcp-service
service ip:port" <container-id>
--set -tcp | top RN | XETH, HUE[O, 1296000].
LN
kata-runtime kata-ipvs ipvsadm --
parameters "--set 100 100 200"
<container-id>
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w|F |F |BK & | &8X #E
2 |% B #
<
- tepfin i | W61%35, HUE[0, 1296000].
tepfin | it
-udp | udp A | 2AIET, HXE[O, 1296000].
I}
- - b | 2440
gerSet )\j:H:E kata-runtime kata-ipvs ipvsadm --
%‘)\ restore - < <HMISCHEEESE>
m‘j:léxfé <container-id>
B s | B
14 F R BAE A NAT B X, #8F
NI A AR IR G B & F 3R Ae-m S
1% ] NAT #2 KX,
BN AP T
-A-t10.10.11.12:100 -s rr -p 3000
-a-110.10.11.12:100 -r 172.16.0.1:80 -m
-a-110.10.11.12:100 -r 172.16.0.1:81 -m
-a-t10.10.11.12:100 -r 172.16.0.1:82 -m
cle | -- -d, --orig-dst ip EE | DikTi,
an para N
|«
ers kata-runtime kata-ipvs cleanup --
parameters "--orig-dst 172.17.0.4 -
-protonum tcp" <container-id>
-p, --protonum R | IR, HUEA tepludp o
?::FL!
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4 Docker &%

4.1 MRk

4.2 LARGRE
4.3 RAEH
4.4 BREH

45 MmAITS%E

4.1 #k

Docker & —/NMFUEMNT Linux 2528551 3 00H ,  F DLSEILR FH I PROEST L B ASEAT
docker g SCAR AL TN, A9k T B TAE B2 55 5 FT 21 container(5E¢48) I
H#%iZ container. ZE#% container.  XfF| Linux H, docker it /& 4 app 763
container, @it container SZH App TE&F-F & LRIEE . 1817, docker JEid Linux
Container Hi AR¥ app B R AMRAHELLI . RIS BHAEHRIAM, NI SEELR )
C—REE, BAbiEAT 7. docker HIARKR Rgiag: RIFHTRE R AT AR, BT
fi, NHHEES.

A E A T A HRITFIR R 28 docker 2225 FH G I B L & .
4211 BERALZERE
42.1.1.1 Bt E daemon B

A] DL i 7£ fetc/docker/daemon. json A H A INEC B 00 H € XL E 2450, AHICHLE LA
K trfar i FH T LA dockerd --help & . it B s FI40F

cat /etc/docker/daemon.json

{
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"debug": true,
"storage-driver": "overlay2",

"storage-opts": ["overlay2.override kernel check=true"]

}

4.2.1.1.2 daemon BITEFECE

FH - 75 B8 A B R e S e AT H R A0SO (RLFE--graph. --exec-root %5), TIRESAT
16 H i o, sC @ AR, N A IR e R

A
AP A5 8 B F RS A docker £ R, b R F B AR TR RS A1)

R

o Ul--graph A, 24FA1MEH/mew/path/{F v daemon ¥ Root Dir s}, 14
Inew/path/ F CE&AFAE A, H HRBSUH4 Y docker 75248 A 1 H a4
¢ (fl4n:  containers. hooks. tmp % H3%) B, docker 7] fE<x BHT A H 3 BC
HE e, fFEREE. BPRE RN A O EFRR .

A docker-17.05 F-44, --graph 54 #4732 A4 Deprecated, Fl #7895 4k --data-root %X,

4.2.1.1.3 daemon BirMEH &

e Docker daemon 1ii Fii--bip Z %45 5 docker0 MR E 2 5, URAE N —IKEJH
i fig 2 --bip 24, docker0 MM _E— R --bip B &, B /5 2 /i &
MIER dockerO MI#F. JEA /2 docker 2 {RAF WA 24 IE B IFAE T — X EE JE I I i BRIk
2 E—IXEE.

e  Docker network create Jf & fill i P4 (I, AT LAAIEE R A AH R 44 7 B P AN P 4
Ji R & docker network 2@ id KX 43 H, name HEAMEFIRAAA AW E, A
PRAEME—M:

e  Docker /M bridge M1, Docker 28 %8283t 15 B AL LA NAT R, 2
S5 E EALZ AME FLIELE . Docker Daemon 7 BB — N gsit, BEAETE FHLE
Wit B — A 11 #042 J5 31— docker-proxy #EFE R SZELUT AR . 2 UUH e S
IXFp userland-proxy B, B AZ R 1, 982D docker-proxy 347 i I LS BTV
FERI TR

4.2.1.1.4 daemon umask B2 &

B F AR exec HEFEIIERIN umask 2y 0022, 9 1 R AR K, b A9 52 3
i, B runc 1SRBL, KEERIA umask 220N 0027. 12EU5 others FEALRE TC i nl B i
SCAFECH 3%

docker J3 Zh 725 285 (11 ERIA umask {8y 0027, W] LAZE dockerd J& Bhi, 14 F--exec-opt
native.umask=normal 23014 25 2% 5 Zhist ] umask &4k 0022,
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A

4 & docker create/run B E T native.umask £4%, W vA docker create/run P &9 8 E K
£

VEYH L E W, docker create F11 docker run 2 i S50 B .

4.2.1.1.5 daemon /B EhAT(E]

Docker fik 55 1 systemd & 2E, systemd 32> i 55 ) JR SIS TRIAT BRI, 41 SR8 52 I 1) Y
docker 55 R BERRIN A S, TR HE HT LR JR PR 5 2

o nRAd ] devicemapper H N5 —X a5, docker daemon 75 B X% & % U R S
WA ERAE, TIZERE AT KRR 10 #0E, (EREEVERE A E AL KB 10
SN, R AT BES 530 docker daemon JE BN . devicemapper 1% R T EAIUAL
—R, JE4E docker daemon J& Bl A 75 E E B W) 4E1L .

o MPEMFRGRF HHARE, FHRGF KW, REIAWEEASEE, HrE
2> I docker g% J& BB RS IR 50 o

o daemon F SRR, FFEE I HELEL docker TAE H 3 N AN 85 1K B S
Hag init EMTTSEMNEE, WRMET RS 25 (B created Al exited
748 I HRAR S RS2 IR, th2s HIH daemon i [ S Ak A 53 docker filk
% JE ShABI F 0 o

LR 5 SR T 0L SO0 LT B 0 171 2
o ABRHEENIEIARENALE, SR exited 195 5.

o LiEMRRITRITEREERI SR, BN HEIZ IS B YIAN docker Ak 55 1R B
[P

4.2.1.1.6 KEKLEH journald

# J3 systemd-journald Ji5 75 % 5 J& docker daemon. journald i3 pipe 38EX docker
daemon TH &, Wik journald Ak4E 5, < FE0Z pipe #85¢H], docker 11 H &5 A\ #
1R SIGPIPE /%, %45 %(5 52 FE docker daemon crash. H T ZB&1%(E 5
S, Al B8 S 2R SE docker daemon I H ETEIAIE SR, I E O FE EH
journald Al 45553 journald % f5 5% E 3 docker daemon, fRilE docker H & REM 4
IEHICs, 4% daemon crash SRR FH

4.2.1.1.7 KELLBH firewalld

= PLE H S e firewalld 2 5 5 5 docker R4, {#iF docker AR 45 7E firewalld 22 J5 5
o

o firewalld iR 55 3 3h 4152 2401 R 411 iptables #N|, Ff LLYE 5 3) docker daemon i
e, =) firewalld 7] 2> 53 docker AR 4548\ iptables KRN 2R, M7 S5
docker 55 5 8l 2RI

e  docker Ik%5 A JE E A firewalld IlkR%s, BERERE T4 (EshENEIE, 8
HMEIERIE S, 22530 docker [ iptables FU MM, 6@ i T 25 2%
RIE
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4.2.1.1.8 KEXLE M iptables

docker i Fi--icc=false LIl , W] CARRHI 4% 2 [B] Ei@, {H35 os H -y - Lefil, w LA
i R PR ) R B 2 ) BB,

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)

0 0 ACCEPT icmp -- * * 0.0.0.0/0 0.0.0.0/0

0 0 DROP all -- docker0O docker0 0.0.0.0/0 0.0.0.0/0

7£ Chain FORWARD 1, DROP L% i 7 —%% ACCEP icmp FIRLI, & alihn 1 --
icc=false /&, Z#s [HItHAE ping AEid, {H udp/tcp TR &AM .

Rk, 7E24% os HH{HH docker, 4n5 7 E{F H--icc=false IR, IS LE host b
FH—F iptables AHIEKFLN .

4.21.1.9 XBELEH audit

docker SZ FFIC & audit, {EHAZEmHIAT. 0.

-w /var/lib/docker -k docker

-w /etc/docker -k docker

-w /usr/lib/systemd/system/docker.service -k docker
-w /usr/lib/systemd/system/docker.socket -k docker
-w /etc/sysconfig/docker -k docker

-w /usr/bin/docker-containerd -k docker

-w /usr/bin/docker-runc -k docker

-w /etc/docker/daemon.json -k docker

e & docker i audit, 4FACET I LLHCRKEZERM T, HANLEMERE, EXF
B ek I SRR . 3 —J5TH, audit FUE 2 R EUEE RIS, o] HE 3R
ARG AR A

FTEL “-w /var/lib/docker -k docker” Jgff, {87 docker audit fIFC & -

[root@localhost signall# cat /etc/audit/rules.d/audit.rules | grep docker -w
/var/lib/docker/ -k docker

[root@localhost signall# auditctl -R /etc/audit/rules.d/audit.rules | grep docker
[root@localhost signall# auditctl -1 | grep docker -w /var/lib/docker/ -p rwxa -k
docker

(MERIZY:
-p [riwjx|a] Fe-w —A24E A, MER P FEAB FEGEL, B, #TRFEETL GeibBBRE
). XAHYiE, felvar/lib/docker B kT A94EAT A4, B KARAE, #RA 4767 B &2 auditlog ¥,
i ah K %6y A E/F auditlog #iek, &5 EPh auditd, R A. cpu & RF, HRE

k) 0S B9 1T, lde: H R IAT"Is Ivar/lib/docker/containers" &k & & £ fh4e F B &t & 2]
Ivar/log/audit/audit.log ¥ .

type=SYSCALL msg=audit (1517656451.457:8097): arch=c000003e syscall=257 success=yes
exit=3 aO=ffffffffffffff9c al=1b955b0 a2=90800 a3=0 items=1 ppid=17821 pid=1925
auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts6 ses=4
comm="1s" exe="/usr/bin/ls" subj=unconfined u:unconfined r:unconfined t:s0-
s0:c0.c1023 key="docker"type=CWD msg=audit (1517656451.457:8097) :
cwd="/root"type=PATH msg=audit (1517656451.457:8097) : item=0
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name="/var/lib/docker/containers" inode=1049112 dev=£fd:00 mode=040700 ouid=0 ogid=0
rdev=00:00 obj=unconfined u:object r:container var lib t:s0 objtype=NORMAL

421110 2B E seccomp

TEMZS 75 P2 M Re IR A2 B, Docker AHXS T Ji= 42 N #% namespace PERER BT F &, &
SHTITIE seccomp J&, RGAH (fn: sendto) AN4xilid system call_fastpath #£47, 1M
AL tracesys, X & sRVERE KR T, Rk, @IIEA @ ERRER I & A 453
5N 5% seccomp, il

docker run -itd --security-opt seccomp=unconfined busybox:latest

4.2.1.1.11 Z1-182% docker daemon KIFABE BHF

A A%t Docker FHRIAR H (ERilvar/lib/docker) Flizf7ht H% (ERil/run/docker)
PLAR SO AT B, QG 1% B 3 SRR SCAE, sy, %) B S SO/

e, BECUFIRIEBR, BECCIFI RS, WERE SR ZIEL JERE
i

~

421112 EBAPRPAERERSBIIE TR E FTEEIN

WA AE OS ML LR bR ) BRR, Blhaner Bl R 4e
“etc/security/limits.d/20-nproc.conf” AN R H s i FH P 7 A5 2% B RE e i gk

FEE LPR, hAsssi% T “letc/security/limits.d/20-nproc.conf” S R R TR 5E
NN s

cat /etc/security/limits.conf

* soft nproc 4096

YW RERERR, FEEBNHELZ IR H PR, 3FEEAR
% “letc/security/limits.d/20-nproc.conf” SCA A an_E s 1) 4096 Be B INK

AC B R KIS S % W RIERCKEEST, WIF:

[root@localhost ~]# sysctl -a | grep pid max
kernel.pid max = 32768

4212 FHEWREHECE

A RATHR docker SZ4¥ overlay2 A1 devicemapper W FfEAiEEKE . H1T overlay2 #¢
devicemapper M &, A HEFHVERE, EWH P EA RIS P& .

4.21.2.1 BLE overlay2 FfiEIRzN

mERE
docker BRI AL overlay2 77403, AT Ldstan ~ pAh 5 R IR T8 E
e  ZJzf/etc/docker/daemon.json, @il storage-driver B RoRTEE o
cat /etc/docker/daemon.json
{
"storage-driver": "overlay2"
}
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e ZufH/etc/sysconfig/docker-storage, @it docker deamon J& zh 2 E iR 48 € -

cat /etc/sysconfig/docker-storage
DOCKER_STORAGE_OPTIONS="--storage-driver=overlay2"

EEEM

o oA i A B A AR RS B RL Y rootfs B A IR A AT AT LA
o WIRZEARH A A B R AT H AN IR HAT IO, B, SECRARN
i REAG A SR UL

o N4 overlay2 1F4 graphdriver, {EZ#% T 55— KA EUBAE T I ST, #51%5C
IR RKT RGEFIRW A, BRI BEOMRIMEE SR/, mEix A
A EEEEE N R, FRERA R FEURI .

o overlay2 SCfF ARGV LLEE A RGERIRAAAE AT N R, HAAT:

N AZhAS

overlay2 R 25 JE4E 4.0 L BN, BIEAH extd KRS

Copy-UP T4 ] i

ﬁaﬂ; lower JZ {2 fil & SO 112 upper 2, AR £ A fsyne HLig

[N

rename H 3% 7] /@

n HEERDMN HFRSEEE merged 2, A RRYF rename RGHA, &
| rename R4 1A H < Hi-EXDEV.

m % 4.10 5]\ T redirect dir FEESRIEE rename [, KR AZ L TN
CONFIG_OVERLAY_FS_REDIRECT_DIR.

TEAEH overlay2 5t F, XSRS H S TE AN, WRRASRRLE
4 Isys/module/overlay/parameters/redirect_dir HAC B R4S 14T 55 5% ]
RE, W FBUTH RN S HE P2 AR, FEH T3k
‘B /sys/module/overlay/parameters/redirect_dir 24 “Y”,

Hard link break | &

m Y lower JZ HRXPH ZAMERERE, 1E merged 25 NEdlE & ik Copy-
UP, SEEFEEWTIT .

m N1% 413 5] N T index feature SRIEE XA, NF W N AZ IR N
CONFIG_OVERLAY_FS_INDEX. JERIXAEIEA [l FFEME, A
FFITH 2

st_dev A1 st_ino A1k

fih )z Copy-UP 2 J&, FI/* HEEE S merged EHHHIHCE, inode &7384k. B

SR attr Al xattr 7] LA, 1H st_dev Al st_ino HAgME—E, RufEHl. X&E

M stat f Is &F BN AL

fd 251k,

Copy-UP 28, LRI I SO B HE AR 75 fd1, Copy-UP 2 )5, 4TJF[H
YA B SRR fd2, A SERRAR RN RSO 1) fd2 BN R B
AAE fd1 AR,
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FEAR

HEEHECE T overlay2 FAE XA REF, ATREH BUEER S S R B L. 11
an

BIAR-EHSWES

HHKR: EEAESNESOS R, 75— var/lib/docker/overlay?2 [ %K 55 -

[root@localhost ~]# mount -1 | grep overlay

overlay on
/var/lib/docker/overlay2/844£d3bca8e616572935808061£009d106a8748dfd29a0a4025645457f
a21785/merged type overlay

(rw, relatime, seclabel, lowerdir=/var/lib/docker/overlay2/1/JL5PZQLNDCIBU3ZOG3LPPDBHI
J:/var/lib/docker/overlay2/1/ELRPYU4JJG4FDPRLZJCZZEA4UO6, upperdir=/var/lib/docker/ov
erlay2/844£d3bcaB8e616572935808061£009d106a8748dfd29a0a4025645457£a21785/diff, workdi
r=/var/lib/docker/overlay2/844fd3bca8e616572935808061£009d106a8748dfd29a0a402564545
7fa21785/work)

/dev/mapper/dm-root on /var/lib/docker/overlay2 type extd

(rw, relatime, seclabel, data=ordered)

PATHER > docker fr & 2B R R, HL:

[root@localhost ~]# docker rm 1348136d32

docker rm: Error response from daemon: driver "overlay2" failed to remove root
filesystem for 1348136d32: error while removing
/var/lib/docker/overlay2/844£d3bcaB8e616572935808061£009d106a8748dfd29a0a4025645457f

a21785: invalid argument

BEIsy,  7E FEHU AT PLR B N 2525 1 rootfs FRANE], (HIXFEAE RS rootfs £, Hi2
#élvar/lib/docker/overlay2 H:#k s 55, MR LUIERIEAT, AZ#W. BETR
AR
o BEIE—

a. W 24AT docker fIT{# ] graphdriver:

docker info | grep "Storage Driver"

b. AW AT A EEREN

Devicemapper: mount -1 | grep devicemapper

Overlay2: mount -1 | grep overlay?2
i k%=N:  AonBtype C (D)
m A HIERAIREL overlay

. B: H#HA
m C: WHRGFHRA
m D: H#FEME

c. M FfE FiZE— umount iX % A B.
d.  SRJ54¥E docker restart IXEEZR 2%, m & MBS AT 5 4%
e. E )3 docker.
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systemctl restart docker

BEIHE
a. MgiTHE
b. FiAER

4.2.1.2.2 Bt E devicemapper TF{&IR50
F P an 75 ZA$ ) devicemapper A7 3kal, w LLd S R B 7 B R TR E

EEEIM

Y’ /etc/docker/daemon.json, @it storage-driver B TR TEE o

cat /etc/docker/daemon.json

{

"storage-driver": "devicemapper"

}
4w /etc/sysconfig/docker-storage, i docker deamon JH 3 S HU R /R T € -

cat /etc/sysconfig/docker-storage

DOCKER_STORAGE OPTIONS="--storage-driver=devicemapper"

{4 ] devicemapper 4 Zif#i i} devicemapper+direct-lvm )5 3, Bt & 1720 L2
2% https://docs.docker.com/engine/userguide/storagedriver/device-mapper-
driver/#configure-direct-lvm-mode-for-production

lic & devicemapper B, Wi &40 %A 65175 (A4 thinpool i H 2hH %%, 15%%
1IEHB A RE.
2% | -4 /etc/lvm/profile/docker-thinpool.profile /1 40~ PME #B 25k 100,
activation {

thin pool autoextend threshold=80

thin pool autoextend percent=20

}
1 FH devicemapper H # 4% i _t --storage-opt dm.use_deferred_deletion=true --storage-
opt dm.use_deferred_removal=true.

i | devicemapper -, 752% XA R GiHEFET ] extd, 75 EAE docker daemon HIfic &
Z¥otin b --storage-opt dm.fs=ext4.

4 graphdriver 4 devicemapper i, %15 metadata SCFHIA H AR K E, FHEANTL
NI . 2511 B /E s 3 04 daemon 774 devicemapper (1) 70535 .

{5 devicemapper lvm i, 5% 1 5201 devicemapper thinpool #5445, JEiRIIE
thinpool H3R 5 ] LUME S, WA RERIEEE 528, 75 B thinpool.

docker daemon FF)& T user namespace f#f%, YI#t devicemapper FEMMA FIERFE M

— M E B 8%, deviceset-metadata SCAF N
Ivar/lib/docker/devicemapper/metadata/deviceset-metadata.

ffiFl 7 user namespace 35 1, deviceset-metadata L4 F 1 /2«
Ivar/lib/docker/{userNSUID.GID}/devicemapper/metadata/deviceset-metadata.

{5 | devicemapper 175Xz, Z5487E user namespace 375t A8 37 5 2 8] V) ¥
I, FREKE SR deviceset-metadata U] BaseDeviceUUID W ZRTE 4 : %
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thinpool 4" A ELE EE NI F T, WIEFE I BN deviceset-metadata LA H ]
BaseDeviceUUID P %5725, 750 docker iR 45 2 5 A 2L

4.2.1.3 38% docker HHXE & FHIZHIEM

docker (I BEAL I, 3% docker M35 A ML ITAE & SR XURRE R 5, &
254 B — A T S L

42131 158%8

{8 devicemapper 12y graphdriver i, 583 T R 25 525k . docker fE#EAE dm

PR AR S5 8, WRIERBE S ET, daemon #5875, WRESFHEZESE

R e E - AME SR, MEMERM. T linux REGAES 7 FRIR

fil, M55 EMERREUAR) AR RO GIE B G S &, 2 32 docker daemon
JREN R HEE W R

1. HAEAERG LRENESE

—————— Message Queues --—-—-----

key msqgid owner perms used-bytes messages
—————— Shared Memory Segments —--------

key shmid owner perms bytes nattch status

—————— Semaphore Arrays ——------

key semid owner perms nsems
0x0d4d3358 238977024 root 600 1
0x0d4d0ec9 270172161 root 600 1
0x0d4dc02e 281640962 root 600 1

2. BEH dmsetup &F devicemapper IG5 &, ZESEEGEL—PHER
M ARG G5 ERN T

$ dmsetup udevcookies
3. WIEAEWNKESERE LR, HEIUAMENE ST REHNE SR IR

$ cat /proc/sys/kernel/sem
250 32000 32 128

WHELE 1 PRENESESE S PR 3 ARG S B LIRS, W&ks
PR, UEAT docker daemon JGikIEH Ji . AT LMEH ik ay &3 hnME S 20 H L IRE
kil docker Pk B )5

$ echo 250 32000 32 1024 > /proc/sys/kernel/sem

WA PLF-3iE i devicemapper 7G5 & CFHZIEE— 208 DLRTHE R dm
HRESE

$ dmsetup udevcomplete all 1

This operation will destroy all semaphores older than 1 minutes with keys that
have a prefix 3405 (0xd4d).

Do you really want to continue? [y/n]: y

0 semaphores with keys prefixed by 3405 (0xd4d) destroyed. 0 skipped.

42132 MK#%EE

fi F bridge #x0R sh AL FEF, 3% daemon AT RE S EM IR . £ bridge 4%
i, 4 docker BEEZE SN, 234G7E host FAIEE—X] veth, 4R % MRS BT
A, WIRAERIE T, 73] docker FIELHE 2 HiT, daemon #57%, IAZM R
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ToiE docker SKEK, RSN HICIEMIER (docker A< B 237 B A e AN F K A
), AT IE R R AR R o

42133 ERREEM

2598 hook MK, HEFBEGE S containerd 585, FRRIAT 4% start 4 AT g
W, 2548 SN BGE S containerd #9E4%, docker start #24F B 421R [A1484%; containerd
WeEEhRE, EWBE AR T runc create AT B (AT E E X hook, AJ
BERERTEC K, ILI B VR R & docker start fiT 4 S LA 8%, TTREE R DL T A%

Error response from daemon: oci runtime error: container with id exists: xxxxxx

ZAS R runc create — PN EAETE (BIEEH) IR TE, 55— IR start XN
runc #1525 WS FHRIAT docker start {8 0] DLESIS

F T hook FI4ATAN3Z docker #% i, XF3z5 T 2R FIGZ A 8 A 7] HE S 2L containerd
R SRS RAE (PRATAREN hook FE7),  HL Il @ XU T 2 (e SR i 24w & 28 10 Al
@)
o || IS SRS — IR ERE S R T DL ORI JE 3% B 4% -
o  —BEIERAEI KRGS, NEH LRSS .
gr b, AN AE NI RLR,

42134 BRBIEIEEER

FE I [H) YA E S docker A% S EUIZAR S TCIAIE R E S » docker R4 AR %% H systemd
ot iidE, Wi docker AR45TE 10s PN EE Jg R EHERE 5 1K, systemd AR %5 mh 2 535 3% 5
WAT N, Rk 2E 1k docker RS G20, RAERF—> 10s B A 465, docker AR %%
7 HE N 5 A Ay 4 1w .

42.1.4 RG220

FHLEAME LR S panic 5475 F, 1T docker daemon FRERAS TG 1% K I 38 314
&, S E 35 docker daemon RGN IEH, FIREHILAI R EH (RFEEART):

o HAATOIEEMZEE, G5 docker ps-a B ANE], ZIN) R B AIZ A A IR A S
BARF R, I FBCEE S daemon TiESRIENZ AR MRS (Bilg. 5.
90 2 5 th R e A7 SRALL IR B

o AR AFIEATENRE, MARZEEEA, HEHJE daemon FHTINEZ LA
RIS AL H A FEATE, FEEF M.

o EFXHmHET IR docker DB [, fEE 5T AR 25 H data-root N IHI[ db 3¢
. I E E AT B T N A5 BAE E S 5 2 R -

— network, F docker network fllZ 11 B 2 75 8 S JETE K
—  volume, F docker volume 6% (¥ 5 2= 76 5 S Ja I
- MWESE, WESAEESEEEEMER.
~  containerd fRIFITCEYE, BT H3IA SRS EHEE containerd JoE, =51 A
275 containerd FARAE A T E -
(AR
APELEBRAFHAERLIFEN X, TRIREFIETE
“DISABLE_CRASH_FILES_DELETE=true” A ik daemon #2 % % 5 & db A2 5 8k .
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T#iR&

1247 docker 4 75 2 root AR, ARfER @ P B, 7 EH sudo BUR T
docker 54>,

[root@localhost ~]# docker pull ubuntu

Zan AT A docker ‘B 7 U5 R 3% ubunt:latest (A 41T H i HRE TAG, BT bA#
FHERANI) TAG 4 latest), FARLE N & B2 Ao Rl e Ol 1) 2 A 2 ARAE, A iRAF
fERtBbiL . MWAVH B GE NERERIT, 1 L registry #53&, . Run@sr 7 — A
BEAGE, iy 192.168.1.110:5000, H[iAH —LH AL . H Fim1T ARAA
BRI N A

[root@localhost ~]# docker pull 192.168.1.110:5000/ubuntu

A BAG N K I1 image % i A SR AL (S B4 K, WTUUH
docker tag iy 242 Bl — > 44 71 5L 2 Y image .

[root@localhost ~]# docker tag 192.168.1.110:5000/ubuntu ubuntu

Al Ll id docker images fir & & A AHLEE S S .

BIT— RSN

[root@localhost ~]# docker run ubuntu /bin/echo "Hello world"

Hello world

ZAa AT H ubuntu:latest (x24T HE AR E tag, AL HERIAR tag 4 latest) 5%
BT — DA, ERLEANIAT T echo "Hello world". {3 ] 1 #ir 247 7] LA & NI
AR IX AR

[root@localhost ~]1# docker ps -1

CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES

d8c0a3315bc0 ubuntu "/bin/echo 'Hello wo.." 5 seconds ago

Exited (0) 3 seconds ago practical franklin

BE—NREANERR

[root@localhost ~]# docker run -it ubuntu /bin/bash

root@bf22919af2cf:/# 1s

bin boot dev etc home 1lib media mnt opt proc root run sbin srv sys tmp
usr var

root@bf22919af2cf:/# pwd

/

-ti BT — M i g 25 25 AT LUEH] STDIN HEATAC B, A LAE BXIN A DAFES &%
WHAT L& XA RS A — MIALH linux KL, 1] exit 48
7 A o
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EBEBITES

EEEIN

PAT F AT, -d IERIXANERIEE 51817, --name=containerl & A& MLFN
containerl.
[root@localhost ~]# docker run -d --name=containerl ubuntu /bin/sh -c "while

true;do echo hello world;sleep 1;done"
7804d3el16d69b4laac5£f90f20d5f263e2da081b1de50044105b1e3£f536b6dblc

AT IIPAT S5 IR [B] T IX AR 1D, %A IR Bl 44 FIHAT 45 hello world, 1t
2878 J5 GisdT, W LU docker ps fin 4 & & IEEB AT A 2%

[root@localhost ~]# docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES

7804d3e16d69 ubuntu "/bin/sh -c 'while tr" 11 seconds ago Up
10 seconds containerl

Fl docker logs &5 & A 4317 1% H :

[root@localhost ~]# docker logs containerl
hello world
hello world
hello world

BRONTEOLT . A aem] LADT I AN Z5, T A AR I 28 U7 [7] 75 s i) 7 B0 i e, 1
[l LATE docker Wiz AT A GiAR PERSS registry Juffil. T T ) A 24T H-P A registry 1%
rh T TR i 2R e 4 L

[root@localhost ~]# docker run --name=container registry -d -P registry
cb883f6216c2b08a8c43903957fb396c847a99079448ca741cc90724deded 731

container_registry IXNE# CA RSN T, AHRFFAKIE 25 2% P IR S5 WS 2 ML AN
I, 383d docker port 7 v it

[root@localhost ~]# docker port container registry
5000/tcp -> 0.0.0.0:49155

M T LA H, 2548 K 5000 i RIS 2 7 SEHL 49155 i . @ id EHL IP:49155
e LAV 1A) registry 45 1, 7RI NE#H I http://localhost:49155 &t T LLIR [F] registry
IR AAE B

TEIZAT registry 53 1% IR AT LA LR 7€ i 1 W 4«
docker run --name=container registry -d -p 5000:5000 registry

i i -p 5000:5000 F i 2% 4% 1) 5000 it 1 Wb £ =ML 5000 i .

o B REEMIN-a stdin
JA BRI, ANEEERUIN-a stdin, DAZIEL[FIA N L -a stdout 5 -a stderr, 75U <x
SRR SRR E e R

2020-02-08

181



openEuler
Has iR

4 Docker 2598

WA ARIK idy & id /EAETASRK) name

BRI, B OA RS A KK id B id 1E 82 8% B 1) name. £5{§

AR AWK id /ENE 4 B 1 name, 4 RS B 19 name 15 4R e A ds b 174

YEI, docker VLEC 22548 Ao S A K% id fE 8754 B ) name, 4

A A AL id 7E e e R4 AT A oG /ERS,  docker TLAC R 244 Bo X

FERN, docker TEUCHCZR 28I, JCAEHIULICRTA A8 iK id. #5 RUCALRLT),

M4 container_name HEATFS VLA : #7iEARULEC LT, BELHEATARS id HEATHO T

fic o

fFH sh/bash SRR AR H FIABMIZEH -t S8, #RHIRE

EHREN: A 02805 5) shibash i fE A 4s, AedeD FiEH.

LI ) G R IR ZE T, docker 235G Bl —ANULHADCH T 28 2% Wk 4511 stdin,  7E

AN E - ERXHASH, docker SAEZE S A 315 K % pipe, k55254t

sh/bash 7EK6:1 %) stdin #%5<H] J5 2 HAEE H .

S GO WIRAE FIR R R E M Br (P pipe Z 1) i A6 docker

daemon, £5:3#i% pipe [ daemon S 5% i LI SE I, X kR RIS AR -t 1)

shibash HFEHA IR Y, SHRFYR, XFHESRTEFIEHE.

Daemon H 3 J5 2455 JR A 2 8% stream, 11 /AN -t S 25 28 AT BE il o= AL B
(RN IEF LT IR B 2R ANEAE stream 75 B4 ) BSOS R LA ELE X Ff

77N -t 8 shibash WAAAEFITER), N 7 EERIXSE R A, FREIZEE

REBMIZMEH -t 4.

o Ve e

JA B A W E v S ECH AL B RS ERI A AR T, R R HLEA S A

vi 85 sed T A& O AETT BE 2 (S0 4E inode R AEDAS, TS B EALAIZ 28 4 193

PEARTED o 754 H R BT I 2R 3 o (5 FH X A s 3k 7 X (B i

1 sed FIRFAE A D), tH AT DL 3 1 E B S okEE fiZn @ . 7E docker #8045

i “nocopy” 12T AT LUk Gk 254 P AR B S R A BSOS DLR) HLR H 5%

T, AHRIXANEDUR RRTEHE R A B RHEH, AREAE bind mount 1355t R .

B E P AT RE 2 Xt host 3 AR MR OB TR

--privileged EIN LA PG A IR, 2507 DMSHEEEAERIE SUproc. /sys

FEH, FIRESXT host M RREEMN, i 25 4% s 2Lk o Al A Z gk I

FLZE host ) namespace, L Ui1--pid host/--ipc host/--net host %32 11 ] DL iE 25 2% R

host k=g 475 0], FIFES SRR host AR, T2l AEH .

kernel memory cgroup AfasE, Zi-fEH

kernel memory cgroup 7£/NT 4.0 A Linux P B4 TS250 i B, 84Ttk
AFaE, HESA Docker 1) Warning B2 /N T 4.0 SR AT L, HEZFRA TV IA N,
kmemcg 7E = AR WAZ AR AT E , T AANE RACKCAIE & s hiAs, S48 BT
4 docker run --kernel-memory i, 4377 A4 R 15,

WARNING: You specified a kernel memory limit on a kernel older than 4.0. Kernel
memory limits are experimental on older kernels, it won't work as expected as

expected and can cause your system to be unstable.

blkio-weight S H#F blkio KEHTEHI A% T AT H

--blkio-weight-device W] LASZHLZ % N B kG blkio #25H], %4 il 75 B 4a @ Wi A%
W%, A LLEIE docker --blkio-weight-device Z % SzHl. [FII LEX A 4%~ docker
ANEHR{E--blkio-weight 75 3UFR #1728 4% blkio, i %S 5@ 25 8 Sl
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HFE

't RE

REFFIEMRIS

docker: Error response from daemon: oci runtime error: container linux.go:247:
starting container process caused "process linux.go:398: container init caused
\"process linux.go:369: setting cgroup config for ready process caused

\\\"blkio.weight not supported, use weight device instead\\\"\""

{5 F --blkio-weight-device FEERAL IF CFQ B 5KI%

--blkio-weight-device £ 75 ZHiAL TAE T 582~ FIAFIHE (CFQ: Completely
Fair Queuing) MHISRIGHT A4 fig T4

T & E fEAL scheduler XU (/sys/block/<Hi#E>/queue/scheduler) R LAFRENRE A S
FF ) DALY 1T Bk )5k, & sda:

# cat /sys/block/sda/queue/scheduler noop [deadline] cfqg

i sda SCHEF =R 0% . noop, deadline, cfq, 3 FLIEZEf# ] deadline 550% . i
1 echo ME505KRE A cfg:

# echo cfq > /sys/block/sda/queue/scheduler

B RRERGER T systemd 15 FH PRI

AR QAL AR G RILRE B AERBER 1) systemd (U T R4
W, IR B AR,

docker W ESHIW B2 A — N LR, il ERmESEHEES, HIEHE
PAT A B SO BT 1000 %14, A AT RE 2 iE Ak docker N B AR,
T 5 ol 25 8 TC Y2 R 2l 4 P o )

IR 228 I 28 24T restart B 2x{H 31 “oci runtime error: container init still
running” R4, XN containerd Xt FHAFSERFASIHEAT T M REM AL, Z54% stop
R HAT runc delete, ZRFE 1s I Kill BEZR 21 init FEFE, R 1s /Y init HEFE
AW Kill BEAITE runc 23R 1% 4557 . 1T containerd ) GC (B3R [AIUsCHLAD
3BT 10s 2 [FIUSCZ BT runc delete (5% B B2, BT LAEASSZ A R 200 25 2% 1A
— I R R AR RS A 4~5s 2 TR B SR

docker ERIAFIAL BERC & 7 BT
JR A docker BRANFCE U, BRAEFEHERTA Cap Wi F:

"CAP CHOWN",

"CAP DAC OVERRIDE",
"CAP FSETID",

"CAP FOWNER",

"CAP MKNOD",
"CAP NET RAW",

"CAP SETGID",

"CAP SETUID",

"CAP SETFCAP",

"CAP SETPCAP",

"CAP NET BIND SERVICE",
"CAP SYS CHROOT",
"CAP KILL",
"CAP_AUDIT WRITE",
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AR 4 Docker 7% %%
BRI seccomp BCE A2 4, ATEH % 51 syscall BRI 2R A
SCMP_ACT_ERRNO, #R#E%5 docker AN[F] () Cap FFICA R RGi A, ALE i
AP, BRIA docker #AN S5 2125 4% .

2. CAP_SYS_MODULE
CAP_SYS_MODULE x4~ Cap A& iLZ&# 1] LA ko, H4AMiZ% Cap Al LAk 2548k
&, BERBIANZ. FONES KRS & Namespace, 7E ko H H Z A1)
Namespace f§& 7] init_nsproxy H/ ],

3. CAP_SYS_ADMIN
sys_admin FBRZ5 25 281 K HE 1A -

YAEZRSE (mount, umount, quotactl)
- namespace W B AIJEIK) (setns, unshare, clone new namespace)
- driver ioctl
Xt pei (¥, peiconfig_read, pciconfig_write, pciconfig_iobase

- sethostname

4. CAP_NET_ADMIN
25 U 1] P22 T AN sniff 28 m B AL PR, 2548 T LASRE 2 P i 25 2 45
host ¥R 253 &, X6 X 2% B B A R AR K

5. CAP_DAC_READ SEARCH
ZAURITTT , WA %% H open_by handle_at, name to_handle_at, 15 host
A selinux /Y, AT ATdE B R file_handle Z544() inode =, Al
DAFTHF host bR S0, Soma SO R 4810 B e 1k

6. CAP_SYS_RAWIO
A AN host B o i1, AIiE K host A% 15t -

7. CAP_SYS PTRACE
Zas A ptrace AUFR, AN 228 BEFEEEAT ptrace k. I runc E LML
i, (B4 LT B Ebtn nsenter AT docker-enter J-7% A R, A asrhaf%fixie T H
PAT R AT B, RO e T2 A A B S 2. (Namespace. fd 55), 5
&b, ptrace B LEEid seccomp, A% K I Py A% Be ki

8. Docker Cap #2111 --cap-add all
--cap-add all /R T 288 A AL R, BFEARTTIEBN I LR SER IR RE, (H15 %
Z Al LR .

9. AEEAEF] docker ] seccomp 41
ERIAH docker 55— seccomp MIFCE, FLEFEHMZARZ R, AERER
sys_call %% seccomp 2451, {3 Ff$z 1 --security-opt 'seccomp:unconfined'rJ PAZE 11
1 seccomp ¢, WnEEH seccomp i f# A H & X seccomp it B H i i 44 HAS
A, RSN AR AR AT A B TH

10. ANEFCE/sys Fllproc HXAI'S
Isys Fl/proc H B E T linux 447 NIZ S50, RSN, SaPicE izHx
Al S A E e R EUR AR .

11. Docker FFji Cap --CAP_AUDIT_CONTROL
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4.3.2 &

12.

13.

14.

15.

16.

17.

18.

19.

20.

o oo

“E

FIBRFER=
docker 3 #F hook (¥ @4, hook N 5K runc AT IEREF, 184 OCI Frif:

https://github.com/opencontainers/runtime-spec/blob/master/config.md#hooks .

hook 5 =Fh5%Y. prestart, poststart, poststop. 3 HI1EF T2 H N HERF
BT, HaNHBEFRZ G, RSB EIEZ G,

el LUE 4] R4 audit R4, IF HiE
AUDIT_TTY_GET/AUDIT_TTY_SET Z5in 4 0] AFREUEH i+ R G A i 310 tty $AT
NG, BLFE root ZAiG,

CAP_BLOCK_SUSPEND #! CAP_ WAKE_ALARM
s ] P A TH 2 R (epoll) I RE 77
CAP_IPC_LOCK

RENE ZAUR G, v LA ulimit F7 (¢ max locked memory fR#1, 1T mlock i
RKWAFEY, it — € & ¥ DoS Hiti.

CAP_SYS_LOG

BRI AZHPRSE, FTLL dmesg ARG NAZ HE, REEN# kaslr B .
CAP_SYS_NICE

BARIAZAIRE, AT AR R (1) 1 B SR AL e ), 3 i € 7= L) DoS B
o

CAP_SYS RESOURCE

AT LAGR I o H ) — S R YR R ), b R s TR B URBR . keymaps $ =R
il pipe-size-max PR#I5E, it — & & X ¥ DoS K.

CAP_SYS_TIME

AT LA host L fR IS TE]

Docker 2R\ Cap XU 23 Hr

Docker 2Ril[) Cap, 7 7 CAP_SETUID #1 CAP_FSETID, i host fl1%¥#5 L5
H, A H S bR SO 247 +s W, host #3538 A P n] (s A
HATHEAL CAP_AUDIT_WRITE, 450 LLX host 5N, Z5&5 1] LAXT host 5 A H
A, host FEfCE H HE Bt

Docker I host 7= namespace 24, Lbin--pid, --ipc, --uts

S HONE A host JE = namespace Z¥ (7], 2% Al host ff namespace B& &5 %A
T, AN host #EAT BT . Ebtn, A H--pid FH host 2= pid namespace, %%
HH A LB B host _EOHERE pid 5, A PABE R A SE host I3EFE .

--device H1 host MUK H Sk &, BRI 2145 48

Docker BRI A 4 H AT LA host E1 H SR WAL B 28, L l--device,
v EESHL, ANEAE host F BB H S ECHE AU B RS

{5 A hook-spec
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R e 4 Docker 4%
EOS%

174 docker run F1 create #2341 1S4 “--hook-spec”, & 4% spec SCAF 4% i
1, ATLAYE R AR 0 BN IR 75 LR N hook, X 2% hook £ H i IN7E docker H .3
AR hook JETH (2477 docker R — libnetwork ] prestart hook), [ % 2% )5 5
18 SO AR AT F P 48 E IR

spec HIE5 R4 E LN

// Hook specifies a command that is run at a particular event in the lifecycle of a
container

type Hook struct{
Path string “json:"path""

Args [Istring “Json:"args,omitempty"”
Env [Istring “Json:"env,omitempty"”
Timeout *int “Json:"timeout, omitempty"”

}
// Hooks for container setup and teardown
type Hooks struct{

// Prestart is a list of hooks to be run before the container process
is executed.

// On Linux, they are run after the container namespaces are created.

Prestart []Hook "Json:"prestart,omitempty"’

// Poststart is a list of hooks to be run after the container process
is started.

Poststart []Hook “json:"poststart,omitempty"’

// Poststop is a list of hooks to be run after the container process
exits.

Poststop []Hook "Json:"poststop,omitempty"’

®  Spec /¥ path. args. env #BZ LIS H
e  Timeout FEIH(E WAL E), SHRADN int, AE2IF A, JEHEIN[L, 120].
®  Spec WZNIZAE json #53IK, MR 2 RAES, wISHRTH .

o i ¥R (e B 7] LA docker run --hook-spec /tmp/hookspec.json xxx™, 7] L “docker
create --hook-spec /tmp/hookspec.json xxx && docker start Xxx .

AEBZEFIFFHR hook

PUR B R A — AW R R R B . R T2 A R hook spec SCA N 2 :

{
"prestart": [
{
"path": "/var/lib/docker/hooks/network-hook",
"args": ["network-hook", "tapO", "myTap"l],

env": [],

"timeout": 5

]I
"poststart":[],
"poststop": []
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7€ prestart hook 3 ii—NM%% hook HIFHAT . %1% 72 /var/lib/docker/hooks/network-
hook, args RERFHIZH, B NS HREEFLT, BoANREFEZNS
#. X T network-hook X/~ hook 27, FHEMANZSH, H— MR EN LMK LF,
FARERBEANIMN-REMGH.

o LRI

a

hook path 4454 docker 1) graph H 3% (--graph) K hooks U432 K, ERIA
— &N Ivar/lib/docker/hooks, BT LT docker info fiy 4 £57& root 1% .

[root@localhost ~]# docker info

Docker Root Dir: /var/lib/docker

XA e IR P FAIBCE, LA user namespace [F1{EH (daemon --
userns-remap) 144k, path BEATECEERNT )G, 4201 LA Docker Root
Dir/hooks F3k (A F{EH var/lib/docker/nooks Ff3k), 754> B4R
s

hooks path W ZiifE /& a4, PROAIXAN & H daemon Ab3E,  AHXTE& AR XS
daemon TR X o TR  48 % A5t B 3 A2 e A R

hook F2 54T EN 2] stderr 1% H 2T ED 25 25 1 ity X6 25 4% 11 75 BH &) 3077 AR 2
CHetmEshae Mo , ks 3] stdout (93T ENE Bt B 20K .

FAELE hook HL Sz [A] 1 Y docker FiFE 4.

Bt B 1) hook $AT SCAF A ZIE A P HATALR, 75 0] hook AT &4k 4

i hook i), AT N R EHE . 415 hook HH 1K) prestart i [E]id K (L 2

AR, S SR RS, W hook HH ) poststop i fA] K (iE

o208, MESHERRET.

HET A5 a0 R 047 docker stop # 2 15 IE 28 8815, 2 20 BhiEI S AT

FREF, T hook B BEFHATEE R, RIS %4 hook BUATAE R (ZidFERE

B, MM FERNZ A SRR & R, 7FEE ) hook AT 45K A HE

WE . H4h, H1T docker stop fiv A 2 2> Bl b FE R FoAB )RR, PRILER

fif docker stop 4R Bl T AT, FEFPREHEKIRE up IRE, FEZEF

hook 147 58 JE IR A 21BN exited

o fHAEIX

%~ hook-spec

A E hook 1) Timeout A I (6] (RI{EL, B A IS 8] B 47 7E 5 LAY
BIUAEREILZ hook, AN AREIN prestart. poststart. poststop 1X =4
hook #B R ACE —1~, 1% hook £ S EUA s H] .

A PR Z A hook Z[AIFAKIOC R, W RAFERIIC R, FE4 A hook
Fict B S A B AR A AR O R R TRV, hook FIFRAT I 2 4 [ i L Fr)
spec AR5 JE I o

M52 hook Bt B S F, BEiBiTEA hook Itf, i/ b2l & F ¥ 24 hook Fit B 3
2R G Rl — AN B SO, {8 --hook-spec 2845 e bb & 1 5 IEC B SCHF, 77 vl AR RO
A1) hook; fn S AC & £ 1>--hook-spec %5, M H A Ja —AMERK.
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ict B 24491«
hookl.json P40 T :

# cat /var/lib/docker/hooks/hookspec.json
{
"prestart": [
{
"path": "/var/lib/docker/hooks/lxcfs-hook",
"args": ["lxcfs-hook", "--log", "/var/log/lxcfs-hook.log"],

"env": []

1,
"poststart":[],
"poststop": []

}

hook2.json P 2541 F :

# cat /etc/isulad-tools/hookspec.json
{
"prestart": [
{
"path": "/docker-root/hooks/docker-hooks",
"args": ["docker-hooks", "--state", "prestart"],
"env": []
}
1,
"poststart":[],
"poststop": [
{
"path": "/docker-root/hooks/docker-hooks",
"args": ["docker-hooks", "--state", "poststop"],

"env": []

)
FLAFFIEM json AU

"prestart": [
{
"path": "/var/lib/docker/hooks/lxcfs-hook",
"args": ["lxcfs-hook", "--log", "/var/log/lxcfs-hook.log"],

"env": []

"path": "/docker-root/hooks/docker-hooks",

"args": ["docker-hooks", "--state", "prestart"],
"env": []
}
1,
"poststart":[],
"poststop": [
{
"path": "/docker-root/hooks/docker-hooks",

2020-02-08 188



openEuler

e e 4 Docker 25 2%
"args": ["docker-hooks", "--state", "poststop"],
"env": []
}
]
}
FEE ML, docker daemon £ 44 R B IF K E2HN hook it & 3044 prestart 25
action H[f] hook k|, HEATHATENIE. F 75 ER A 24 hook < [AFIHIOC &,
REWM KR, 1EHA hook AL B SCAFI ELARE M8 5¢ 2 R IE R .
HITBREFZEHIBRIAH hook
Docker daemon [FJ#F 1] A1 --hook-spec 1244, --hook-spec f11F X 5 docker
create/run [#J--hook-spec ZHAH[A], XHE AR, AT LILE/etc/docker/daemon.json B
/A}J\%jjﬂ hook Eﬂﬁ
{
"hook-spec": "/tmp/hookspec.json"
}
REACIBATHE, &84T daemon 52 X [J--hook-spec H145 5E ) hooks, SR )& TR
AR 2 HPhE H hooks.
4330 ERSEERRET

Docker $2it 7 F 7 58 SCHIXT 2 28 3E4T (i ARG & ) ThAE . 7 Dockerfile i &
HEALTHCHECK CMD &1, BY{E 75 2% 6 s i) i & --health-cmd &1, 7575 2% N 30 & 3
PEH AT A2, JE I i 2 AR (R R W 2% 2% ) ik RR 25 o

BE A
e {f Dockerfile F¥R AL E, 40:
HEALTHCHECK --interval=5m --timeout=3s --health-exit-on-unhealthy=true \
CMD curl -f http://localhost/ || exit 1

CI A= Rt

a. --interval=DURATION, ZRi\ 30s, AHAFH R & AT HIEIBEI ] 4k, %%
iaahE, 2xd interval B (a3 T 28 —IRKG A .

b. --timeout=DURATION, EKi\ 30s, FRUKE TS HAT A _EFR, HEA 4T
KA AT R

c. --start-period=DURATION, 2RI\ Os, ZFEs¥IAILITIE]. BIAAALIIA 0 23T
AR, (@B A R M S N K BRI (Hg, WERIEYIGG AL R
BATIROUAE B AT, MWCARAS Ca 3. G iTA Bk & R M h N
K E IR

d. --retries=N, BRIA 3, {8 FEAS A MR K I E IR IR B

e. --health-exit-on-unhealthy=BOOLEAN, ZRi\ false, #3025 2% AE (e FEm 2 &
IR A

f. CMD, i, fERSAPITHI®S . REMEN 0 RN, dE 0 RIREM.
TERCE | HEALTHCHECK J5 #2515, HEALTHCHECK #HXELE &# S5 A
SR HBCE . #IT docker inspect I LLE F, 40:
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"Healthcheck": {
"Test": [
"CMD-SHELL",
"/test.sh"
1
}/
TEZS A B P &
docker run -itd --health-cmd "curl -f http://localhost/ || exit 1" --health-
interval 5m --health-timeout 3s --health-exit-on-unhealthy centos bash
A P B P T«
a. --health-cmd, Wik, EREZEANPATHIMS . REMENR 0 XY, 90 F£R
RIC
b. --health-interval, ERi\k 30s, AN int64 LFR (40D AT I 24T 1)
V] g8 B 1]
c. --health-timeout, BRik 30s, AN int64 LR (FP) , BRI EGAPAT
PRI TE) B PR, RIS DU 55 i & PR AT 2RI
d. --health-start-period, BRIk Os, F AN int64 LR (49F0) , ZHAEWILELES
[‘Iﬂo
e. --health-retries, ZRIN 3, AN int32 IR, {8 Bk 7% 2o Wi A i AR E
f.  --health-exit-on-unhealthy, ZRA false, A% 7828 (e HEi /& 5 R IER 58
BEAD)E, HEALTHCHECK HKHL B i 5 NAESIRCE . il docker
inspect 7] LB E. -
"Healthcheck": ({
"Test": [
"CMD-SHELL",
"/test.sh"
1
}I
&N

BRI, HAREH EIR health:starting

2t start-period B 8] 546G, DL interval 8] b & B 1 7E 25 28 #4047 CMD. Bl
LR A PAT )R, 40 interval IFIE], $UAT R kA4

4 CMD fis&-1E timeout PRl (I E] A AT 52 58, FF HIR[EMESN 0, TR A— IR
BRI, RN — KIS BRI MERINE, 28RN health:healthy .

4 CMD s 214 retries RIS AR, WA EARASZE N health:unhealthy. 2RI 5 45
etk S TR 1

HAVIRA N health:unhealthy B, ATE—IRIE & ISR SREL N
health:healthy.

% B --health-exit-on-unhealthy FEHL T, WERZERBFNIEGARIGEE GEHRE
8137 J&, EEE R A RREENENG A Sk

CMD #4756 Be BB, docker daemon 23X Yk 25 A AR AR IR A] . 3 [A14E AlbR
A H ISR B AR B B SO . e sk ol 5 2 8dE . thAh, AAENELE
SRR R A A S L
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iEIT docker ps 1] LLE B AR .

[root@bac shm]# docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES

7de2228674a2 testimg "bash" About an hour ago Up About
an hour (unhealthy) cocky davinci

BATH AR R R RS S 5 ANASARECE Y . 181t docker inspect 1] LLE # .
"Health": {

"Status": "healthy",
"FailingStreak": O,

"Log": [
{
"Start": "2018-03-07T07:44:15.481414707-05:00",
"End": "2018-03-07T07:44:15.556908311-05:00",
"ExitCode": O,
"Output™: ""
s
{
"Start": "2018-03-07T07:44:18.557297462-05:00",
"End": "2018-03-07T07:44:18.63035891-05:00",
"ExitCode": O,
"Output": ""
s
}
ﬂ]mm
] BRRERETGREZERSKAESD

AR BE RGN 5 FiLE.
%;

2
rji o
%Wﬁ%%éﬁ%mﬁnﬁ 2% R — &%, Dockerfile PRREMEEH A B LR L
EATAY; RBAENNREAEZHM T,
e & Dockerfile ¥ 7 ¥4i# i¥ HEALTHCHECK NONE & BUH 5| Al a4z P oyt kbt i E, A
75 %335 47 04 7T VA 3L B B --no-healthcheck R BUH4EE P a9t S E ., RNAFE B TR
AL E 4 B AR F 48 X £ 7 5 --no-healthcheck £ 37 .
o WHBEELTREMNAERREFHE, # dockerdaemon &, W EEAETRAMIT, —AF
45, docker daemon B X B E, KBMHEKREAE A starting. ZEHREMNF L.
o MARRGMRNEMELTHALKTRENT, NEBKNMILE,

o ERENNEMELEMXLHIER O, MERHFINLLE,

°
’“ﬂ\* 37]

434 FIESMREE

H docker stop 5 14474 containerl )75 #:
[root@localhost ~]# docker stop containerl

A A docker Kill SRIAFEA#55 Bf 1R S50 H )
[root@localhost ~]# docker kill containerl

AR aF b2 5, ATLMER] docker rm I R 5 -

[root@localhost ~]# docker rm containerl

248, fHH docker rm -f Gl M o 25 4%t 2 W LA
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[root@localhost ~]# docker rm -f containerl

==

AEEIN

o 2% 14Ji ] docker rm -f XXX MIBRZ 2. SR Ad FISEHIMIR, docker rm £ 2 mg i) e
RS R, ATRERBUR SO TuEE AR . ST @ MR, G SRR A
B MR RN, e S EUTEHRERE .

o EE4ufi A docker kill /74, docker Kill 174 K IEFHRAG S A B AR ML BEFE, (O
TR NS FEXHE 5 1AL BERENE, PIRE S80S NG S BT A 54
IR RF & BT Dl

e  docker stop 4T restarting RS AL T Re B M AL HFE L. WR—DEBEH
TEJEHN, AT restarting JRZSHT, docker stop 1X 4N 25 28 i 45 1RAK (AR
SALHNIR A, AR LEE R A/ER N EXE ).

e NHEH docker restart F I T --rm SN AR T --rm S B SAEIR R,
BASTEMIEE, WRER—MNT -rm SRS, WReSH et
O, LLUE BN AEREE, [FB I T -—-rm S5t 4, 0 A AT restart 0 HES
MR RETTIEE Y.

docker stop/restart 57 t ¥ A t<0 B, FHERECSB[HUNASLIE stop 55

Stop KR P (Restart <14 Stop Hifs)

1. Stop *H AR KL Stop 55 (15)

2. SRJEEEFF— e HIRE ) AN A2 F P AN

3. W sERE, WIREREEE, Bagikis kil 55 (9) 4k

WMANZHt (BALs) BE e

o <0 : FsHEE, ANEZAMEMGEFRAGRY, BRAHP XM T, Rt
H RIS H EEUEG, NN E SIIREFA S ER stop (5 5 AL

o =0 : FRALZE, LRI Kill -9 FI7ELE

o 0 : FRFHEEMNIE, WAL ARBE, HUKE Kl -9 FIAEL

FrCAan S P E A t<0 (bhln t=-1), 1ML H O 18 2 IERf AL P signal 15, i
an BN Tizf55, 233 docker stop —H R,

MRABEFAT Dead K7, ARKEXHRFLT busy R7S, FEFMFR

Docker TEHAT A A MBRET, Sei5 bR AR, 2 S AZIRES SO Dead,
Ja AT A4 rootfs FIMIBRIRAE . 450k RS EkE device mapper 4 THRRIRASHS, &5
—3¥ rootfs MR 2 KM docker ps -a B A 2 KINA 440 T Dead IR7& . Dead tRASH)
BRARFHIKIAE, TEEMA I RAEAENN, FIFXRIMAT docker rm AT MR .

#= pid namespace &8, TARLT pause REXEF AR stop F1E, HFM
docker run G &#IT

f8 F--pid 2506 3L pid  namespace A5 4%, TEAT docker stop XA #RIT, 4Nl
A A IR ARIE (LA T DR pause IRZ), 277504 % docker
stop AT LA HIIEOL, T ET KB XL}, ARIEFIITI 2.
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BB 0] R R, X pause tRAS M ZE 4518 docker inspect v &£ i) PidMode X}
A 2R 28 75 N 5 B docker stop 2R 8% . WA E %75 4%, 1&d ] docker unpause ¥
T AR pause IRES, $8ARIPT4RE44T .

— ok, SEOZIE NG e E KR A 2 XT M) pid  namespace H T HEREGR B S8
ToVEWR S R FIR AR AR R, a] DUEE B linux T B, SR SS WAL
A2, 5 pid  namespace HEFETCVEIR R A, fE R S A AR T DUIB HY

e RHNZE pid  namespace id

docker inspect --format={{.State.Pid}} CONTAINERID | awk '{print
"/proc/"$1"/ns/pid"}' |xargs readlink

e JRELiZ namespace [ZEFE
1s -1 /proc/*/task/*/ns/pid |grep -F PIDNAMESPACE ID |awk '{print $9}' |awk -F

\/ "{print $5}'

435 BEFIEEEIS

FEARATIEIL T, A HPIRESHANL % PA docker i 24T 2 1 DR B H bt . 4
BEREESRE, EREM:

docker inspect <NAME|ID>
4.3.6 12 28UIR1E

docker exec EA R BEINZ MR EFEEIN

docker exec FEAN B ZFPATHIZE — /N4 A bash 40, MIEH exec B, FEARIEEIX
K exec JBENIHEFEHGR T, AT exit iIBHY, 754 55 exit 18 H I £ 32 (115
Mo WIRELE exit B, exec W ESNIKBFEAIIRIE )G G R FFE T, BAE S shidkfEnt
it nohup.

docker rename F1 docker stats <container_name>HBJ{F fH3

U R A% ] docker stats <container_name> SEZA 4225 %%, 2448 ] docker rename iy 44 %%
#s 2 J5, docker stats H R ) 4 AL 2 TR 44 T, A2 rename S5 44T

docker rename 3&1E restarting IRASHI BT BES KW

XF—/NM b T restarting ARASHIEZEIHAT rename #AF 5, docker 23 [F] A5 A& L7 45 M 2%
PIFHSCHCE . 1T restarting IR A A 1T B AR HIE R Bk, WERAGFER, T
# rename #AFEHR 4T sandbox ANFEAE. E1X rename R EEMEIR restarting fFa i IR A& 28
%%,

docker cp
1. f#iF docker cp 2528 UISCERT, docker ps BAK T A X N 75 i O B AR 10K 25
¥ docker cp &5 2 J5 A Reit AT .
2. #ELLE root I iEAT, 2418 docker cp fir A S H] EHL_E A —NEE root BLFE KIS
PRI, SCAHEZR A TR BIRUR A (2222 B root. docker cp 55 cp v AN,
docker cp 214 ot &2 il 1) 75 2% H SO 1) uid F1 gid M root.
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docker login

AT docker login J&, 4344 usrer/passwd £& aes (256 i) NN 5 (R-AE(E
Iroot/.docker/config.json, [FIFf4=% root.docker/aeskey(FL[R 0600), FH KA
Iroot/.docker/config.json H1¥] usrer/passwd. H FIASRE € B 55 aeskey, HAgH A F
MR aeskey K5 K. aeskey BB A, A& EH G docker daemon, #fFE £ B
login, A ®JLA push. f5140:

root@hello:~/workspace/dockerfile# docker login

Login with your Docker ID to push and pull images from Docker Hub. If you don't
have a Docker ID, head over to https://hub.docker.com to create one.

Username: example Password:

Login Succeeded

root@hello:~/workspace/dockerfile# docker push example/empty

The push refers to a repository [docker.io/example/empty]

547p6288eb33: Layer already exists

latest: digest:
sha256:99d4fb4ce6c6£850£3039f54f8ecalbbd9e92bd326761a61£106a10454b8900b size: 524
root@hello:~/workspace/dockerfile# rm /root/.docker/aeskey
root@hello:~/workspace/dockerfile# docker push example/empty

WARNING: Error loading config file:/root/.docker/config.json - illegal base64 data
at input byte 0

The push refers to a repository [docker.io/example/empty]

547p6288eb33: Layer already exists

errors:

denied: requested access to the resource is denied

unauthorized: authentication required

root@hello:~/workspace/dockerfile# docker login

Login with your Docker ID to push and pull images from Docker Hub. If you don't
have a Docker ID, head over to https://hub.docker.com to create one.

Username: example

Password:

Login Succeeded

root@hello:~/workspace/dockerfile# docker push example/empty

The push refers to a repository [docker.io/example/empty]

547p6288eb33: Layer already exists

latest: digest:
sha256:99d4fb4ce6c6£850£3b39f54f8ecalbbd9e92bd326761a61£106a10454b8900b size: 524

4.4 RI5EE
4.4.1 BIEER

docker pull. docker build. docker commit. docker import. docker load #fA] LAGIEE—A>
BB, KT XL & TE LG 21T S H 5 E B,

AEEI
1. Btk docker load A1 docker rmi #:4E. 4 S FIBHH 2 40 F AN, TRESEL
;Fiiﬁfﬁﬂﬁﬂz
- EAMBRBAET RS,
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- [ENXFiZ 8185347 docker rmi 1 docker load #:1F .
Fir DS FH I R i X Fhdz st G A MR B a4 Wi tag, build, load 1
rmi FEREA AT RS FECRUIIER, BOAZREBRIXREES mi B3R

2. R Docker BB G RSt H, TR FEEGIIN, FEFINKE.
1T Docker 7E#eES1% (pull/load/rmi/build/combine/commit/import %5) I, 85154k
PR DI B Goe SRR B DA SRR SR s R 430 2 g 4t
WP, AR SR B AR R B — 8. X P IR S T LLE B (A T
AE2 none Bif%), HETLIEEIIARL, A GG MNERA R .. ZMER NN
ZAe A docker rmi MIBRZEE15, ARG EHTAT Z BIMERAE, RETTLMKE .

3. AEFTEEAEET AUNGEE A B KR SR, E RINEEAMEH N ERA
51440 H 1L 2 253 docker image &5 AT 1S, M52 docker build/docker
commit ZEAH G AT S PAT R, FHETRE RBUNAFHER. R4 IEEH, 15 RS HE
ANEEH G AR (e PR A5

4. ffiH--no-parent Z44 build #& K, WA 2 build #AE RN 247, HH
Dockerfile B FROM G AHIA], WITTRE R E G, 79 NLLT BFREHL:
- FROM MG AR TS, WA RS FROM MG IS 1T I AL B 8

1% . BREE 1% 42440 base_v1.0.0-app_v2.0.0, B4k B <none>4E1% .

— ik Dockerfile HHT JLEFE2AHIA, WA AT BE 2% B <none>Bi 14

AJEER =4 none RRIA=R

1. none Bif% R FR¥EA tag MR ITZ541%, Ebin ubuntu 1Y) imagelD, HA5—A> tag /&
ubuntu, HIHIXAN tag % 7, {HSE imagelD i&7E, ABAIXAS imagelD BiAS % T none
Bi1Z.

2. Save BRI FEF EOAEAE SR MEHE T HoK, FTLAXT image #HT RS, (H2 W
FIXANF R —ANHBRERAE, ATRESS untag 2, MIBREEER 1D K, i iz sk
A5 B, none 4514 .

3. AT docker pull i, Bi#E 24t panic, FIAEH BN none 1%, NARIFEEEG
P, SRS AE T docker rmi MR 8RS B T R E

4.  $4T docker save fRAFELAZIT, WIRARE M4 7 NEE 1D, N load J5 M5 A
tag, FHEi144 N none.
build $RIGHIEIRMIFRIZRES, BREBEESEIRE build KK

H BT build Bef% (i fe 2l 5L HHECR IR K, 24 build 56— MR, SHEE
2R RS N 1 Choldon #4F), — H. holdon #4FE b, 1ZBLAR A 22 4 MR
1, BEAE holdon Z BT, AHAKKIMER, R w UMERE), 32 build BifR K.

442 BE%RE
HEAH BRI

docker images
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4.4.3 MIFRSRE
AEEM

A% b # H docker rmi — £ XXX MIBREE 15 . an R s A amb MIER, docker rmi 2 Zmg ik #2
MR, TTRESEUE AR E GG R BRI« WA A g, SR BRI R
B IS MIER RN, A SFEUCEERERE .

Docker daemon /& —ANE 3G G 1) RStk FE, docker Fir & AT AT SEE 5 5l docker
daemon.

WME AT rpm BECE RAEEE T R22E0, Hn] LUE A systemctl start docker >k )5
5} docker daemon.

docker i & SCHFZ N SHLET, W TS HLIE LL TR 2)5E
1L BT RAIETT DAE I RE—',

docker run -t -i ubuntu:14.04 /bin/bash
A LLE Y
docker run -ti ubuntu:14.04 /bin/bash

2. {EM A B E BB a0--icc=true Z JEM bool A LT, G EA X AN LI,
MEAN bR EALME AR TE A 2B R BB BME, R 7 XA R DX A~
b EALME A2 i 2 B R B W E BA B, )5 30 docker  daemon A0 1
fii F--icc 1T, NERIABCE T --icc=true, 40 FAEH 1 --icc I 7 /& --icc=false.

3. TEMAH AT E B K --attach=[] 2 KHEIT, FRIXBRET AT LLZRIKE, W:
docker run --attach=stdin --attach=stdout -i -t ubuntu:14.04 /bin/bash

4. (EMr AR E | 1-a, --attach=[] 2 ZKIIED, FRoRIX PPk ITRE AT LA -a value #5
€ tH A DL --attach=value 1§ € . 40:
docker run -a stdin --attach=stdout -i -t ubuntu:14.04 /bin/bash

5. --name=" " ZRMIABIFREM 2 —NFFE, HagiEE Ik, -c=0 ZKMIRLH
PR R — AN, ReetRE—Ix.

Z=4-1 docker daemon BEIRHIEESHIER

BHEW iEA

--api-cors-header FERGEFE APLIFH CORS SkfEE. XA
FUF SRR AR HEAT Z 00T R I )= R R T 3¢
FF. N remote API # & CORS k5 5.

--authorization-plugin=[] o AR .
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SHEAMR iR
-b, --bridge="" HHORFEMIMPFE &S] Docker 7548 H .
FER, A none  TILME RS I
--bip="" ffH  CIDR Hutik kst H 20 1 P
IP. JE&, WSEF -b AR,
--cgroup-parent KN B2 WE cgroup 2 H 3.
--config- J2 5 docker daemon FfiC B 1.
file=/etc/docker/daemon.json
--containerd 85 containerd fJ socket 4% .
-D, --debug=false J¥ 3 Debug .
--default-gateway 2% \Pv4 HihEG BRI C .
--default-gateway-v6 7548 IPV6 Huhik RN <.
--default-ulimit=[] RPN ulimit 15,
--disable-legacy-registry AN FRVHE BRI registry .
--dns=[] o il 2% A% 15 DNS AR %5 2%
Flt.  --dns 8.8.x.x
--dns-opt=[] T8 %€ 18 1] DNS [RJI% T .
--dns-search=[] oo 1) 25 7 150 FH 48 %2 1) DNS # R84
fil4n:  --dns-search example.com
--exec-opt=[] W B IS T ATIE T
140157 5 native.umask 32 5 -
# BBIASS umask [HN 0022
--exec-opt native.umask=normal
# AR umask N 0027 (ERIMED
--exec-opt native.umask=secure
TEE R docker create/run tHECE T
native.umask Z %l LL docker create/run = ¥ fic B
N
--exec-root=/var/run/docker e EHATIRES SCH AR H 3% .
--fixed-cidr="" PE TMEE IP (ex: 10.20.0.0/16) , XA1
WA 1P 5250 T WA N
--fixed-cidr-v6 [, ffH5 IPv6.
-G, --group="docker" EJE GisfTr, W38 € M Group ZIAHM
unix socket b. V&=, Mt --group T
TELFER, HEBRAGEE.
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SRR

L

-g, --graph="/var/lib/docker"

fic & Docker iz4T I H 5% o

-H, --host=[]

1t )5 60T Fa € socket 4B, A LAGRE —/ B
%~ tcp://host:port, unix:///path/to/socket, fd://*
oY fd://socketfd. f540:

$ dockerd -H tcp://0.0.0.0:2375
EE2
$ export DOCKER_HOST="tcp://0.0.0.0:2375"

--insecure-registry=[]

faE e RN E, docker BRNATA &Rz
#Z TLS UETRIRUE A1, ARG EALF
https 3% #2804 1E 1572 docker  daemon AN 4E )
WEFMURAR MR, 5 2l daemon [ B fiz 22
& 72 W--insecure-registry=192.168.1.110:5000, i
FRE B AR 5 -

--image-layer-check=true

IR 5B 25 A A ThRE, BN true; X
ZIhRE, WE N false. WREKHZSE, BRIl
FH

docker JE BN 2 A B G2 1 e, R B
EREIR, MGG AT . docker #4745
G e B IR, TCIER IR N N SR H
3, PAREER M. NI 8% N i S 8 Bk
RACAFFER, docker B35 HE 2 B AL 36 7T
RETCIZ R docker iR AAR B I 75 BEAG AT 2 73 3
FRZSH, WA SR, 752 AL E S A A

238

--icc=true Ja S 25 8] i1
--ip="0.0.0.0" 257 40 ity I IS FH O BRI 1P HhiE

--ip-forward=true

BB K] netipva.ip_forward.

--ip-masg=true

fH1RE IP Dh%e.

--iptables=true

JA 3)) Docker 754% H € LI iptable FL

-1, --log-level=info wEHEZ.
~-label=[] % H daemon b5, LA key=value XA HE .

--log-driver=json-file

BB A & HERBONH S .

--log-opt=map[]

BeE H S 25

--mtu=0

BE R E) MTU E, WRERXANSH
EHERN route MTU, WSE3EE BN route, 5t
BB R E1E 1500,

-p, --pidfile="/var/run/docker.pid"

J& G PID SR 1% .
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SHEW AR
--raw-logs WA AT (R BN ANSI Bite 5 1 H &
--registry-mirror=[] /€ dockerd fR5E1E B4 G FE
-s, --storage-driver="" SR i 7 AR 1S AT I A 8 s A7 A DR 5
--selinux-enabled=false 2 selinux 32#F, 3.10.0-862.14 K LA I A% hA
A Fr--selinux-enabled=true .
--storage-opt=[] ie BAFE RSN S HL, A7 9K3) Y devicemapper
[P 2 (e.g. dockerd --storage-opt
dm.blocksize=512K) .
--tls=false Ja 3l TLS IF %,
--tIscacert="/root/.docker/ca.pem" | &t CA It [1Ifr certificate SR 4% o
--tlscert="/root/.docker/cert.pem" TLS 11 certificate 341812,
--tIskey="/root/.docker/key.pem" TLS 1) key CHFESAZ
--tlsverify=false i TLS FUa & 3EFE 5% P vl iR R 38 I -
--insecure-skip-verify-enforce A sm i uE B R EALA AR A EE, B
false CABEIE)
--use-decrypted-key=true ¥ 5 A% FH fif 2% FAEH o
--userland-proxy=true X 2% LO 4% H] userland  proxy.
--userns-remap 24 NS user iy 44 25 a] 1 FH P ST 35
AR
L AR AT L H A
452 REFEHE

27 docker SCRFIT-dm4, HRIRThRER S W ELH JLAL:

IheERI 9> ws WS ThEE
EIBZSv PN version & docker A
g
info BFE docker RG:H1
EHAEE L
RAAH R HesdEan F | create i1 image & —14
e
run H image B —4>
K IrEaT
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DhgeRI % we WmOThEE

start His— s ibis
ITHIZR 2

stop i AT
7

restart g — N

wait AR
IE, IFTERHIRH
o

rm MR — A2 2

Har WIS pause PE— AN
firf R

unpause W — A28 N
1% (1) F R

top fEg s as AR lipeids

exec TER RN PAT RS

¥
B
)
?E[,
o

ps BHEIBIT I
AR AT 38 750

logs BR—NEAEH

Y=

YRR = Iy

attach TR — AR
o E S N\ 4

inspect R R EE
=

LA

port FIH 2548 5 E ML
Uit 1 et

diff IR (6] 75 B AF N T4
1% T rootfs FIT{E
) e sh

cp warH N EE
S

export B — RIS
#2505 HA—A
tar 1,

stats SCIN B A B
P RO
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IheExI 5> s S TIhEE
images #H ¢ A —AN¥7 image | build it —A
Dockerfile 4% —
> image
commit FHF A rootfs
B —N T
image
import ¥ tar I
VE RS R G i
— image
load M tar A
#H—~ image
L image G FEA K | login H—A registry
logout B H— registry
pull M registry Hz HE
— image
push #—A~ image %
3 registry
search 1E registry i85
image
5 image & HiAG % | images ERARGHH
image
history 7R —> image ¥
AT s
rmi MR image
tag % image FTAR%%
save #—~ image {#1F
F— tar E
HoAth events M docker daemon
HER S B A
rename LEEZELs
Horp g iy 230 — L S HUE T N docker run, itk docker COMMAND --help 7 TU\Q

E S COMMAND #4158, &Iz P a2k e . FHEGN

BB .
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4.5.2.1 attach

FH¥%: docker attach [OPTIONS] CONTAINER
Thhe: MHmE—ANBITENE S

I

--no-stdin=false ~ ANFff il STDIN

--sig-proxy=true R BB NS S, AMUFE SIGCHLD, SIGKILL,
SIGSTOP

ZN iR

$ sudo docker attach attach test
root@2988b8658669:/# 1ls bin boot dev etc home 1lib 1ib64 media mnt opt proc

root run sbin srv sys tmp usr var

4.5.2.2 commit

4523 cp

Fiv%: docker commit [OPTIONS] CONTAINER [REPOSITORY[:TAG]]
Theg: B— A0 —AH1) image

T

-a, --author="" ¥REMEH

-m, --message="" & KI5 &

-p, --pause=true  TEHEATIEFE T AR

NIk

BAT A, RIERX A B EIRE R —NET image

$ sudo docker commit test busybox:test
sha256:e4672959e8bd8a4291fbdd9e99be932912fe80b062fba3c9bl6ee83720c33el

$ sudo docker images
REPOSITORY TAG IMAGE ID CREATED SIZE
busybox latest e02e811dd08f 2 years ago 1.09MB

FHi#:: docker cp [OPTIONS] CONTAINER:SRC_PATH DEST_PATHI-
docker cp [OPTIONS] SRC_PATH|- CONTAINER:DEST_PATH

Thg: MIRE IRAS N I — DR RSO SO e B ENLKR E B4R D, st E
WU SO B SOAF P8 DL RN 28 A

JE: docker cp N3 FEZE A M /proc, [sys, [dev, /tmp 25RO R G A K P AE A
N BATEER SO R G A SR DL

BT :
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-a, --archive K% VI RIA SISO R BB E VA SIS ATHI T (—-user)
-L, —-follow-link T - ERER SCAF 7T -S4 4%
i
S i reigistry 7545 i ftest H % 2| EHLEI/home/aaa H &
$ sudo docker cp registry:/test /home/aaa
4.5.2.4 create

FHv%: docker create [OPTIONS] IMAGE [COMMAND] [ARG...]

DhRg: f#F image B —/NHIIAESS, FRRKBIRREI—ANESA ID, G2 FRIEZSH
docker start 174 J3 3, OPTIONS H TR R 25 X R 2T &, A ik Uik & o
image H A SIS, COMMAND $5 & 2 58 J B T A 2

T :

=4-2 SHHPR

S BHEN

-a --attach=[] ff¥EH & Attach 22528 W BEFEY
STDIN,STDOUT,STDERR

--name="" RERBHT

--add-host=[host:ip] TEZ% %% N H/etc/hosts 713 in—~~ hostname 21| 1P Hiuhk (1)
3
e.g. --add-host=test:10.10.10.10

--annotation BB 25 4% 1Y annotations. 511152 7 native.umask 12617 -
——annotation native.umask=normal # BEIIHIELS umask fHN
0022
——annotation native.umask=secure # BIHIEZS umask fHN
0027
EEWEKEERE 1ZS%, N#EH dockerd H ) umask
fic &

--blkio-weight blockio [FJAHXIALE, M 10 % 1000

--blkio-weight-device=[] blockio ALE (LB AN ALE)

-C, --Cpu-shares=0 BARAFENL CPU BRI E, it 5 B IX AN IR IR
BRI, BOANITA R a8 882 SRS HE IR 1) CPU
R

--cap-add=[] 00 Linux #LBE

--cap-drop=[] TR Linux BLEE

--cgroup-parent ARV E cgroup A2 H 3%

--cidfile="" R 1D 5 R$8 € 1 SCF
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S SHENX
e.g. --cidfile=/home/cidfile-test K iZ 7251 ID 5 A\ F
/home/cidfile-test =1

--cpu-period WH CFS (GEAANFIRERE) M CPU JH .
BRIME N 100ms; — f--cpu-period 2 % f1--cpu-quota J2&
Bc &8 FH A, e dn--cpu-period=50000 --cpu-
quota=25000, FEWREWIRA 1> CPU, ZA A LI
50ms 3k HL F 50%[#) CPU.

{4 F--cpus=0.5 A I FI [F]FF: 1 3 R

--cpu-quota W HE CFS(TE 4 A FE 5m) #EFE 1 CPU BiAi, ERlk
0, B PRH

--Cpuset-cpus W E R MR EHE RIS 4TI CPU (0-3,0,1). BRIARA IR
il

--Cpuset-mems WEARSTHESITBITMANAFANAAT A (0-3,01), A
X NUMA R4k fEH

--device=[] BN SR MBI LT (e.9. -
device=/dev/sdc:/dev/xvdc:rwm)

--dns=[] R A A TR 1 dns RS54 (e.g. QARSI 18 E--
dns=114.114.xxx.XXX, F§7E25 4% 1 /etc/resolv.conf H1 5 A\
nameserver 114.114.xxx.xxx 31K o5 J7 K 1 N 5D

--dns-opt=[] ¥ & DNS &1

--dns-search=][] SeR T 25 A A FH 4 2 1) dins &R 384

-6, --env=[] WEARBINELE
—-env=[KERNEL_MODULES=]:

FEARAHIRATRERH . HuT SRR Host 4L EA I
e, HAEZRMBRIG Host AL LALHRAIATE R, HAEMRT
FE[E] I 45 7€ --hook-spec T, LA T # 2 SEUT &A%
e

KERNEL_MODULERS=

KERNEL_MODULERS=a

KERNEL_MODULERS=3a,b

KERNEL_MODULERS=a,b,

--entrypoint="" 7 o image W R A 1 entrypoint, entrypoint ¥ B 2 2% 5 5l
AT ) i 2

--env-file=[] M= AR AR e, 2 IR A R A SO 4%
1750 (e.g. --env-file=/home/test/env, H: 4 env SR 77
T 2B D

--expose=[] FFRC— AN 4% R s 1, A R SCAAI0-P ik 0K 2
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2H

SHEN

A5 T ) i 1 RS 380 SEATL ) — g 1

--group-add=[]

T8 BN B A

-h, --hostname="" WEABTIAH
--health-cmd W B A AR R B AT I &

--health-interval

FHAR PR A 24 AT A TRI BRI TR], BRI 30s

--health-timeout

BAYRAG A i A BT RO IA] PR, R AT S5 dr & 40T 2k
W, ERIA 30s

--health-start-period

A SR B B — IR BT i BEAS BT AR KN AL, BRI Os

--health-retries

i RREAGL A SR U K B ik B, BRIA 3

--health-exit-on-unhealthy

Ao AR @R R 1 IR A 4, BRA false

--host-channel=[]

WE —MEE A SRS T TG, %
<host path>:<container path>:<rw/ro>:<size limit>

-i, --interactive=false

B'E STDIN FTHFREI{#7% A attached

--ip

BB 1PV4 Hidk

--ip6

BCE AR IPV6 Mk

--ipc

T8 8 4R ipc i 4 2% 1)

--isolation

52 R

-1, --label=[]

BLE AR HIbR 2

--label-file=[]

M SR HUbR 2

—link=]

BERCR AN S, XN TUR 7 2 3 Hh s I — Lo e g
2535 P M hEAN G C1 A5 AR 5 K A fetc/hosts R IN— 2%
Wbt Ce.g. --link=name:alias)

--log-driver

BEE AR H S 9K

--log-opt=[]

BEE H S Xz T

-m, --memory=

WE BN RS, % <number><optional unit>,
B ounit=b, k, mor g. ZSEE/MEN 4m.

--mac-address

WE A mac Hidik (e.g. 92:d0:c6:0a:xx:xX)

--memory-reservation

W EANAEIRE], BN S--memory —&. A[IAAN--
memory sEfE R, --memory-reservation & HFR; 24{E
MW AAH I PO AE R, 23 % (RGN AR 22
R WA FRBITE LA T (EAT IR —EAE
IR . — %] LARI--memory — A, BT --
memory F TR AR -
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2H

SHEN

--memory-swap

W BB A RIS o XA A &, -1 AR
WERAEE, W N--memory (Y 2 5, BRI SWAP w] Ffii
Fi 5 --memory #H [F] ff) PN A7 &

--memory-swappiness=-1

BE A A e A A IO BL, DA A 1 0 BN &
(0-100)

--net="bridge"

BE AR MWL, 207 1.3.0 A docker A YA
#xC:bridge. host. none. container:<namelid>. ERIAfE
F#)2 bridge.

o bridge: {45 =07E docker daemon J& Bl FH 1)
WM b B — AN PR 2% R

* host:7E 2% # A8 FH R I 2% Ak
* none: ANt FH 9 £
e container:<namelid>: &R 54— A A I 25 4R

--no-healthcheck

BE AN et &

--oom-kill-disable

£ OOM killer, RUIBARE-M 2%, BAERE
BB

--0om-score-adj

PH LR A1 oom AL (-1000 ) 1000)

-P, --publish-all=false

P AT TR B A g 1 —— BRAF 2 ML 3 1, 33
AL 3 AT LA ] 7545 P93, i R S0 43 # docker
port iy & AT AEE A FL AR & i UM B L 1 LA PR S

-p, --publish=[]

LA AN B — > S B AL — AN 1, format:
ip:hostPort:containerPort | ip::containerPort |
hostPort:containerPort | containerPort, %A 185E IP AR
T AR REITIE, nRIEA 4R E hostPort, %
7 F 8073 B EHLR i

--pid

W BRI PID iy 4% 25 [H)

--privileged=false

T RAHONOBIR, M T --privileged 1T, 4%
K w LA IR EHLRIFTAT B4 o

--restart=

WE A e B R EJE RO, 28T 1.3.1 RASCEE 34

F «

e no: MEIFIERS, AEJH,

e on-failure: 7RIS NAE O I H ) 2548, XM
TRy PR 0 KB 3 Y%, 1 on-failure:5, &% HE)S
5 K.

e always: JCiLIR LR AHRIE

--read-only

R E ARSI R G LR B B U
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--security-opt=[] A28 A AL
--shm-size /devishm ¥ &K/, BRIME R 64M
--stop-signal=SIGTERM | &35 {55, BKiAN SIGTERM
-t, --tty=false a3 B — AN 2 v
--tmpfs=[] 4 tmpfs H 3
-u, --user="" e 4EEE AP ID
--ulimit=[] ulimit J& 3
--userns T8 A1 user 1y 44 75 |H]
-V, --volume=[] BENL—A BRI E S NG, SR as el
— AN (e.g. -v /home/test:/home ¢ 3 ML) /home/test H
FHEABIZESF/home HE R, -vitmp fEA#H IR H
KNI tmp OIS, %S0 I T DAY A 25 A8 FH -
volumes-from AT D o ARG ENLH FHEHBBE
#&lproc FHE, BNEshAES .
--volume-driver WE A ARG, Ak,
--volumes-from=[] BRI DN BRI GHERBI AR ST, LIEMEE
(e.g. -volumes-from container_name % container_name
(BB AN AT ) o -v fl--volumes-from=[]/& %
AR BRI T 1t AR
-w, --workdir="" fRERA M TAEH %, FEANRIRE T HF
N IE
B T — 4N ubuntu 2, B2 SRR 48H docker start 474 J5 311
$ sudo docker create -ti --name=ubuntu ubuntu /bin/bash
4.5.2.5 diff
FH¥%: docker diff CONTAINER
DIRE: KMAARMZES, M TERSNIE RN {7 kL Ay
W G
N IE
$ sudo docker diff registry
C /root
A /root/.bash history
A /test
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4.5.2.6 exec
FH%: docker exec [OPTIONS] CONTAINER COMMAND [ARG...]
Dife: £ —NIBITHESRNIAT 2
BT :
-d, --detach=false 1t G BialT
-i, —-interactive=false ~ RFFZA#K STDIN 1
-t, --tty=false I3 B0 — > REAUL 2 ity
--privileged  DAFFAUSE AT i 4
-u,--user  FREM A EEE UID
ZniIE
$ sudo docker exec -ti exec test ls
bin etc 1lib media opt root sbin sys  tmp var
dev home 1ib64 mnt proc run srv test usr
4.5.2.7 export
Fi¥%: docker export CONTAINER
Dhge: K —AERAISCH RGN AL tar £ H 2] STDOUT
W G
ZniiE
#4429 busybox ¥ 7545 11 N 25 T H 21| busybox.tar £+
$ sudo docker export busybox > busybox.tar
$ 1s
busybox. tar
4.5.2.8 inspect

FAi%: docker inspect [OPTIONS] CONTAINER|IMAGE [CONTAINER|IMAGE.. ]

Tie: iR E—AMEHEERBIREEE

T

-f, format=""" &ML € A% = A S

-s, --size A ETHIRAUNEA, WORIZAA SRS /N
~type  R[EIFEE ALK JISON 4% X

-t, --time=120 FHEIS IS [H] AP EL, F5 7RI (B N docker inspect ARHAT L, 45 1E 5%

FFALEIRES . BRI 120 7).
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ZR R
1L REAEREE

$ sudo docker inspect busybox test

[

"Id": "9fbb8649d5a8b6aell6bblac7686c40b3cbd67ec2fdlab03e0c419a70d4755577",
"Created": "2019-08-28T07:43:51.277457462",
"Path": "bash",

"Args": [],
"State": {
"Status": "running",

"Running": true,
"Paused": false,
"Restarting": false,
"OOMKilled": false,
"Dead": false,
"pid": 64177,
"ExitCode": 0,

"Error": "V,
"StartedAt": "2019-08-28T07:43:53.0212263832",
"FinishedAt": "0001-01-01T00:00:00z"

2. R ERR A DMAERIIREREL, THAIE 3R A ubuntu_test Z4% IP ML

$ sudo docker inspect -f {{.NetworkSettings.IPAddress}} ubuntu test
172.17.0.91

4529 logs
FH%: docker logs [OPTIONS] CONTAINER
Difg: PUNARAMHEE R, B4 UM TR AT D45 (R RES 1)

briAUTE
-f, --follow=false SERTFTER H EE R
-t, --timestamps=Ffalse 2o H & I A)Ek

--since BonfE ez 5 H &

--tail="all" WERRIATE, BANSRIA

Zn i E

1. & jaegertracing A# M H EE R, %54 Ll 7 — jaegertracing Ik%%

$ sudo docker logs jaegertracing
{"level":"info","ts":1566979103.3696961,"caller":"healthcheck/handler.go:99", "m
sg":"Health Check server started","http-port":14269, "status":"unavailable"}
{"level":"info","ts":1566979103.3820567,"caller":"memory/factory.go:55", "msg":"
Memory storage configuration","configuration":{"MaxTraces":0}}

{"level":"info","ts":1566979103.390773,"caller":"tchannel/builder.go:94", "msg":

won nwen

"Enabling service discovery","service jaeger-collector"}
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{"level":"info", "ts":1566979103.3908608,"caller":"peerlistmgr/peer list mgr.go:
111", "msg":"Registering active peer","peer":"127.0.0.1:14267"}
{"level":"info","ts":1566979103.3922884,"caller":"all-in-

one/main.go:186", "msg":"Starting agent"}
{"level":"info","ts":1566979103.4047635,"caller":"all-in-
one/main.go:226","msg":"Starting jaeger-collector TChannel server","port":14267}
{"level":"info","ts":1566979103.404901, "caller":"all-in-
one/main.go:236","msg":"Starting jaeger-collector HTTP server","http-
port":14268}

{"level":"info","ts":1566979103.4577134,"caller":"all-in-

one/main.go:256", "msg":"Listening for Zipkin HTTP traffic","zipkin.http-
port":9411}

B _b-f T, ST EN jaegertracing 2 280 H &5 S

$ sudo docker logs -f jaegertracing
{"level":"info","ts":1566979103.3696961,"caller":"healthcheck/handler.go:99", "m
sg":"Health Check server started","http-port":14269,"status":"unavailable"}
{"level":"info","ts":1566979103.3820567,"caller": "memory/factory.go:55", "msg":"
Memory storage configuration","configuration":{"MaxTraces":0}}
{"level":"info","ts":1566979103.390773, "caller":"tchannel/builder.go:94", "msg":
"Enabling service discovery","service":"jaeger-collector"}

{"level":"info", "ts":1566979103.3908608,"caller":"peerlistmgr/peer list mgr.go:
111", "msg":"Registering active peer","peer":"127.0.0.1:14267"}
{"level":"info","ts":1566979103.3922884,"caller":"all-in-

one/main.go:186", "msg":"Starting agent"}

4.5.2.10 pause/unpause

Fi%: docker pause CONTAINER

docker unpause CONTAINER

Theg: XA 2 2R A1, docker pause #1525 2% N T A #EF2, docker unpause
WS B 1 AR

I TG
ZN IR

Ao~ — N LT docker registry (docker 5515 855 RS HIZA S, 2418 H docker
pause TS B EXNAERHIBEFE S, 8 curl a7 )% registry AR 55 #PHZE, f#
docker unpause i 2K & registry k45, FTLAH curl dy 451

1.

JAE—A registry 7%
$ sudo docker run -d --name pause test -p 5000:5000 registry
BEIATEAA curl &5 I IX AR SS, HRIRES G231 5] 200 OK.

$ sudo curl -v 127.0.0.1:5000

FHFIXA A NI R
$ sudo docker pause pause test

BRI curl fiy U5 XSRS RHLZE, SR ARSSIT A -
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3. MEBATREAE A NHIHEE
$ sudo docker unpause pause test
WGP 2 ) curl ViR IREEAT, 1ERARA DR ] 200 OK.
4.5.2.11 port
FAi%: docker port CONTAINER [PRIVATE_PORT[/PROTO]]
Dheg: B0 R, B AR AR o 1 7E SE LR
k. o
ZNAE
1. B AR A s e
$ sudo docker port registry
5000/tcp -> 0.0.0.0.: 5000
2. TR E o A
$ sudo docker port registry 5000
0.0.0.0.: 5000
45212 ps

Fi7%: docker ps [OPTIONS]

The: ARIEAFFEETN LA FIRS RS, AEAIEMIESEL T, K50 e
IBATHI AR

T
-a, --all=false EoRFTH A4

-f, -filter=[] fideft, AIHMIHIEMEA: exited=<int>%F 25 KR HAD
status=(restarting|running|paused|exited) 7 #8 IR ZS 1S (e.g. -f status=running, %I IEfEiE
1T

-l, --latest=false %Il i Fir G 2R (1) — A5 e

-n=-1 FIH G n BBV 25 2%

--no-trunc=false 4 64 A7 4% ID AR R HK, BRINEIR 12 (725810 1D
-q, —-quiet=false /R 1D

-, --size=false W RZERMIK/

ZN 1 E

1. FIH RTINS

$ sudo docker ps
2. FIHPTA RS

$ sudo docker ps -a
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4.5.2.13 rename
FHi%: docker rename [OPTIONS] OLD_NAME NEW_NAME
ThRe: HArd A
BT -
ENUE
e, A docker run B IF RN — M EA%, {1 docker rename XA SR E A AL, JFE
ERMBIREEHER.
$ sudo docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES
b15976967abb busybox:latest "bash" 3 seconds ago Up 2
seconds festive morse
$ sudo docker rename pedantic euler new name
$ sudo docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES
b15976967abb busybox:latest "bash" 34 seconds ago Up 33
seconds new_name
4.5.2.14 restart
Fi7%: docker restart [OPTIONS] CONTAINER [CONTAINER...]
Difg: HH AN TR SR
BT
-t, --time=10  7ERFARZ AT A a T LR E, aRAE S CFE, BiEE. BUA
N 10 #b
ZNUE
$ sudo docker restart ubuntu
(MART L
BEELrestart A2, R BENELEDKERZKRENEAR, TRAFREBZEL LAY, X
F2h— I oM FEREBSAXLED RER ZRENRE, FEZARE D RER ZREME
G, F#ATE S restart 4.
45215 rm
F#:: docker rm [OPTIONS] CONTAINER [CONTAINER..]
Theg: MR —PEE AR
priy
-f, --force=false SR RIS AT P i) 2 e
-1, --link=false Remove the specified link and not the underlying container
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4.5.2.16 run

4.5.2.17 start

-v, --volumes=false =~ Remove the volumes associated with the container
7~
1. MEE—AMEILEITRIA S

S sudo docker rm test

2. MEE—AIEEBITHESS

$ sudo docker rm -f rm test

F%: docker run [OPTIONS] IMAGE [COMMAND] [ARG..]

Thig: Zan R HIRE R image (WIRARER) IMAGE AEAE, WM J5 S8 % o T4
—/\!Em%) g — %‘r%& IR EAS ﬁﬁfﬁé%ﬁﬂPTMﬂ EMIT 2. Zam L%

% T docker create 7% docker start 774 docker exec 7% .

Iﬁlﬁ (ZAn 2 HE TS docker create fv & FIETT—#FF, 15575 docker create iy 2 1%
i, AN Z T AR RN IETD

--rm=false BEE A AR I B B ER 2 2

v A H SRR AR GE N TR A H R DA selinux )% A RRAEH)
T PV ESR WA ER, REA B F I OZ A H S IR, S I0% 2 e hrss
A REA AR

--sig-proxy=true  KAEHHFE(E S HICEE, SIGCHLD, SIGSTOP, SIGKILL A AR FE
ZNGE
i H ubuntu SRS 1T —ANE R, EARHE AT bin/bash

$ sudo docker run -ti ubuntu /bin/bash

Fi%: docker start [OPTIONS] CONTAINER [CONTAINER..]
Difg: B —AEE KRBT AR

-a, --attach=false PR B bR v H AT R g BN 2 host i) STDOUT Al STDERR
+

-i, —-interactive=false 2% 2% I Ar S A\ B N3] host [ STDIN |
SEA -

JAB—A% N ubuntu B2, ANI0-i -a SRR InARAES NG Y, 888 sl Ja BLEEHEN
ZPENER, N exit ] LUIE 22 5%,

WA B AN IN-i -2 1T, AR &R 3.

$ sudo docker start -i -a ubuntu

2020-02-08

213



openEuler

AR 4 Docker 7% %%
4.5.2.18 stats
FH%: docker stats [OPTIONS] [CONTAINER...]
Dige: FreeliisdtBoRtBEmd: Cafdae, MBUAEIAELS) Ksti S HEN
16 T«
-a, --all BaRTARAS RAMUERBITIRERA )
--no-stream  WBIREHE IRIEGR, AR
ENUE
e, H docker run B IF RN — M4 A% . docker stats KA A A% 1 B UR A S
‘/ﬂ;o
$ sudo docker stats
CONTAINER ID NAME CPU % MEM USAGE / LIMIT MEM %
NET I/0 BLOCK I/0 PIDS
2e242bcdd682 jaeger 0.00% 77.08MiB / 125.8GiB 0.06%
42B / 1.23kB 97.9MB / 0B 38
02a06bed2b2c relaxed chandrasekhar 0.01% 8.609MiB / 125.8GiB
0.01% 0B / 0B 0B / OB 10
deb9%ed49fdefl hardcore montalcini 0.01% 12.79MiB / 125.8GiB
0.01% 0B / 0B 0B / OB 9
4.5.2.19 stop
Fi%: docker stop [OPTIONS] CONTAINER [CONTAINER..]
Theg: 8 A 8 AL SIGTERM 155 HAE— 2 I [A) J5 A% —> SIGKILL {55
P 138
prlIR
-t -time=10  7ERA A AT F R A AR M AP, BN 108
ZNE
$ sudo docker stop -t=15 ubuntu
4.5.2.20 top

F7%: docker top CONTAINER [ps OPTIONS]

hg: WoR— ARG NIBIT R

W JE

ZNE

JeIBAT T M40 top_test IR, FRAEH TP AT T top 54

$ sudo docker top top test
UID PID PPID C STIME
TTY TIME CMD
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root 70045 70028 0 15:52
pts/0 00:00:00 bash
N PID 22548 N IEREE EHLH 1 PID 5.
4.5.2.21 update
F¥:: docker update [OPTIONS] CONTAINER [CONTAINER...]
Difg: AAEHE P MEHFICE .
1 T«
F+4-3 SRR
S SHENX
--accel=[] WEASIMER, TE— A
--blkio-weight WHE 7548 blockio FIAHXALE, M 10 F] 1000
--cpu-shares WE ARG LN CPU MAERTALE, @i 15 B X A~k i
PAFE SRR, BRAITA A 232 SRS AH [F] 1
CPU flAERL
--Cpu-period WHE CFS (BN ML) HEFEH) CPU JEHA.
BRIMEN 100ms; —fi--cpu-period S A--cpu-quota J&
Be &8 FH A, e dn--cpu-period=50000 --cpu-
quota=25000, FWRFEWIRA 1/~ CPU, %A LI
50ms FkHL 2 50%/1) CPU.
--Cpu-quota BB CFS(TE4 A1 2 5 ug ) BEFE 1Y) CPU BUA&, Bl
0, HP¥A PRI
--Cpuset-cpus W E AP R VHEATH CPU (0-3,0,1). BRIABEEA IR
il
--Cpuset-mems wWE RS THESITBITMNAFANAA TS (0-3,01), A
% NUMA R4 fEH
--kernel-memory="" BB 21 kernerl WAERR I, #%\<number><optional
unit>, - unit=b, k, morg
-m, --memory="" WE BN RS, % <number><optional unit>,
Hounit=b, k, mor g. %S HE/ME N 4m.
--memory-reservation WE AR NAAIRS], BRAE--memory —E. Tl N--
memory sEfE R, --memory-reservation & HFR; 24{E
M WA AR, 23l CGRGE A AN 22
R WA FR BT LA T (HAT IR —EAE
A . — M nT LLFI--memory — & AEH, FUE /N T--
memory [ 71518 -
--memory-swap VBl AR o XA LS &, -1 A BRI
WERAEE, WN--memory {EIF) 2 £, BRI SWAP 1] Fiffi
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B% SHEN
F 5 --memory HH [F] ff) N A7 &
~festart=" B AR MM R E R, 200 1.3.0 A 3 4
K«
* no: MAEZTIER, AHEJT.
e on-failure: MR IS NIE O I H ) 25488, XM
Ay DB N R B S Y%, i on-failure:5, &% E )5
5 K.
e always: JCitiB HD 24 HRIR H
--help FTEN help 15 &
N IF
AR —ANZR A% 4 4 ubuntu FY cpu AT mem it E, BAEAE 2SS EHL CPU AAH XA E A
N 512, s RVFHEITH CPU 00N 0,1,2,3, L2817 WAFBR A 512m.
$ sudo docker update --cpu-shares 512 --cpuset-cpus=0,3 --memory 512m ubuntu
4.5.2.22 wait
FH%: docker wait CONTAINER [CONTAINER..]
Difg: SFRF AL, FEFTENHE A2 11B H AL
I T
ANIE
S JE — A48 ubuntu IR 2%
$ sudo docker start -i -a ubuntu
AT docker wait
S sudo docker wait ubuntu
0
B P ZEZEFF ubuntu 2585 AR HY, B H ubuntu 2588 J5 K B 24T ELE RS “07.
4.53 FRIHFER
4.5.3.1 build

Fii%: docker build [OPTIONS] PATH | URL | -
Thfg: fd FHTE 2 %42 () Dockerfile A4 B H 2 —AN 1 image
I W IR, 20 LLAFE docker help build
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F4-4 SHIHR

2

--force-rm=false

RISt 50 ey s Py R B A S A 2
DRSS

--no-cache=false

5 image (R RE HAE I 2247

-, --quiet=false

SRR R P E R URE R

--rm=true

FE S P Ji I B R A Y

i e A B image 1) tag 44

--build-arg=[]

BEMESH

--label=[]

GHEAMKS W E, JSHE X create
KAl

--isolation

s B I 07k

--pull

FEVRE IS S SR AU B AR B 5

Dockerfile /44

Dockerfile /& — M4 K17, TTLLGET Dockerfile S fifiid @G ML B8, I HEH
E—/NREEE, T Dockerfile iy 444 30#6Z: INSTRUCTION arguments

FROM 4

#%=: FROM <image>

FROM <image>:<tag>

hRE: Za AR E ARG, &FTH Dockerfile UM — s, WREAEEREAR

5% tag, 1 FERIA tag 44 latest.

RUN 154

#3: RUN <command> (the command is run in a shell - */bin/sh -¢*) B#

RUN ["executable”, "paraml”, "param2" ...] (exec form)

Tjfg: RUN b2

f£ L1 FROM 48 5E BTG AT IR E AR 2, IR I

(commit)4523R, RAZHIBB AL RIS E]. RUN A &5 4 T

docker run image command

docker commit container_id

R
i R
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MAINTAINER %74
#: MAINTAINER <name>
DhRE: 4 kT e 4ed 3 i 44 e R 77 20

ENTRYPOINT 74

#30: ENTRYPOINT cmd paraml param2 ... 3k# ENTRYPOINT ["cmd", "param1"”,
"param2"...]

Thee: BLEAARRE SN AT

USER %74
#%35%: USER name

Tife: 85 memcached [FiE4TH /-

EXPOSE %34
#: EXPOSE <port> [<port>..]
Dhfg: FEARN— A N

ENV #74
3. ENV <key> <value>
Uife: wEWELE, WE TG, JFEH RUN @ &#m DUE A

ADD 5%
¥ 3: ADD <src> <dst>

Dhfg: M src EHISCHER] container Y dest #4458, <sre> e AH X #8442 YR B % A A X %
12, AL SCHEH SR RS, R DL —ANZERER SO url, <dest> S container
) 46 5 % 4%

VOLUME #4
#%X: VOLUME ["<mountpoint>"]
Dife: Gl —MERHEH THEEx

WORKDIR 14>
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¥ 30: workdir <path>

Thfg: Bd®E RUN, CMD, ENTRYPOINT 74 %8 a0 TAEBE ] AR E 2k, E2
FXFESAE, MY AT —4> WORKDIR 4>

CMD g4

#30: CMD ["executable”,"param1","param2"] (like an exec, preferred form)
CMD ["paraml","param2"] (as default parameters to ENTRYPOINT)

CMD command paraml param?2 (as a shell)
IhRg: —4> Dockerfile L HGEH —4 CMD, WRHF LA, HEKE - MEN

ONBUILD %4
#%=: ONBUILD [H'EH4]

Theg: IR EE4, thln RUN. COPY %5, iXUEfs4, 75 MATEREMEEn A4
BehaT, RAHLCHITGHE IR GR, & N — SRR I A 2 ehaT

T Ifi/& Dockerfile fJ—AN 52 %4517, 1% Dockerfile ¥ 44 i — %234 T sshd AR %% ] image

FROM ubuntu:14.04

ENV http proxy http://192.168.0.226:3128

ENV https proxy https://192.168.0.226:3128

RUN apt-get update && apt-get install -y openssh-server
RUN mkdir -p /var/run/sshd

EXPOSE 22

ENTRYPOINT /usr/sbin/sshd -D

ZRE

1. VLB Dockerfile 7% —-> image
$ sudo docker build -t ubuntu:latest
2. @I UL 4 Al LAE B AN A AR image:

docker images | grep ubuntu

4.5.3.2 history

Fii%: docker history [OPTIONS] IMAGE
RE: Bon— image AR S

BT

-H, --human=true

--no-trunc=false AT 4 AT TN

-q, --quiet=false HE7~ 1D
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ZNAE
$ sudo docker history busybox:test
IMAGE CREATED CREATED BY SIZE COMMENT
bed672959%e8b 15 minutes ago bash 23B
21970dfada48 4 weeks ago 128MB Imported
from -
4.5.3.3 images
FH%: docker images [OPTIONS] [NAME]
UiRg: FUHAFLERT image, A& AN s H ] () image
I T
-a, --all=false BIRITA R,
-f, -filter=[] fa e —/Nid 1A (i.e. 'dangling=true)
--no-trunc=false  ANXF 4 H EAT M ek
-q, --quiet=false HE7R 1D
ZNUE
$ sudo docker images
REPOSITORY TAG IMAGE ID CREATED SIZE
busybox latest e02e811dd08f 2 years ago 1.09MB
4.5.3.4 import
F7%: docker import URL|- [REPOSITORY[:TAG]]
heg: $EE T — rootfs [ tar fL. 5 A\ REi1% . 5 docker export AHX ¥
I T
ZN/IE
M_ESCA4E 1T docker export iy 45 H T busybox.tar A docker import iy 442 i — AN 3T
) image
$ sudo docker import busybox.tar busybox:test
sha256:a79d8ael1240388£d3£6c49697733c8bac4d87283920defc51fb0fed469e30adf
$ sudo docker images
REPOSITORY TAG IMAGE ID CREATED SIZE
busybox test a79d8ael2403 2 seconds ago 1.3MB
4.5.3.5 load

Fii%: docker load [OPTIONS]
hfg: 4 docker save Hi>KH tar B EFINE — M54 . 5 docker save #HX Vo
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4.5.3.6 login

4.5.3.7 logout

4.5.3.8 pull

I T
-i, --input=""

ZN iR

$ sudo docker load -i busybox.tar

Loaded image ID:
sha256:e02e811dd08£d49e7£6032625495118e63£597eb150403d02e3238af1df240ba

$ sudo docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
busybox latest e02e811dd08f 2 years ago 1.09MB

F7%: docker login [OPTIONS] [SERVER]

Thie: BB —MRGIRSE, WATEE server i, ERINEEF|
https://index.docker.io/v1/

LT

-e, --email=

Email
-p, --password=""  #fig
-u, --username=""  F /74
ZNE

$ sudo docker login

FHi%: docker logout [SERVER]

ife: M—MEG RS A, WA TaE server i, BRG]
https://index.docker.io/v1/

Svid) PR
ZN/AE

$ sudo docker logout

F7%: docker pull [OPTIONS] NAME[: TAG]
Digg: M—DEREE CETTRIERAA KD i — Mg

-3, —-all-tags=false T NGB CEMNTAEG (—NEBCER BT 2 M5
2%, etn—A> ubuntu BifgE, FIRER 2 AR
ubuntu:14.04,ubuntu:13.10,ubuntu:latest 2, ¥ FH-a &I )5, KA FRZF ubuntu 8315
B HUTR RO

ZN IR
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1 AWETTEBES R ngin B4
$ sudo docker pull nginx
Using default tag: latest
latest: Pulling from official/nginx
94ed0c431leb5: Pull complete
9406c100alc3: Pull complete
aa74daafd50c: Pull complete
Digest: sha256:788fa27763db6d6%9ad3444e8ba72£947df9%7el63bad7clf5614£8fd27a311c3
Status: Downloaded newer image for nginx:latest
PR I 2 A I T A ) R e TR AFAE s A RAFAE S A HL R 2

2. MAAHEAGE PR G
MGG 2 PR Fedora 8345, bban B IR A A5 1 bk 2
192.168.1.110:5000:
$ sudo docker pull 192.168.1.110:5000/fedora

4.5.3.9 push

Fii%: docker push NAME[: TAG]

Ihfig: K image % BB 455+

&I Jo

EN/IE

1. ¥— image #Ei% 2R A 5245 % 192.168.1.110:5000

2. CKEHEERIBBRITARSE (docker tag T HHAE N XA, ABIh EHEIL I HAZ )y
ubuntu:sshd
$ sudo docker tag ubuntu:sshd 192.168.1.110:5000/ubuntu:sshd

3. BT R AR HEIL BIRA FiA% e
$ sudo docker push 192.168.1.110:5000/ubuntu:sshd
HEIE I i 2> B SAS I TR ) R AR BB e b 2 5 OAFAE, IR DAFEAE, BhidiZ
}% o

4.5.3.10 rmi

F%:: docker rmi [OPTIONS] IMAGE [IMAGE.. ]

Difig: MIBR—ADEE AR, R DMRBEGRIE A 25, MRS &A%
HAEHEAT untag #0F,  ZMIERKZ RAT — MRZEIIBLRI,  FHAR MR P A )= -

T

-f, -force=false ~ 5&#IMHEE image
--no-prune=false  AMIBREAIRZEI L HB
ZniiE

$ sudo docker rmi 192.168.1.110:5000/ubuntu:sshd
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4.5.3.11 save
FHi%: docker save [OPTIONS] IMAGE [IMAGE...]
IiRE: fRAF— image 2— tar 3, FyHERAZEE] STDOUT
I T
-0, --output=""" i th 2 A2 STDOUT
ENUE
$ sudo docker save -o nginx.tar nginx:latest
$ 1s
nginx.tar
4.5.3.12 search
Fi¥%: docker search [OPTIONS] TERM
Thg: 1EGHR T B & K 5E
BT
--automated=false ~ {Zr H 2 [ image
--no-trunc=false ANk H AT M
-s, --stars=0 HRERFr e B UL L image
ZNUE
1. FEEITEGE TS nginx
$ sudo docker search nginx
NAME DESCRIPTION STARS
OFFICIAL AUTOMATED
nginx Official build of Nginx. 11873
[OK]
jwilder/nginx-proxy Automated Nginx reverse proxy for docker con..
1645 [OK]
richarvey/nginx-php-fpm Container running Nginx + PHP-FPM capable of..
739 [OK]
linuxserver/nginx An Nginx container, brought to you by LinuxS..
74
bitnami/nginx Bitnami nginx Docker Image 70
[OK]
tiangolo/nginx-rtmp Docker image with Nginx using the nginx-rtmp..
51 [OK]
2. ERAEGRETIET busybox, FERH LR ZE % SN RN B AAA B AR 2R R ML
$ sudo docker search 192.168.1.110:5000/busybox
45313 tag
FH%:: docker tag [OPTIONS] IMAGE[: TAG]
[REGISTRYHOST/][USERNAME/][NAME[: TAG]
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it B DBEBITARER] A

I
-f, --force=false UM AFTEAH A Y tag 4445 53 1) 5 4 Ji SR 1Y) image
INGE

$ sudo docker tag busybox:latest busybox:test
PN -
454 FitER
4.54.1 events

FH%: docker events [OPTIONS]
Tifg: M docker daemon 3R HL 2N S

LT
--since="" RIRNTRE N R B A
--until="" BoRE PR E Z AB I F A
zZE

Zntd, 4T docker events 5, FH docker run G IS B — A 4%, docker events ¥
i create FHFAN start A4,

$ sudo docker events

2019-08-28T16:23:09.338838795+08:00 container create
53450588a20800d8231aaldc4439a734e16955387efb5£259c47737dba%2b5e
(image=busybox:latest, name=eager wu)

2019-08-28T16:23:09.339909205+08:00 container attach
53450588a20800d8231aaldc4439a734e16955387efb5£259c47737dba%2b5e
(image=busybox:latest, name=eager wu)

2019-08-28T16:23:09.397717518+08:00 network connect
e2e20£52662flee2b01545da3b02e5ec7££9c85adf688dce89a9%eb73661ldedaa
(container=53450588a20800d8231aaldc4439a734e16955387efb5f259¢c47737dba%2b5e,
name=pbridge, type=bridge)

2019-08-28T16:23:09.922224724+08:00 container start
53450588a20800d8231aaldc4439a734e16955387efb5£259c47737dba%2b5e
(image=busybox:latest, name=eager wu)

2019-08-28T16:23:09.924121158+08:00 container resize
53450588a20800d8231aaldc4439a734e16955387efb5£259¢c47737dba%e2b5e (height=48,

image=busybox:latest, name=eager wu, width=210)

4.5.4.2 info
FHi%: docker info

IiRE: IR docker RAHIMFAZ S, BFE RS H K Container {5 . Image (& .
Image FFMEIREN . AAEPATIRGD . WA . EVIRE RGIRAEFE L

I o
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ZNGE

$ sudo docker info

Containers: 4

Running: 3

Paused: O
Stopped: 1
Images: 45

Server Version:

Storage Driver:

18.09.0

devicemapper

Pool Name: docker-thinpool

Pool Blocksize:

524.3%kB

Base Device Size: 10.74GB

Backing Filesystem: ext4

Udev Sync Supported: true

Data Space Used:

11GB

Data Space Total: 51GB
Data Space Available: 39.99GB
Metadata Space Used: 5.083MB

Metadata Space Total: 532.7MB

Metadata Space Available: 527.6MB

Thin Pool Minimum Free Space: 5.1GB

Deferred Removal Enabled: true

Deferred Deletion Enabled: true

Deferred Deleted Device Count: 0

4.5.4.3 version

FH#:: docker version

IiRg: on docker [IfANE E., HFE Client fii4s. Server fiR4<. Go fiiA. OS/Arch %

(ELSS
by E

ZN IR

$ sudo docker version

Client:
Version:
EulerVersion:
API version:
Go version:
Git commit:
Built:
0S/Arch:
Experimental:

Server:
Engine:

Version:

EulerVersion:

API version:

Go version:

18.09.0

18.09.0.48

1.39

gol.1l1

cbf6283
Mon Apr 1 00:00:00 2019
linux/arm64

false

18.09.0

18.09.0.48

1.39 (minimum version 1.12)
gol.1l1

2020-02-08

225



openEuler
Has iR

4 Docker 2598

Git commit:
Built:
0S/Arch:

Experimental:

cbf6283
Mon Apr 1 00:00:00 2019
linux/arm64

false
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