Q iz=atial




W txE=hdial

A E/ATIE
{Nginx #Z/OF 1R 1003 )



AeEHIRIERE Q izl

main

http {
upstream { ... }
split_clients {...}

map {...}
geo {...}
server {
if () {...}
location {
limit except {...}
b
location {
location {
b
b
b
server {
b



Q =0

Syntax: log format name [escape=default|jsonjnone] string ...;
Default:  log format combined "...";

Context:  http

access_log path [format [buffer=size] [gzip[=level]] [flush=time] [1f=condition]];

Syntax: access_log off;

Default: access log logs/access.log combined;

Context:  http, server, location, if in location, limit except
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« AE[LAGH

© USSR .
o 3~ .
* rewrite
* 100t

* proxy pass
.« B

e server rewrite f{)EX

e access log
* gzip

o rewrite fYER

« content fTEZ

Q =
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————————————————————————————————————————————————————————————————————————

S —————————— -

erver | | FERETEN  DEEEQRER |
listen 8080; Bttt !
root /home/geek/nginx/html;
access log logs/geek.access.log main;
location /test {
root /home/geek/nginx/test;

access_log logs/access.test.log main;

h

location /dlib {
alias dlib/;

b

location / {

}
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Listen 85 ) BRI

listen address|:port] [default_server] [ssl] [http2 | spdy] [proxy_protocol] [setfib=number]| [fastopen=number| [backlog=number] [rcvbuf=size]
[sndbuf=size] [accept _filter=filter]| [deferred] [bind] [ipv6only=on|off] [reuseport] [so_keepalive=on|off][keepidle]:[keepintvl]:[keepcnt]];

listen port [default server] [ssl] [http2 | spdy] [proxy_protocol] [setfib=number] [fastopen=number] [backlog=number]| [rcvbuf=size] [sndbuf=size]

Syntax:
[accept_filter=filter] [deferred] [bind] [ipv6only=on|off] [reuseport] [so_keepalive=on|off|[keepidie]:[keepintvi]:[keepcnt]]; |
[bind] [so_keepalive=on|off|[keepidle]:[keepintvl]:[keepcnt]];
Default: listen *:80 | *:8000; 3:
Context: server

E listen unix:path [default _server] [ssl] [http2 | spdy] [proxy protocol] [backlog=number] [rcvbuf=size] [sndbuf=size] [accept_filter=filter] [deferred]

listen unix:/var/run/nginx.sock;
listen 127.0.0.1:8000;

listen 127.0.0.1;

listen 8000;

listen *:8000;

listen localhost:8000 bind;
listen [::]:8000 ipv6only=on;
listen [::1];




IS RFIHRIR Q tEtial

BMERRAIZ FHER HTTP{EER

SYN

I ,
fzeRcPuL

CK A9worker

epoll_wait

accept , DHOEERA

Fitt
ngx_http_init_connectioniZ & [E]iF/5
connection pool size: 7%, epoll_ctl , iRNINEBATERTES
512

client header timeout: 60s

=

m ngx_http_wait_request_handler 73ECIFE , read

EEIPX

client header buffer size:lk
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£

header

FWURI

IRSH L Theader

PEIERRFE

request_pdol size:4k

PERAE

2 v = S v
1ON 1 1
RS ETIRRAT large client hegder buffers:4 8k

friRheader

PERAE

large client hepder buffers:4 8k S
TbRiEER] ERT 2R

ISHETIEXIT

client headef timeout: 60s

FHa 1IN ERAIhttpiE K
Qb3

FRHURI
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Syntax: client header buffer_size size;

Default: client header buffer size 1k;

Context: http, server

Syntax: large client header buffers number size;
Default: large client header buffers 4 8k;

Context: http, server

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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IEMFRET () Q i

\ BXFTS | BUHITFAEARE X

() DHSHUE :

AN
JR4Gurl : /admin/website/article/35/change/uploads/party/5.jpg

2EHAfEHJurl : /static/uploads/party/5.jpg

PLECIREGurlFIIENIZRIAT,
/"VadminV/websiteVarticle\/(\d+)\/change\/uploadsV(\w-+)V(\w-+)\.(png|jpg|gif]jpeg|b

mp)$/

rewrite”/admin/website/solution/(\d+)/change/uploads/(.*)\.(png|jpg|gif]jpeg|bmp)$
. /static/uploads/$2/$3.$4 last;




@ #z=aial
server name 5% =

IBSRIULIRS MR |, BINEEES

Syntax server_name in_redirect on | off;

Default server name in redirect off;

Context http, server, location

2t - (ZISTERRIEERRE

580 : server name *.taohui.tech

IENERIA - A~Buds

540 : server name www.taohui.tech ~*www\d+\.taohui\.tech$;



Q EataE
server name 5% N

AIENRENEEE S : BIVES()

f5ian:

server { server {
server name ~ (www\.)?(.+)$; server name ~ (Www\.)?(?<domain>.+)$;
location / { root /sites/$2; } location / { root /sites/$domain; }

j j

Hith

taohui.techB] LAPTHEL taohui.tech *.taohui.tech
- [LERFE
" LELIRBEEHostSLED




Server PCEDIINEE

q
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Q iz=atial

01 #5ifILEe

02 *{ERIAYZIEN®

03 *fEfFRYZi=

04 #E3HFRRYIGEELECIENZRIAT =

05 default server

- F1ID

« listen ¥57E default
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INTERNET REQUESTS

Read Request Headers
SSL and SPDY decrypt encrypted traffic

(Apply keepalive management and
bandwidth shaping to all client traffic)

Generate response locally, or
proxy/gateway to an upstream service

Identify
Configuration Block
Request matching and rewriting

Session Persistence

Health Checks and Retries

Services
HTTP, HTTPS, FastCGI, uWSGI, SCGI, memcached

POST READ
SERVER REWRITE
FIND CONFIG

RGAVANEND
POST REWRITE

PREACCESS
ACCESS
POST ACCESS
PRECONTENT

CONTENT
LOG

W txE=hdial

realip

rewrite

rewrite

limt conn, limit req

auth basic, access, auth request

try files

index, autoindex, concat

access_log




"ngx_http static_ module",
: postread BjiEZ "ngx_http_autoindex module",
"ngx_http_index_module",
"ngx http random_index module",
: "ngx http mirror_module",
rewrite find_config rewrite "ngx_http try files module",
: "ngx http auth request module",
: "ngx http auth basic_module",
limit_req limit_conn preaccess PfIER "ngx_http_access_module",
: "ngx_ http limit conn_module",
"ngx http limit req _module",
: "ngx http realip module",
auth_basic auth_request access PTER "ngx_http referer module",
5 "ngx_ http rewrite_module",

"ngx_http concat module",
precontent ffifg ¢ -

o
----------------------------------------------------------------------------------------------------------

content fYER

11 /I\Bﬁﬁaﬂgmﬁgﬂ‘,ﬁ char *ngx_module_names]] =97|§ H_“E_ll

random_index auto_index

log FER




IS : NS SIESCRIFRFS 1P Mkt ? Q iEaia

TCP &MU ( src ip,ste port, dst ip,dst port )

AP : 192.168.0.x

HTTP L32[ X-Forwarded-For FBF&1& IP

EERARIP : 115.204.33.1

HTTP =LZB X-Real-IP FHFH{E1EHF 1P

X-Forwarded-For : 115.204.33.1 IPHBAE : 1.1.1.1

RohiZ T2 /s ECIE X-Real-IP : 115.204.33.1
. RKREE

7’
RS

66@9

""""""""""" N X-Forwarded-For : 115.204.33.1, 1.1.1.1 IPHAE © 22.2.2

X-Real-IP : 115.204.33.1

FBFHElE ¢ 115.204.33.1

remote_addriFE : 2.2.2.2

T L



SZEAR 1P [FUN{aI{ER ? Q trEeial

%0 binary remote_addr, remote addr :X{FRIZES , ‘
EHERRIEISTAY 1P | SHERGERSIRE) ( limic_conniSiiR )
AEEX ! ,

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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realip R « §

IJHE

.« BXEFimibit

AR SRIFH Nginx

« JE@Id--with-http realip modulefSFHILHEE

SN
BS
* set real ip from
* real ip header
-ﬁ-E .
XE

e real ip recursive

e realip remote addr
* realip_remote port



realip fRIRIVIS S Q il

Syntax: set_real ip from address | CIDR | unix:;
Default: —

Context:  http, server, location

Syntax: real ip header field | X-Real-IP | X-Forwarded-For | proxy protocol;
Default: real ip header X-Real-IP;

Context:  http, server, location

Syntax: real ip recursive on | off;
Default:  real ip recursive off;

Context:  http, server, location



"ngx_http static_ module",
: postread BjiEZ "ngx_http_autoindex module",
"ngx_http_index_module",
"ngx http random_index module",
: "ngx http mirror_module",
rewrite find_config rewrite "ngx_http try files module",
: "ngx http auth request module",
: "ngx http auth basic_module",
limit_req limit_conn preaccess PfIER "ngx_http_access_module",
: "ngx_ http limit conn_module",
"ngx http limit req _module",
: "ngx http realip module",
auth_basic auth_request access PTER "ngx_http referer module",
5 "ngx_ http rewrite_module",

"ngx_http concat module",
precontent ffifg ¢ -

o
----------------------------------------------------------------------------------------------------------

content fYER

11 /I\Bﬁﬁaﬂgmﬁgﬂ‘,ﬁ char *ngx_module_names]] =97|§ H_“E_ll

random_index auto_index

log FER
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Rewrite fRIR : return I§S

return code [text]; © 444 KIAERE
Syntax: ;z:z;z Zogz;URL; ® HTTP 1.0ARE
Default: . 301 : httpl.05K A EEM
Context:  server, location, if - 302 IERTERER , FRIEHER
1 ® UTTP LR

- 303 : IIGAYEEREM , FNET AL BILRERF
« 307 : IGAYEEREM , ARITFNE AL BILHER
« 308 : JKABEREM , ARFNTLIE



Q iz=atial

return 73551 >
7 ——
server { II:BEE
server name return.taohui.tech;
listen 8080; . \
e l server5locationiR FAY
returnfi§ SX&K ?
root html/; » /
error_page 404 /403.html; .
return 403; l returng error_page
location /{ ;:E@Hg*g ?

return 404 "find nothing!";



° b = g - .
rewrite fRIR : return 1§55 error page QO mEatE

Bl -

1. error page 404 /404.html;

2. error_page 500 502 503 504 /50x.html;
. error_page 404 =200 /empty.gif;

Syntax:  error_page code ... [=[response]] uri;
Default: —

Context: http, server, location, if in location

3
4. error_page 404 = /404 .php;
5

. location / {
error_page 404 = (@fallback;

: ; }

proxy_pass http://backend;

b
. error_page 403 http://example.com/forbidden.html;

. error_page 404 =301 http://example.com/notfound.html;




Vg : @ #zE=adial
rewrite fRIR : rewrite 85 -

Syntax: rewrite regex replacement [flag];
Default: —
Context: server, location, if

FregexiBEAIurIEFHipkreplacementiX M FfAurl

- A LAEAIENZRIATU N R E 12

« HreplacementlAhttp:/sEhttps:/BfESschemaFFsk , NBEEHRD]302EEM
- BiRERuriRiENagiSERI B VHITA IR
--last : FAreplacementiX NURIFH{THFTHYlocation ILFEL

--break : breakig SIELLIRIIATESAIIT , FTIRIZATbreakig <L
--redirect : IR[BI302EEM]

--permanent : IR[B]301EEEA] J




rewrite $§S=Hl (—) Q =i

EREH -
fieEiES - html/first/
root html/; L 1 .txt
location /first { html/second/
rewrite /first(.*) /second$1 last; L2 txt
return 200  ‘first!"; html/third/
} L 3.txt
location /second {
rewrite /second(.*) /third$1 break;
return 200 'second!’; 1. returnig$SrewritefsSHIINFERZE ?
} 2. ipla)/first/3.txt , /second/3.txt,
location /third { /third/3.txt FIRERIZTA ?
return 200 'third!’; 3. MRAETagRBEARE?




: — — Q #=ahal
rewrite I5S3H (=) N -

V' 4
~ ~

location /redirect] { >

rewrite /redirect1(.*) $1 permanent;

N
} A A Y
13l8)/redirect]/index.html ,
location /redirect2 { IEEE IR E’g%ﬁ-ﬁ ?
rewrite /redirect2(.*) $1 redirect;
} L LARZ2. 3. 49D BINEHA?
J

location /redirect3 {
rewrite /redirect3(.*) http://rewrite.taohui.tech$1;

location /redirect4 {
rewrite /redirect4(.*) http://rewrite.taohui.tech$1 permanent;



rewrite 1T 1A error HE O BEmE

Syntax: rewrite log on | off;
Default: rewrite log off;

Context: http, server, location, if



rewrite {RIRAY if 155 Q iEhia

Syntax: if (condition) { ... }
Default: —

Context: server, location

Z&4 condition AE , NHUTKIEER
1< ; BIREIE<S LR FERN




if IR SRIFMAREIN

2

01,
02,
©

0060

NEESATNAHERSH0 , HiEE

BEES5FFRMITE ,

(ER=-k& =

BEESIENFRIXITES

- KINEER: , ~BE !~

o RINSAEIRE , By

REXHESEFE , (&

RERREEEE , &

REXH., BFR. KiHEEEEE , (58
REEEATRITE

H-f & -

H-dBkE!-d

E1 'Xﬁ%!'x

A

eTl R !-e

Q =l
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Bl
if ($http user agent ~ MSIE) {
rewrite (. *)$ /msie/$1 break;

h
if ($http cookie ~* "id=([";]+)(?:|$)") {
set $id $1;
h
if ;E@Hg%{q:ﬁitit if ($request_method = POST) {

return 405;
h
if ($slow) {

limit_rate 10k;
h
if ($invalid_referer) {

return 403;

;




"ngx_http static_ module",
: postread BjiEZ "ngx_http_autoindex module",
"ngx_http_index_module",
"ngx http random_index module",
: "ngx http mirror_module",
rewrite find_config rewrite "ngx_http try files module",
: "ngx http auth request module",
: "ngx http auth basic_module",
limit_req limit_conn preaccess PfIER "ngx_http_access_module",
: "ngx_ http limit conn_module",
"ngx http limit req _module",
: "ngx http realip module",
auth_basic auth_request access PTER "ngx_http referer module",
5 "ngx_ http rewrite_module",

"ngx_http concat module",
precontent ffifg ¢ -

o
----------------------------------------------------------------------------------------------------------

content fYER

11 /I\Bﬁﬁaﬂgmﬁgﬂ‘,ﬁ char *ngx_module_names]] =97|§ H_“E_ll

random_index auto_index

log FER




location 85

Syntax:

Deftault:

Context:

Syntax:

Deftault:

Context:

= === == = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = P

location [ = | ~ | ~* | "~ Juri { ...

location @name { ... }

server, location

merge_slashes on | off;
merge slashes on;

http, server

Q =0



location EEEZHIAY : {XITEE URI , BRESE O wEtE
u%*ﬁ%

N
;U
SHESN/PES A : DUL E RN
* merge slashes on HITIENZRIXTCITES
IENZRIET

© ~ 1 KNEEURAIIENPLES

| 2 JanRlocati
HFRERBEEERY AR B location ~* PR ARNS IR TR

* @




HEA s Qs

return 200 'first regular expressions match!’;

b

location ~* /Testl/(\w+)$ {

ff return 200 'longest regular expressions match!’;
‘ .G =3 h ’
T URL SiEEH 4R E < R
h location *~ /Testl/ {
/Testl return 200 'stop regular expressions match!';
b
/Testl/
: location /Testl/Test2 {
h ' . 1.
ITest1/Test2 ff } return 200 'longest prefix string match!';
/Testl/Test2/ location /Test1 {
f} return 200 "prefix string match!';
/testl/Test2 j

location = /Test1 {
return 200 'exact match!';



location PCERIRE O HE il

1B LB £ 2RISR =~ EBlocation

ULFC E==FFeR ULFC A~ ER

{(EEFAPLEL_ERY=F5ffAPCELlocation {ERPILES R ~=FFRF B location

12 R ECRIRI SR = BB location

‘L
Znginx.conf PRI R PCES LENZRIAT  location

RUCEE :
¥ {FAITE_ERERZA

{E AR K ILECHYRIZR =T ERlocation




"ngx_http static_ module",
: postread BjiEZ "ngx_http_autoindex module",
"ngx_http_index_module",
"ngx http random_index module",
: "ngx http mirror_module",
rewrite find_config rewrite "ngx_http try files module",
: "ngx http auth request module",
: "ngx http auth basic_module",
limit_req limit_conn preaccess PfIER "ngx_http_access_module",
: "ngx_ http limit conn_module",
"ngx http limit req _module",
: "ngx http realip module",
auth_basic auth_request access PTER "ngx_http referer module",
5 "ngx_ http rewrite_module",

"ngx_http concat module",
precontent ffifg ¢ -

o
----------------------------------------------------------------------------------------------------------

content fYER

11 /I\Bﬁﬁaﬂgmﬁgﬂ‘,ﬁ char *ngx_module_names]] =97|§ H_“E_ll

random_index auto_index

log FER




5 : MRS S P REE

ngx_http limit conn_module fRIR

> HEWMER : NGX HTTP PREACCESS PHASE BfiER

> &R : http_limit_conn_module

> BAGmiEHnginx , 1d--without-http limit conn_moduleZ2F8
> EWGeHE -
« ZEfworkeriHiE (ETHENEF)
« A\ preaccessfTERBIALERL
o [REINBEIEEBIRTkeyANIRIT : KEfipostreadfftERAYrealipfEtRENZEI & SLip

e




. Q #=awal
limit conn I§S -

EXHEAF (BFEXD) | LABkeyXEF

Syntax: limit_conn_zone key zone=name:size;

Default: —

Context: http
i y
R 4 BRI

Syntax: limit_conn zone number;

Default: —

Context: http, server, location




Q iz=atial

limit conn I§S

PR ERIRYEERHY

Syntax: limit_conn_log level info | notice | warn | error;
Default:  limit _conn log level error;

Context:  http, server, location

PR#IA R = FimEREAY$EIE

Syntax: limit_conn_status code;
Default:  limit conn_status 503;

Context:  http, server, location




% : AFIBRAIE A BRI ET EER 7

ngx http limit req module &R

> HBRER : NGX_HTTP_PREACCESS PHASE BfiER

- > {81R : http limit_req_module

> BiAGRiIFEHnginx , 1@1d--without-http limit req moduleZEFHI)EE
> HEWEIE : leaky bucket i
E>Eﬂﬁ£:
| o EEBworkeriHiE (ETHEZRF)

* 1 N\preaccesspfI ERBIANERYL

- PREIAVERIERNR T keyRUIRIT © HflipostreadBtEAYrealipBRIRENEIESLip




Q =l

14— 12 Mbps

M Bursty Flow i
2

Leaky Bucke 3 Mbps

|

0123435678910

Fixed Flow Fixed Data




. Q e
limit req I§5 N .

XHERF (81FXKD) | LUK key XE=FFIPREBESE

Syntax:

Default: —
Context: http

o rateBA\ A9r/sEEr/m

PRI A2 %2

limit_req zone key zone=name:size rate=rate ;

Syntax: limit_req zone=name [burst=number] [nodelay];
Default: —
Context: http, server, location

o burstERIA0
* nodelay , XJburstPAIERAERAERTCIERGE | MR XA



Q iz=atial

limit req I§5

PR ERIRYEERHY

Syntax: limit req_log level info | notice | warn | error;
Default:  limit req log level error;

Context:  http, server, location

PR#IA R = FimEREAY$EIE

Syntax: limit_red status code;
Default:  limit red status 503;

Context:  http, server, location




[E)85 - Q tEaial

9,

7

o

l limit_req 5 limit_conn BeERIATERAT , BB ?

l nodelay IS , BHARR ?




"ngx_http static_ module",
: postread BjiEZ "ngx_http_autoindex module",
"ngx_http_index_module",
"ngx http random_index module",
: "ngx http mirror_module",
rewrite find_config rewrite "ngx_http try files module",
: "ngx http auth request module",
: "ngx http auth basic_module",
limit_req limit_conn preaccess PfIER "ngx_http_access_module",
: "ngx_ http limit conn_module",
"ngx http limit req _module",
: "ngx http realip module",
auth_basic auth_request access PTER "ngx_http referer module",
5 "ngx_ http rewrite_module",

"ngx_http concat module",
precontent ffifg ¢ -

o
----------------------------------------------------------------------------------------------------------

content fYER

11 /I\Bﬁﬁaﬂgmﬁgﬂ‘,ﬁ char *ngx_module_names]] =97|§ H_“E_ll

random_index auto_index

log FER




W{RIBREIRLE 1P Htbiit AR ? Q i

= = = = = = = = = = — = = = = = = = = = = = = = = = = = = == === == === ================5===5="==="====

Syntax: allow address | CIDR | unix: | all; il :

Default: - location / {

Context: http, server, location, limit except deny 192.168.1.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;

Syntax: deny address | CIDR | unix: | all;
allow 2001:0db8::/32;

Default: -

deny all;

Context: http, server, location, limit except

N e == === ==============="=="="="="="="="="=- = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = =



RFC2617 : HTTP Basic Authentication O BEwm

GET /HTTP/1.1 v

Nginx

Server: openresty/1.13.6.2\r\n
Date: Sat, 10 Nov 2018 ©01:32:41 GMT\r\n
Content-Type: text/html\r\n

> Content-Length: 6@3\r\n
Connection: keep-alive\r\n
WWk-Authenticate: Basic realm="test auth_basic"\r\n
\r\n
[HTTP response 1/3]

[Time since request: ©.008148000 seconds]

Host: access.taohui.tech\r\n
Connection: keep-alive\r\n
Pragma: no-cache\r\n
Cache-Control: no-cache\r\n
v Authorization: Basic dXNlcjpwYXNzd29yZA==\r\n
Credentials: user:password
Upgrade-Insecure-Requests: 1\r\n




auth_basic {RIRAVIES Q #Ehial

EF HTTP Basic Authutication /MYH TP B ZBHAUE
ENAGmIFES Nginx:
--without-http auth basic module disable ngx http auth basic module

Syntax: auth_basic string | off;

Default: auth basic off;

Context: http, server, location, limit except
Syntax: auth_basic user file file;
Default: —

Context: http, server, location, limit except




‘ STt

# comment
namel :password1
name?2:password2:comment

name3:password3

R IH :
htpasswd

{KfiZ5EE : httpd-tools

htpasswd —c file —b user pass

Q iz=atial



Q iz=atial

F—AIA P PRIGER S

L e 5
A EEIRSREEER = FERS 1
RERNENDE2xx , MREEHT , & .
BRI RENIE401852403 . NS Syntax: auth_request uri | off;
AR [BI25 % Fim Default:  auth request off;

Context:  http, server, location

WEWEKG , EFaEK , BidfE Syntax: auth_request_set $variable value;
RERAIEBNREES DRSS Default

Context:  http, server, location

ENARZRIEIH Nginx

--with-http auth request module




BRBUPRA access FIERBRIRAY satisty 1§ O S

AT TaccesstRiR

Syntax: satisfy all | any;
Default: satisfy all;
Context:  http, server, location TEHRAT

15 KR

| ffrsatisfyFF Fllifrsatisfy K

accessfTERBIIRIR -

e accessf&EER
e auth basicfRIiR

 auth requestfRiR

- HithixEik accesspTERFAT AT F—"accesstRiR aLEIEk




\ )

B Q =i

<
N

MR Breturni§ S , accessfERSSENG ?

Z M accessiSHREITFEES SIS ? \9 RXSERS , TEALLBRIZISHE ?

location /{

BZEngx_modules.c

satisfy any;

* &ngx_http_auth_request_module, auth basic "test auth basic";

« &ngx http auth basic_module, auth basic user file examples/auth.pass;
deny all;

e &ngx http access module,

¥
\Q SEiBdeny alliEBauth_basicZHIIE ? \Q B Hallow all , EHLAEAZTIG ?



"ngx_http static_ module",
: postread BjiEZ "ngx_http_autoindex module",
"ngx_http_index_module",
"ngx http random_index module",
: "ngx http mirror_module",
rewrite find_config rewrite "ngx_http try files module",
: "ngx http auth request module",
: "ngx http auth basic_module",
limit_req limit_conn preaccess PfIER "ngx_http_access_module",
: "ngx_ http limit conn_module",
"ngx http limit req _module",
: "ngx http realip module",
auth_basic auth_request access PTER "ngx_http referer module",
5 "ngx_ http rewrite_module",

"ngx_http concat module",
precontent ffifg ¢ -

o
----------------------------------------------------------------------------------------------------------

content fYER

11 /I\Bﬁﬁaﬂgmﬁgﬂ‘,ﬁ char *ngx_module_names]] =97|§ H_“E_ll

random_index auto_index

log FER




) HEE= Al
precontent BRERRY try_files 5 Q #tiia

try_files file ... uri;

Syntax: try_files file ... =code; v
Defaylt N ngx http try files modulef&iR
Context: server, location -

HORIDENRIRIZ Murl IRAYS A ( HrootEiE aliastELTERE ) |
S FERNERRRBINARE | RAEXAEAFE | Wik
E/a—1" URL 55 EE codeiR Al




: precontent fYEZAY mirror fRIR

ngx_http_mirror modulefSiR ,

A GmIEIH Nginx ,
1E81d --without-http_mirror modulefZfRIEIR

Q iz=atial

SIRERAT |, R FIBRIDIAEMIRSS | X FIEKANRENEA SR

Syntax: mirror uri | off;

Default: mirror off;

Context: http, server, location

Syntax: mirror_request _body on | off;
Default: mirror_request_body on;

Context: http, server, location




: Q tzE=ntal
content BYEZ : root ¥ alias 185 - ;

Syntax: alias path; Syntax: root path;
Default: — Default: root html;
Context: location Context: http, server, location, if in location

A 4

Burl BREY 9344 root= 18 R url BREY 1A

B2, LUREIE MAF R
SERSE alias =¥ location/5HY
URLBRESE SRS




Gk
NIFIgEE
html/first/
L 1 .txt

iGELA FURLESEIT AR

/root

/alias

/root/1.txt

/alias/1.txt

Q =i

location /root {
root html;

h

location /alias {
alias html;

h

location ~ /root/(\w=+\.txt) {
root html/first/$1;

h

location ~ /alias/(\w+\.txt) {
alias html/first/$1;

h




RIS MEX TR Q e
4 )RR

1518)/RealPath/1.txtHT
X=NTENERAZD?

location /RealPath/ { realpath root

alias html/realpath/;
\ document_root }&document_root
PRV ER SR
LI I  FHURIFOroot/alias  ARESEESTE

FRINEE pIHY S
?f;?iﬁ BN RIERE BER
220



s 1R BIAJAY content-type

Syntax:
Default:

Syntax:
Default:

Syntax:
Default:

Syntax:

Context:

Context:

Context:

Default;

Context:

types { ... }
types { text/html html; image/gif gif; image/jpeg jpg; }

http, server, location

default type mime-type;
default type text/plain;

http, server, location

types_hash_bucket size size;
types hash bucket size 64;

http, server, location

types _hash max size size;
types hash max size 1024;

http, server, location

Q =i



REEI A RER Q pHa

Syntax:  log not found on | off;
Default: log not found on;

Context: http, server, location

[error] 10156#0: *10723 open() ""/html/first/2.txt/root/2.txt" failed (2: No such file or directory)




|a) =R -

staticRIRSEIN T root/aliasIRERT , AINGIOEHIRZEBRR |

&
~ ~

~

BB E&E URL BEi85% ?

{8 URL K|

=R/ B, IR

A

= =

301E

=2 E

B

Q izl



T i T O e

Syntax:  server_name_in_redirect on | off;
Default: server name in_redirect off;

Context: http, server, location

Syntax: port_in_redirect on | off;
Default: port in redirect on;

Context: http, server, location

Syntax: absolute_redirect on | off;
Default: absolute redirect on;

Context: http, server, location




RHiBIE)/AIHOLLER © content BREREY index f8tR ¢ PETE

@ {EEABIAEHROindex AR

ngx http index module

Syntax: index file ...;

Default: index index.html;

Context:  http, server, location




BE#l index.html 34 : content fYEZRY autoindex *g =0VE]

fEtNixEEindexiE SIEER—FRFindexX
HRg—1 |, (ERERERNREIN RS

ngx_http_index_module Syntax: random_index on | off;

BRIAAGRIEZHNginx : Default: random index off;

--with-http_random_index module Context: location




AL N : = Q i
SREFRNES : content BRERAY autoindex IR T

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = = = = ~

HURLLVERERT , =LA
html/xml/json/jsonpZFFZTLIR

[Blroot/aliasHE[EI HRAIB R

-

ngx_http index module
%ﬁiﬂzﬁiﬁi&Nginx :
--without-http_autoindex moduleEXjH

e e e = = = = = = = = = = = = = = = = = = = = T e e e e m e Em e R Em e Em e Em R Em e m R Em R m G Em R Em R Gm e m R m e em e



autoindex 1RIREPIES

Syntax:
Default:

Syntax:
Default:

Syntax:
Default:

Syntax:
Default:

Context:

Context:

Context:

Context:

autoindex on | off;
autoindex off;

http, server, location

autoindex exact_size on | off;

autoindex exact_size on;

http, server, location

autoindex format html | xml | json | jsonp;
autoindex format html;

http, server, location

autoindex_localtime on | off;

autoindex localtime off;

http, server, location

Q =i



IRFHUESE : content BYERAY concat &R Q IS

HRHEBZ2RAZNMNUGR |, BEINREEHEI—IR
mme¢ R[E] , fEF4Re

7
ngx_ http concat module

PR A& & Tengine(https://github.com/alibaba/nginx-http-concat) :
--add-module=../nginx-http-concat/

Fd FuriiEIiE?? , EEIEZMESORXG. NREESH , WERREL 7RIS
52 https://g.alicdn.com/??kissy/k/6.2.4/seed-min.js,kg/global-util/1.0.7/index-
min.js,tb/tracker/4.3.5/index.js,kg/tb-nav/2.5.3/index-min.js,secdev/sufei data/3.3.5/index.js




oo n g |
concat {RIRIES O BEHIE

concat : on | off concat_delimiter : string
default : concat off Default : NONE
Context : http, server, location Context : http, server, locatione

concat_types : MIME types
Default : concat types: text/css application/x-javascript
Context : http, server, location

concat_unique : on | off concat_ignore file error : on | off
Default : concat unique on Default : off
Context : http, server, location Context : http, server, location

concat_max_files : numberp
Default : concat max files 10
Context : http, server, location




"ngx_http static_ module",
: postread BjiEZ "ngx_http_autoindex module",
"ngx_http_index_module",
"ngx http random_index module",
: "ngx http mirror_module",
rewrite find_config rewrite "ngx_http try files module",
: "ngx http auth request module",
: "ngx http auth basic_module",
limit_req limit_conn preaccess PfIER "ngx_http_access_module",
: "ngx_ http limit conn_module",
"ngx http limit req _module",
: "ngx http realip module",
auth_basic auth_request access PTER "ngx_http referer module",
5 "ngx_ http rewrite_module",

"ngx_http concat module",
precontent ffifg ¢ -

o
----------------------------------------------------------------------------------------------------------

content fYER

11 /I\Bﬁﬁaﬂgmﬁgﬂ‘,ﬁ char *ngx_module_names]] =97|§ H_“E_ll

random_index auto_index

log FER




log FYER : iCFHBERIBREER] log 18R Q e

15 HTTP 153KkfHX ngx_http_log_module , |
SRICREIBFE | ToiRZ2EH

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,



Q i
access HERETH -

Syntax: log format name [escape=default|json|none] string ...;
Default: log format combined "...";

Context:  http

ZXIARY combined BEET

log format combined '$remote addr - $remote user [$time local] '

""$request" $status $body bytes sent ' "'$http referer"

"$http user agent'"';




) F= ]

B & HESH RS

access_log path [format [bufter=size] [gzip[=level]] [flush=time] [if=condition]];
access_log off;

Default:  access log logs/access.log combined;

Context:  http, server, location, if in location, limit except

> path E& ‘fz_."')s@/\mg z;;:];:l: cache Hjﬁlai—mﬁugl} :];:Fs *I}B EIU\I{q:
> if BITEEEFHIERATERICH
> Euﬁr

- IPEE : HEBREFFHHEBENEE

- BAHERIFHE
- BB ANEENHER/NEHEFAN

X% flush $EEAYITHARYE]
* worker IHFEHAT reopen a5 , BE IEEXA]
’U"_ ﬁ
- IJEE : HEEEARTETHAE  BEAEE
o buffer X/NEXIATT 64KB
o EHERBIEOAN 1 (1 RREERER | 9 XIEEYE




RS E S TR Q iEaia

open_log file cache max=N [inactive=time] [min_uses=N]| [valid=time];
open_log file cache off;

Syntax:

Default: open log file cache off;

Context:  http, server, location

RAFARHIR AW , R LRU S/ 45EA

LR | S hiR) e[S EX A AN AR, BOA 10 7

£ inactive BY{BIA(ERDREGEIT min_uses Z2PREEFENEFH. FAA 1

B valid A , BXEENASIHAE RS, Bk 607

RAEFIIRE




Q =l

TR B o

limit req zone=req one

EWHTTPLER
burst=120;
preaccessfTE limit_reqt&EiR limit_connf&ER ~ limit conn ¢ zone 1;
accessfTER accessfRIR auth basicf&IR
satisfy any;
contentf/ T ER concatf&tR staticfs LR allow 192.168.1.0/32:

auth basic user file

header]J SRR image filter
- access.pass;

body SRR image_filter gzip on;
| image filter resize 80 80;

N e 2 = == = = = = = = = = = = = = = = = = === ===== === = = = =



iR [ElIRR-I0 TR

HTTP TJiEtRIR

copy_filter: EHISEHFRE

HTTP TJiEtRIR

postpone_filter: 2PIBFERK

HTTP JiEtRIR

header _filter: {i& MRSk ER
write_filter: A&Z1EMNMN

W txE=hdial

&ngx_http write filter_module,
&ngx_http _header_ filter_module,
&ngx_http _chunked filter _module,
&ngx_http _v2 filter_module,

&ngx_http _range header_ filter_module,

W&ngx _http gzip filter_module,

&ngx http postpone filter module,
&ngx_http _ssi_filter_module,
&ngx_http _charset _filter_module,
&ngx_http _sub_filter_module,
&ngx_http_addition filter_module,
&ngx_http userid_filter_module,
&ngx_http headers filter module,
&ngx_http_echo_module,
&ngx_http xss_ filter_module,
&ngx_http _srcache filter_module,
&ngx_http_lua_module,

&ngx_http _headers _more_ filter_module,
&ngx_http _rds_json_filter_module,
&ngx_http _rds csv_filter_module,

&ngx http copy filter module,
&ngx_http _range body filter module,
&ngx_http not modified filter_module,




HIRIMRARIFRIE © sub 21X Q i

e e e e m m m e e e e m e m e m — e — o — = = = = — = = P e T e e e e T

ngx_http_sub_filter module &R ,
ERNARImIFEIH Nginx |,
1813 --with-http sub module/S

IR PSERYFFTER |
EHRRGFTHIF T ER

S e e e e e e e e e e e e e e e e e e e = = = = = = = = = T e e e e e Em R Em e e Em R Em e e Em R Em e G e Em R Em e em e Em R Em e e



sub IRIRAVIES

Syntax:
Default:

Syntax:
Default:

Syntax:
Default:

Syntax:
Default:

Context:

Context:

Context:

Context:

sub_filter string replacement;

http, server, location

sub_filter last modified on | off;
sub filter last modified off;

http, server, location

sub_filter once on | off;
sub filter once on;

http, server, location

sub_filter types mime-type ...;
sub filter types text/html;

http, server, location

Q =i



EIRRAYEISRINAE : addition HE1R O et

e e e e m m m e e e e m e m e m — e — o — = = = = — = = P e T e e e e T

N BIEE A SIS0
& MEBINNENE 2B
I Frurl oy 526K,

ngx_http_addition_filter modulef&ith |
ENARImIEHANginx |, :
J&IZ--with-http_addition_modulef5 !

S e e e e e e e e e e e e e e e e e e e = = = = = = = = = T e e e e e Em R Em e e Em R Em e e Em R Em e G e Em R Em e em e Em R Em e e



addition *;t;&ﬂj} Q iE=atia

Syntax: add before body uri;
Deftault: -

Context: http, server, location

Syntax: add_after body uri;
Deftault: -

Context: http, server, location

Syntax: addition_types mime-type ...;
Default: addition types text/html;
Context: http, server, location




L ERIIBTHEKE Q #zzsaial

Nginx [55f

IR T ERVIRIR
Preconfiguration5E M # I & ﬁﬁ%fgéi tvan

f#fnginx.confAYE X =
Y=

LEE



BB

T=(EaILAR

Z3EfL , 2B
AERRRIAR—
:REAIL: ]

Q =0



HTTP {ESR T8 O i

01 HTTPiEKEXHNEZES

02 TCP EEHXHNES

03 Nginx M IEiEkIEER~EREZS

04 XKi%£ HTTP IMMNAIEXHNTE

Y
>

05 Nginx EfT=




. — @ e
HTTPIEKRIEXCHEE (—)

arg_ SR URL FENERSHHE

query string  [SERETEPNES

args 220 URL &4

is_args GNERIEXK URL PESHNUIRE?EN&REIES

content_length HTTP i53KFFRREMMSERY Content-Length SLEBRYE

content_type FRRIEREASERIAY Content-Type SLERHHE




. L Q =
HTTP 153X E= (=)

uri i5KAY URI ( AEIFURL , REIFIEHEEL)

document_uri Surise£8[E

request_uri 153KEY URL ( €§F URI AR TERIZSEN )

scheme MY 4a , {5190 HTTP 8¢& HTTPS

request_method [P oI IReIS boie =B NOCH)

request_length  EEUIESIRNEA: Y 1NN 1) RT3 R N S R E1 7

remote_user EH HTTP Basic Authentication tMY{ENBIFEFA




HTTP I5RtEBXHNESE (=)

request body file

> IaRIERGERE @RI
- NRBAIER/NIFASEXH

» client_body_in_file_only 32HIFTEBMEANY , HAIR

=
EET

il ZS

request body

iERhpaE , I{MEELARYERRARE , BiEERNFSEERAEY

request

- [REERIuriER , BB ESHUES , BIMIGET /2a=1&b=22 HTTP/1.1

Q iz=atial



HTTP iERIBXATE (M) WA

FeMIERITHIREY

WNREZA Host k5B , NMAHEEEIREIS
host_| R

WNRBIFREERANAZ , NUEFILEC_ERY

server _name



) F= ]

HTTPig3ktEXHNEE (1)

B

: * http host

* http user agent

* http via
IR[B|— M RFEK *d * http x forwarded for
SLERE(E  http cookie




. = \/’ txeshadial
TCP iERIEXRIZES

binary _remote addr ZRiRthItAIERBIET, , WFIPVIR4FS , IWF IPVveR 1621

connection 1BIYEE RS

connection_requests SERCTI R MY IUT I O G GRS 2=

remote addr

remote port

H}

proxy_protocol_addr H {8 7 proxy_protocol YN [El#HYARIItHELE , FNR(o]



. — ¥ive=d izl
TCP EERXNTE e

H}

proxy_protocol_port SR T proxy_protocol Y MR B ARIIRO , FNiR[D

server_addr BRsZ St

[=1-F1 "]

server_port BRS5 22imim

tepZESEL , ®iEStcpinfo_rtt, Stepinfo_rttvar,
$tcpinfo_snd_cwnd, $tcpinfo_rcv_space

TCP_INFO

server_protocol IRSEZeimtiY , HldNHTTP/1.1




Nginx {MBHRIIERZERNTE Q tEa

request_time

ERUNETHIERS | SR | EHEIER

server_name

Pohc_E15SKAYserver name{g

https

ISEFFETTLS/SSL , MiEEon , BUEE

HE

E ’

request _completion

A1 IESENIREIOK , BNREIZ

V.

I
I

request_id

- RleiddliaHanERkimRid , iZidEEB 161N FT |, 24K




Nginx {MBHRIIERZERNTE Q tEa

request_filename
AR RS
document_root

 EURIroot/aliasHMIAERRAST 14 KB 2

realpath_root

F&document_rootHPRYERSERZ R ESLERIS

|

limit_rate

IR[E1Z=FinldNETHIEE LR , A B FTHEH. AJLUE set 152X
15K EEUER




AZ1% HTTP Mz AYHERAYZE

body bytes sent

* IRNFbodyBRAIKE
bytes sent

- E2EBhttplg MANKE
status

» httpl N HHYIR[EIRS
sent_trailer =

- IBINEREN

H{EIR

i

Q iz=atial

sent_http_SkERRF : MIRNARFEAN R SLERRIE
> 4v§5kﬂl|‘ ]

sent_http content type
sent_http content length
sent http location

sent http last modified
sent http connection

sent http keep alive
sent_http transfer encoding
sent_http cache control
sent http link

A



Nginx gﬁ&“ B Q) 1xE=hial

time_local PAZS SR [EAn s B RV 2 BR8] |, 51%014/Nov/2018:15:55:37 +0800

time_iso8601 {s5FH 1SO 8601 twEtamHAI=BURTE] , {51%02018-11-14T15:55:37+08:00

nginx_version Nginx fRAS

FirfE worker HFZRUHAFE id

EA T EENRE p , FURE .

hostname FrERRSS258YENE , 5 hostname apSHIH—

hostname 1970661 3 1 EIBIAERORTIE) , BOATORD | N ERRISRD




RERBWRIPHENEFESR « referer {RIR

ST~

> FEMub@Edurls5|FT{RRIRE , S/
FENILSEE Fadsurlad , httpidskay
S Ep B S refererskaB , EizMuh
HEENuriE L |, SFRSERX
B EHX N RHE AR

S

> @Eidrefererf&il , FHinvalid_referer

L ERIEECE M referer=LEE2ES
A

> BBAFIERRIMuGHIR)EA Jub AT
RR

referer f=1R

> EAGmiRHNginx , @id--without-

http_referer_moduleZt

Q iz=atial



referer fRIRANIES Q HEaiE

: Syntax: valid_referers none | blocked | server names | string ...;
Default: —
Context: server, location f
| Syntax: referer _hash bucket size size; |
:‘ Default: referer hash bucket size 64;
Context: server, location |
: Syntax: referer _hash max size size; |
: Default: referer hash max size 2048; |
| Context: server, location



: Q xE=a
valid referers I§< N -

IRHEESNEH, FRED roferer KAER

mvalld _referer T=

SO . APBIER R E N
. ) refererSkEPRYIBKIAIA] i
block ) . ARV EREN]

O Freferer kR R S A BB B I T Ia) e
server_names

Hreferer b FIE B Sserver_name A E A FE AN ILEL

MSEFZIERII
FRIHE R URLAIFTE | XS IERSReksE

REPEHE BT
« FrefererSLENETERF RS , WFCHFAIR
IENERIX

HreferersLERAMELELIENIFRIATNE |, FSiFhIa)




. Q 1=
|n) R -

VA FiEKILE 2ARIEE ?

server _name referer.taohui.tech;

7

curl -H 'referer: http://www.taohui.org.cn/ttt' referer.taohui.tech/

location /{

curl -H 'referer: http://www.taohui.pub/ttt' referer.taohui.tech/

valid_referers none blocked server names

* taohui.pub www.taohui.org.cn/nginx/ - curl -H 'referer: ' referer.taohui.tech/

~\.google\.;

curl referer.taohui.tech/

curl -H 'referer: http://www.taohui.tech' referer.tachui.tech/

if ($invalid_referer) {

return 403; - curl -H 'referer: http://referer.taohui.tech' referer.taohui.tech/

curl -H 'referer: http://image.baidu.com/search/detail' referer.taohui.tech/

curl -H 'referer: http://image.google.com/search/detail' referer.taohui.tech/

M = == = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = =


http://www.taohui.org.cn/ttt'%20referer.taohui.tech/
http://www.taohui.pub/ttt'%20referer.taohui.tech/
http://image.baidu.com/search/detail'%20referer.taohui.tech/

Q iz=atial

PhisERY—FhARIRTTSE : secure_link FRIR

B IHEURLAIGA{ERI S T BhEEHE

> HAEIRSEE (B UAEngink ) EINZERNZ
£zl |, IRBIZEEFig

> EFinfERAE2urlibEnginx , AnginxAY
secure_linkZr =W @RI UEEIT

e secure link

e secure link expires

[RIE

> IRHEBEEEAER

> ERFigREEERHITE RS EIZIIURL

> (NARLURLAYARSSSS. GUFURLEDZEHInginxiX
—F TR TS EILRIRIAERTE

ngx_ http secure link module , s RIA g L R T -

BROARIRIFHnginx + EAIE , GIIHTTPARISEAEAIURL , PLEIREHE S EI—
o | . ZLURLALUB IS AR
EEEE I --with-http secure link module;Zs/I . ﬁjﬁj?%%{%ﬁﬂt@ﬂ%}t‘gi%iﬁﬂ,ﬁﬁﬁﬁﬂﬁ{w%FﬁﬁﬁéURL
«  BIER | (FZEURLKATEHA,

iR, (RS =HRmiAE |, EINNEE BN L FIRFFFERRYER



= - a g N
secure_link {RHUES Q tE i

Syntax: secure_link expression;
Default: —

Context:  http, server, location

Syntax: secure_link mdS expression;
Default: —

Context:  http, server, location

Syntax: secure link secret word,;
Default: —

Context: location




TR {ER T A E E ) O et

S EAZEFEE Nz St

secure_link URL 13 HA

e &A1

(Y =

i EiEId

secure_link expires

BITElEERO(E




TR (E RS R AL A E R O et

W SITERT SR
> [RigK :

. /testl.txt?mdS=md5$ﬁﬂ§&expires=ﬁjl‘@gﬁ (402147483647 )

> &Epkmds

 echo -n ‘BY[EJBAURLZ FimIP 253" | openssl md5 -binary | openssl base64 | tr +/ - | tr -d =

» secure_link $arg md5,$arg_expires;

> secure_link_mdS "S$secure_link_expiresSuri$Sremote_addr secret"’;



Q iz=atial

18153k URL 3 A=15B% :
/prefix/hash/link

@ Hash 4B

X “linkZ4R" HmdSIEFHKIE

FH secure link secret secret;

BcE®$A




o — . . Q e

{3 URI #{FI8FEAOE R L }
SOITERT LS

> [FigsK :

+ link
> IR 2IER

e /prefix/md5/link

> fEpkmd5

* echo -n 'linksecret' | openssl md5 —hex

» secure link secret secret;



Syntax:
Default:

Syntax:
Default:

Syntax:

Context:

Context:

Deftault:

Context:

map string $variable { ... }

http

map_ hash bucket size size;
map hash bucket size 32|64|128;

http

map_hash max_size size;
map hash max size 2048;
http

Q =



BT MSIHE RISHE S AT  map tiitR 5T

P e e T e

2TE8%E | (EAEUswitch
{case: ... default: ... }ANIE ) EBIEE
T E , NEMAETTEESI
DIRERIERIE R ZHIRT REME

S e e e e e e e e e e e e = = = = = = = = = = = = = = -_— = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = ==

ngx_http map module ,
BAOAGRIFHNginx |,

18]J --without-http map moduleZE



BT IRGIFAZEIRA TS RITEENE : map HRIR

eB8ZEE case ¥y
- FRTER . FFERMEITHL
- —NEEZINTE - {FMhostnamesig< , ALY (EFERD
- TESF/FENES e Ul

» {§fhostnamesig< , AJLAXTIH A EREG

Il r" B T I3 OB

o ~FI~*ENREXITE , FERIRANS
default N
. SSBUCEENEAHINET Hith

o fERincludeiE AR A=
. {HfvolatileZ T B{EET

{FFdefault
o Fhicdefaulthy |, IR[E]ZS
FRIERETTE

Q =0



)=

FaiBNmapEE , SLUUTEKREER ,

nameTEEHE ?

'Host: map.taohui.org.cn’

'Host: map.taol123.org.cn’

'Host: map.taohui.pub’

'Host: map.taohui.tech’

R Q iz=atial

map $http host $name {
hostnames;

default 0;

~map\.tao\w-+\.org.cn 1;
* taohut.org.cn 2;
map.taohui.tech 3;
map.taohur.* 4;

h

map Shttp user agent $mobile {
default 0;
"~Opera Min1" 1;




s . = ) N
SCI AB iUz ¢ split_clients $RIR O &l

BEFEaEtEHEE , B
HtBABRi iR IXEZ RInIBEIE

> WEATEAMENITMurmurHash2 &%
BE32ZEBIEFHEF , 18 9hash

> 2{UTRFSEERINREAETF2/32-1 , 1C
JImax

> IEHRHFSHRAEF1HkRhash/max , A]
LIBEIF 5 percent

> BEEIESHIER TR 1 EoEEse
, 900-1%,1%-5%% , RICERXNAYE

> HpercentZEHNSEER |, FT=A%E
MXINEEHBRISE

ngx_http split clients
module , BRIAGRIFiH

Nginx , BT —without-

http _split clients module

=H

cascHll
. FfFER C % , STHEINSURIERAT | FPETRAVET S HABINREEBIS 100%
. —AHEENTE

X - = = HES 4N\ o EL SI=kax
s Ty PN , HELERIRIIBESEE ( 100%iEELA EFTBITHEMNE DL )



split clients IRIRBJIG S

Syntax: split_clients string $variable { ...
Default: —
Context:  http

THEXA

TECEBRANS ?

split_clients "${http_testcli}" $variant {
0.51%
20.0%
50.5%
40%

*

.one;
two;
.three;

four;

",
9

Q =i



IR Pk CUEERATEER © geo ISR Q i

Syntax:  geo [Saddress] $variable { ... }
Default: —

Context: http

EEEK = oveoeomode

BRIAGRIFFENginX
 IRIEIPHBI IR =
e = BI1d--without-http_geo_modulezz




Q 1

IRIEE RiRBL eI EFITES  geo 1RIR

> WRgeofESBARMASaddress , ABAZKIAERHSremote_addrZES(EHTPHELE
> { } NS SILELD : (iFcmi<ITh
o« BITIPHBUER FRFSIBIIAT, , ENIPSEE , KPS eE AT EFEAE
EHSHIE
o defaultigRE ¥ HLALSEEERARILEC LAY , FIEERIBNAE
- BidproxylE$IEEREHEE ( &% realiptiiR ) |, LthAdremote_addrBHEIX-
Forwarded-ForsLZMEH e f5— N PiELLE
 proxy recursive I EIA IS ZR
* include , {UCB]IEEME
o deleteffIPRISEMILE




geo 1RIR Q iz=atal

geo $country {
default  ZZ: A% : LATFaSHITRS , & countryRY(E

FRASL ? (proxyBEFimML )
» curl -H 'X-Forwarded-For: 10.1.0.0,127.0.0.2'

#include conf/geo.conf;

proxy 116.62.160.193;

geo.taohui.tech

» curl -H 'X-Forwarded-For: 10.1.0.0,127.0.0.1'
127.0.0.0/24 US;

geo.taohui.tech
127.0.0.1/32° RU; » curl -H 'X-Forwarded-For:
10.1.0.0/16  RU; 10.1.0.0,127.0.0.1,1.2.3.4' geo.taohui.tech

192.168.1.0/24 UK;




EFMaxMind BRI ME FUsHEIERETE S : geolphdi -

> ZiEMaxMind BgeoipfICH A ZE
( https://dev.maxmind.com/geoip/

TRIEIPIE G

s
legacy/downloadable/ )

> f@iFEnginxf¥T5_E--with-
http geoip moduleZ%{
> TEMaxMind P9 ZHEIPEZE
> {§FFHgeoip countryEl&E geoip city
5SS HLE Y nginx.conf

E KN é A v A . \N—y— S .
AIARGRIFEnginx | > 54T ( & FHfngin )

ngx_http geoip module ,

1819 --with-http geoip moduleZE
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geoip_country IESIRIHHHTE Q HE i

Syntax: geoip country file; » $geoip_country_code
Default: — © PN FEHEZRNE , ELIICNEEUS
Coniext: http > $geoip country code3
Syntax: geoip proxy address | CIDR,; =TFENERMAS , HIICHNSE
Default: - USA
Context:  http > $geoip country name

EZZZFR , BI%0 “China”, “United States”.




geoip_city IESIRIHRYESE O e

Syntax:  geoip_city file;
Default: —
Context:  http




geoip city I5SIR{HIITS

$geoip latitude : ZFfE
$geoip longitude : BEF
$geoip city continent code : BTEEKHE NN , FIZOEUELE AS
Hgeoip_countryig SEKHTEES
$geoip city country code : FINFEEIIESZCES , ELAICNEEUS
$geoip city country code3 : = PNFEAJESZRAHD , ELAICHNEZEUSA
$geoip city country name : EZRBZFR , 20 “China” , “United States”
$geoip_region : MEREERIGRAS , 2002
$geoip_region_name : JMEEBHIBFR , HI80ZhejiangBl?E Saint Petersburg
$geoip city : A
$geoip postal code : HPIRS
$geoip_area_code : {NEEFERRIEIREXS | #ila0408
$geoip_dma_code : {NZEEFEFRIDMALRS , f140807

Q 1w



X= i keepalive T HIEHEIANIES O S

ey K

> ConnectionSLZ[ : BYE HcloseBE
ZPHTTPIERKIETERATCPEE , e o
S keepalive , BIEERBRINEENE
SCIRLA R IDEE

SR @EE,EﬁﬁﬁgﬁﬁﬁﬁﬂT—
2 SR
BRSO FHRIERSIRD 1 IR ES > Keep-AliveskEB : EI{E Atimeout=n ,
AR BEASFRIRE | SRS
PR TCPZEI=HIRYSI N

EREDRED




2.l . P iy | ) Z A0
SR keepalive {FIIESIRIIES O RSk

Syntax: keepalive disable none | browser ...;
Default: keepalive disable msieb6;

Context: http, server, location

Syntax: keepalive requests number;

Default: keepalive requests 100;

Context: http, server, location
Syntax: keepalive timeout timeout [header timeout];
Default: keepalive timeout 735s;

Context: http, server, location
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