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Basic Principles

GET /lndex html
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GET /mdex html

Used by: Browser Cache, Content Delivery Network and/or Reverse Proxy Cache
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Syntax: upstream name { ... }
Default: —
Context: http

Syntax: server address [parameters];
Default: —

Context: upstream
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max_conns

> serverlUER AT ARIEEEL , (IEBATBRworkeri#Hi2, BNAR0 , X BRH,
max fails

> ftfail timeoutAS[EIERA , BRARIKMUREL, HARIEAKMEAET , £ fail_timeoutFPIX S
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fail timeout
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> BEERERE , ERnginx5 _LiFikSEs > ngx_http_upstream_keepalive_module ,

SN, KIAEEAERE  BASEITER BIAGRIEHNginX , @id--without-
B A P FRRT ZE http_upstream_keepalive_modulefgfs

% _EifpEiEAYhttpLERiRE

proxy_http version 1.1;

",

proxy set header Connection "";
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Syntax: keepalive connections;
Default: —

Context:  upstream

115 33HRERAFIEIES !

Syntax: keepalive requests number;

Default: keepalive requests 100;
Context: upstream
Syntax: keepalive timeout timeout;

Default: keepalive timeout 60s;

Context: upstream
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Syntax:  resolver address ... [valid=time] [1pv6=on|oft];
Default: —

Context: http, server, location

Syntax:  resolver_ timeout time;
Default: resolver timeout 30s;

Context: http, server, location
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Hx , XIIPVeN{sEFEEEE bt ‘
» BTLAfEAround-robinELARISE, Syntax:  ip_hash;
+  AJLAE T realipREUE B BTHRIT Default: —
EZRFASR] Lgchiln Context:  upstream
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Syntax: hash key [consistent];
Default: —

Context: upstream
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Syntax:  hash key [consistent];
Default: —
Context: upstream
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upstream least connfRIR

MERB LiisiRSS=ah , HHiSE0 ngx_http upstream_ least conn _module , &
#ﬁﬁﬁﬁ%ﬂ,\ﬂg N\ 1%"15522 14 --without-http upstream ip hash module
—N ==
z ZE IR
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BiZ.

Syntax: least_conn;
Default: —

Context: upstream
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upstream zonefRIR

PEEHZEAF , SHft ngx_http upstream_zone module , 1EBI1I--
up stream$RIRTE X B 51517 without-http upstream_ip hash moduleZZ

fRIR

RESEUE, BT84 EiEiRS |
RASHIEFRERSERNEL , Syntax: zone name [size];
PARSFRB nginx workeri# 2453 Default: —

Context: upstream




&ngx http upstream hash module,

&ngx http upstream ip hash module,
&ngx http upstream least conn module,
&ngx http upstream random module,
&ngx http upstream keepalive module,

&ngx http upstream zone module,
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upstream_addr
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upstream_bytes received
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upstream_response length
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 EIRSRERIHTTPIARIRAAATD, MESERE L | R &R0

upstream_cookie B3R
MRS R ERITHRZL Set-Cookie SRR cookicfE

upstream_trailer ¥R
B IRS AN R R RN B A

|




N @ #z=atial
HTTP RRECIET S :
l g T Ry SR

b contentffTER : proxy passtg<

QIR0 piz SLEB

cachefpeh

proxy_buffering on

| EWGERY

M iz B34k

cacheRapHELE FRFFScache
RIBIE S A& 1E LiFAINttpLER R B IR

proxy_request bu l
*HEHUELS ffering on
IZEUEK

ST DA

proxy_buffering off

AN R SLER

proxy_requegst buffering off

IR B TR
10eiE iR oS 85

RIESEUER LirikSa:

AOEN N R

(BIERRIA )

¥JPFcache

KIXIFK (18
SRR )

s SrEE . A\



Q iz=atial

¥ HTTP #HYBIRRMCER : proxy iEIR

X LRSS SRRt hups TR
AL Syntax: proxy pass URL;
=N Default: -
= Context: location, if in location, limit except
ngx_http proxy module ,

%ﬁiAg)HﬁH _I%J\Enginx e -

18]3 --without-http proxy moduleZZ

FHiZ18< : proxy pass




XJ HTTP YA RELEE : proxy fRIR Q i

> URLWASLAttp: /B g https://FFsk , #ETFREER. IP. unix socket
bl FupstreamfIBF , BIRE T LITEKZHEIPEMKO. &E
E0IERYURI,
> JHURLSHPETHFURISE , SSBAFA LIFEKIURLAR :
« AEWURIL, MEEFimaXKPIIURLEREE &6 _Li?
* location/5EFAIENIFRIAT. @BAFRT , NRAXMT\
« #EWHURI, MXSAFIBEXKFRIURLIEIN L -
*  GlocationEZ+ ILEC_ERI—EREIR/IIZURI
> ZURLSHPLIEHEE
> BEZFRURLENS | o]l location ABIEEE R MMrewrite breakiZa]




proxy IR : k& LiFIERIT Q txE=hvia

Syntax: proxy_method method,
Default: -
Context: http, server, location

Syntax:  proxy_http version 1.0 | 1.1;
Default: proxy http version 1.0;

Context: http, server, location
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Proxy 1RIR . Rk A E LiFRUIERLER

Syntax: proxy_set header field value;
Default: proxy set header Host $prooxy_host;

proxy set header Connection close;
Context: http, server, location

I BvalueREASZFRHEH , WEA headerfi AT R LilFRIE

Syntax: proxy_pass request headers on | off;

Default: proxy pass request headers on;

Context: http, server, location




proxy 1EHR : SRR FiSAEME O et

Syntax: proxy_pass request body on | off;
Default: proxy pass request body on;
Context: http, server, location

Syntax: proxy_set body value;

Deftault: —

Context: http, server, location
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Syntax: proxy_request buffering on | off;
Deftault: proxy request buffering on;
Context: http, server, location

B UHREE - EREIAL
EWRSHRAIEEENE - BERnginx SRR
ENESEI RS - —EFRRERE

proxy next upstreamLEEs
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Syntax:
Default:

Syntax:
Default:

Context:

Context:

client_body buffer size size;
client body buffer size 8k|16Kk;

http, server, location

client_body in_single buffer on | off;

client body in single buffer off;

http, server, location

Q iz=atial

FEEER , FINEEFRH ENAE

- HiIFWELEIRE SRR 2E8E |
A 53Ec
« HRREEINSEHKRENF
client body buffer size , M{X 9 HEeFR
==y )
« $igclient body buffer size KINATE
:%IISI@.{ZIS
- XKIFBMNEFR , ZRFELARS
NRTAIXLS _Eilf
- FIFBEMREF
- ZEBX/IWERAZE Sl
X, BINEF
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Syntax: client max body_size size;
Default: client max body size 1m:;
Context: http, server, location

(N5 LB & A Content-Length B 3 H B

AKER | 1REl41351=
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GBI ERIEER

Syntax: client body temp path path [levell [level2 [level3]]];
Default: client body temp path client body temp;

Context: http, server, location

Syntax: client body in_file only on | clean | off;

Deftault: client body in_file only off;

Context: http, server, location
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Syntax: client body timeout fime;
Default: client body timeout 60s;

Context: http, server, location

IEEEN SR HERT , NiR[E]408551%
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if@contentllﬁEx . proxy passig<

cachefpeH

Q iz=atial

cacheRapHELE FFFfBcache
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proxy_request l
1*@1% SYalll buffering o

Soae R

_request_buffering off
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proxy_ buffering on
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proxy_buffering off
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Syntax: proxy_connect timeout time;
Default: proxy connect timeout 60s;
Context: http, server, location

B/ , SFEEFimERhtpIRA , WS /9502

Syntax: proxy_ next upstream http 502 | ._;
Default: proxy next upstream error timeout;

Context: http, server, location



FISEERE A TCP keepalive O S

Syntax: proxy_socket keepalive on | off;
Default: proxy socket keepalive off;
Context: http, server, location
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Syntax: keepalive connections;
Default: —

Context: upstream

Syntax: keepalive requests number;
Default: keepalive requests 100;

Context: upstream
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Syntax:  proxy_bind address [transparent] | off; 0 4 8 16 19 24 31
Default: — Version| IHL [Type of Service Total Length
Context: http, server, location Identification Flags Fragment Offset
Time to Live Protocol Header Checksum
[ Source IP Address ]
- DOJLMERATE . Destination IP Address
* proxy bind $remote addr; Options Padding

- AJLAERARETAENIRSAIIPHELL -

* proxy bind $remote addr transparent;
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SEPImXHAEER

Syntax: proxy_ignore client abort on | off;
Default: proxy ignore client abort off;

Context: http, server, location
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Syntax: proxy_send timeout time;
Default: proxy send timeout 60s;

Context: http, server, location
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Syntax: proxy_buffer_size size;
Default: proxy buffer size 4k|8k;
Context: http, server, location

error.log : upstream sent too big header
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if@contentllﬁEx . proxy passig<

cachefpeH

Q iz=atial

cacheRapHELE FFFfBcache
RIEIE S A E BT ttpSLER R B

proxy_request l
1*@1% SYalll buffering o

Soae R

_request_buffering off
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proxy_ buffering on
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proxy_buffering off
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Syntax: proxy_buffers number size;
Default: proxy buffers 8 4k|8k;

Context: http, server, location
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Syntax: proxy_buffering on | off; X-Accel-BufferingSk 3
Default: proxy buffering on; Yo
Context: http, server, location no
Syntax: proxy max_temp file size size;

Default: proxy max temp file size 1024m;

Context: http, server, location

Syntax: proxy_temp file write size size;

Default: proxy temp file write size 8k|16k;

Context: http, server, location

Syntax: proxy_temp path path [levell [level2 [level3]]];
Default: proxy temp path proxy temp;

Context: http, server, location
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Syntax: proxy busy buffers_size size;
Default: proxy busy buffers size 8k|16k;

Context: http, server, location
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Syntax:

Default:

Context:

Syntax:

Default:

Context:

proxy_read_timeout time;
proxy read_timeout 60s;

http, server, location

proxy_limit rate rate;
proxy limit rate 0;

http, server, location

Q iz=atial
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Syntax: proxy_store access users:permissions ...;
Default: proxy store access user:rw;

Context: http, server, location

Syntax: proxy_store on | off | string;

Default: proxy_store off;

Context: http, server, location
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HTTP 1ZiEHER

copy_filter: EHISEHFRE

HTTP iEfRR

postpone_filter: 2PIBFERK

HTTP iTiEiEiR

header _filter: {i& MRSk ER
write_filter: A&Z1EMNMN

W E=hial

&ngx_http write filter_module,
&ngx_http _header_ filter_module,
&ngx_http _chunked filter _module,
&ngx_http _v2 filter_module,

&ngx_http _range header_ filter_module,
&ngx_http gzip filter _module,

&ngx http postpone filter module,
&ngx_http _ssi_filter_module,
&ngx_http _charset _filter_module,
&ngx_http _sub_filter_module,
&ngx_http_addition filter_module,
&ngx_http userid_filter_module,
&ngx_http headers filter module,
&ngx_http_echo_module,
&ngx_http xss_ filter_module,
&ngx_http _srcache filter_module,
&ngx_http_lua_module,

&ngx_http _headers _more_ filter_module,
&ngx_http _rds_json_filter_module,
&ngx_http _rds csv_filter_module,

&ngx http copy filter module,
&ngx_http _range body filter module,
&ngx_http not modified filter_module,
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Syntax: proxy_ignore headers field ...;
Default: —
Context: http, server, location

i

e SLEZRe] LA E nginxAY1T 9 , {FF8proxy ignore headersB] LAZEIF B 14N

. _JU**FHI)J eRYLER
X-Accel-Redirect : F_EiFIRSSIEEEnginx WEREEREM) , F=HERAIAIT
X-Accel-Limit-Rate : B_EFRE A FEFIRHNRERS] , ERElimit_rate}g<
X-Accel-Buffering : H_EiFHEH 2B EF L hFAI LN
X-Accel-Charset : FH_Eji5%H]Content-TypeFHYCharset
—ET_ EES
X-Accel-Expires : IREMMMNEnginx PRIEFRTE , BBAF ; @FFsLFzrn—RAFEZ
Expires : $&Hlnginx B {FZ0T18) , LAR(KTF X-Accel-Expires
Cache-Control : ¥&Hlnginx B FAT8] , (LALR(KTF X-Accel-Expires
Set-Cookie : NpzAHEISet-CookieMAZE1F , BliEIIproxy ignore headersZE1F4E3K
Vary : [N HMVary: *NAREF , ERFERIEELEAERL



&4 EiFAIEA : Proxy hide headerig$ O &

Syntax: proxy hide header field;
Default: —
Context: http, server, location

« proxy_hide headerIfJgE :
o NTF LN FRIFLSLER | REAREFintE R
« proxy hide headerEXIAREERNMSLER
 Date : Fngx_http header filter moduleldEARIRIES , {E9nginx &I1EN M SLZRETAYAT(E]
« Server : Fngx http header filter module]dEHRHIES , {E 9nginxhRA
X-Pad : BERApache IR NITT2EBUGHERKAISLER , BAIAZHE
«  X-Accel- : FBFEHInginx T HRIMAL , ABEEREFiniE A
* proxy_pass header
.+ XITFTELZ#proxy_hide headerfISLEE , IRE R LiideA

Syntax: proxy_pass header field;
Default: —

Context: http, server, location



{iZ20R M AYSet-Cookie LB

Syntax:

Default:

Context:

Syntax:

Default:;

Context:

proxy_cookie domain off;

proxy_cookie domain domain replacement;

proxy cookie domain off;

http, server, location

proxy_cookie path off;
proxy_cookie path path replacement;

proxy cookie path off;

http, server, location

Q 1
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Syntax:

Default;

Context:

proxy_redirect default;
proxy_redirect off;
proxy_redirect redirect replacement;

proxy redirect default;

http, server, location

Q iz=atial
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proxy_next upstream error | timeout | invalid header | http 500 | http 502 | http 503 |

Syntax: http 504 | http 403 | http 404 | http 429 | non_idempotent | off ...;
Default: proxy next upstream error timeout;
Context: http, server, location
- BUiR
« IRAREFIRAXEHIRE
- EE
e error
e timeout
e invalid header
* http

* non_idempotent
» off
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fR®lproxy next upstreamfyBIEISIREY O HEiEl

Syntax: proxy_next upstream_timeout time;
Default: proxy next upstream timeout 0;
Context: http, server, location

Syntax: proxy next upstream_tries number;
Default: proxy next upstream tries 0;

Context: http, server, location
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= L N AN A RS K TET-3000T , ROGIERORE1E Fimid @i&error_pagefg<AbIE

Syntax: proxy_intercept errors on | off;
Default: proxy intercept errors off;

Context: http, server, location
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IEEE B ERAYILES : IIEE P umiE T

proxy ssl certificate ssl verify client

proxy_ssl certificate key ssl client certificate
http httpsX[EITAIE

AN Az o> T . —— \ N

SRS REET - R B S P -

proxy_ssl verify

_ ssl_certificate
proxy_ssl trusted certificate

ssl_certificate key
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Syntax:
Default:

Context:

Syntax:

Default:

Context:

ssl_certificate file;

http, server

ssl_certificate Key file;

http, server

Q iz=atial
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BSE b UESS

Syntax: ssl_verify client on | off | optional | optional no ca;
Default: ssl_verify client off;

Context: http, server

Syntax: ssl_client_certificate file;

Default: —

Context: http, server
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Syntax: proxy_ssl certificate file;
Default: —
Context: http, server, location

S proxy_ssl certificate Kkey file;

Default: -

Context: http, server, location
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Syntax:
Default:

Context:

Syntax:

Default:

Context:

proxy_ssl trusted certificate file;

http, server, location

proxy_ssl verify on | off;
proxy_ssl verify off;

http, server, location

Q iz=atial
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- BR2EH
« ssl cipher: RBEHNIEBANZEEH , HIMIECDHE-RSA-AES128-GCM-SHA256
* ssl_ciphers: BRI FHHIFMBLEEN
« ssl protocol: A RIBIHEAYTLSERA , {FIZ0TLSv1.2
* ssl curves: ZFimsx fAIMEEIEIZ: , fFl2secp384rl:secp521rl
- EB
* ssl client raw cert: [RIAZFimiEPARAS
« ssl client escaped cert: IR[E]Z FimilE P furlencodefRiZ[EAIRE
* ssl_client_cert: EFinlE BE—{TASEINNtabFIRGFH | 15RO,
« ssl client fingerprint: 2P imIEBAISHA 135X



sSHRIRIRIARIEE (2) Q &

- EBSREER
 ssl server name: J@IY TLSTR{HSNI(Server Name Indication)3KENZEIAYARSS 1842
« ssl client i dn:AKIERFC22533KENZEiEBissuer dnfSE. , HI40 : CN=...,0=....L=....C=...
« ssl client i dn legacy:4&KIERFC22533KEXZEiEPissuer dnf5SE. , a0 : /C=.../L=.../O=.../CN=...
* ssl_client_s_dn: {K#BRFC22533REXEEFsubject dnf5E , BI40 : CN=...,0U=...,0=...,.L=....ST=....C=...
« ssl client s _dn_legacy: [Ef 5k subject dnfS& , ¥&=(9 : /C=.../ST=.../L=.../O=.../OU=.../CN=...
- EFHHE
* ssl_client v_end: IR[EIZFiRIEBAITEARTE , Fl0Dec 1 11:56:11 2028 GMT
 ssl client v _remain: IREIAEZDREFiGIERIIER , FIE0ERT_EMEATss] client v_endE{E/93649
« ssl client v_start: ZPimiEBAIMNAHER , HlllDec 4 11:56:11 2018 GMT
- EEBYIE
 ssl client_serial: IR[A&EE FEFRIEBESIS |, HIG0SBEY47674841BD44
* ssl early data: ZETLS1. 30N AER T early data BIEFRTHIRE] , BNIREISZERF
* ssl_client_verify: SIERIGIFAMIFAILED:[RE , MR BWIUEIEBRINONE |, 3IEAIINI/ISUCCESS
* ssl session_id: EEIZiEREAIsessionid
 ssl session reused: YR sessionfEEFH ( &Fsessionetz ) MAr , BNA.
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- BIERIED
-+ BIERCATAA
e openssl genrsa -out ca.key 2048
« FIHECARIE
e openssl req -new -x509 -days 3650 -key ca.key -out ca.crt
- ERIED
- BUERATA
e openssl genrsa -out a.pem 1024
e openssl rsa -in a.pem -out a.key
- ERERIEK
e openssl req -new -key a.pem -out a.csr
+ ERCAIEBHITER
e openssl x509 -req -sha256 -in a.csr -CA ca.crt -CAkey ca.key -CAcreateserial -days 3650 -out a.crt
- WIFSKIERESIER

e openssl verify -CAfile ca.crt a.crt
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A
200 (from cache)

BwebIEE 25K

A

EwebiRS 285K
#If-None-Match

Fwebji 5 2kl K
#If-Modified-Since

ERIBRL |, ETFINEE

AR 55 =R

(=)

Q e



Etagsk3R

ETagHTTPIgR L 2 RIRAUSTEMRARITRRT, XAILULEFES , A e , BANRRER
M, WebRS B AFERIXTTEAIMM, MMRATKETEN , (EHETagBHTHHIERRRNERE
FEEEE (| "=PE" ).

INERLETEURLARIRIRE N , WM—EZEAFTHIEtag(H, FEtEtagsZUTHEL , URTRER LIRSS ==
THRER. FCietagsBEIRIBHELLRRREEMN | (BRI REHRIRRRSSRKAFEE.

W/ B
'WHKRNEEURY) TR EREEIIEEs. SEIIERRREBEMN , (BEAFITR.

sRIGIEER R LUIRAVIEARIAGE | (BRMEXUEER. HETIRAYA N 55Eag(ER]
BEIBXFR , ARSI FTEMER.

Q =0


https://developer.mozilla.org/en-US/docs/Web/HTTP/Conditional_requests

Q iz=atial

| =P
etagig S
Syntax: etag on | off;
Default: etag on;
Context: http, server, location

“ERLFRN :
ngx_sprintf(etag->value.data, "\"%xT-%xO\"",
r->headers out.last modified time,

r->headers out.content length n)



If-None-Match

If-None-Match 2—PNEANBEKRESB. XF GETGET fl HEAD BKJ3EKN , HENZHRSG SR LB EAEEN
ETag BIHESX M EERHSIHAIEERI R | RSRneREIFMEXAIRIR , WA/ 200 . XFEMETGEFR
i, SENIARLWAREEFENRIFN ETag BHEESIXN ST BAIELERNINER , ZSXEKIHITHENK
HYSLIE,

4T GET F1 HEAD J37&3Ki% , iAWY R | RS =5ime R EIMAAS 304 ( Not Modified , RBZE ) . XIF
Ref%5 | R ARSI IT% , WIR[E] 412 ( Precondition Failed , BIESRMRM ) . FEITEHNRE | RSBe8mEE
BASES /9 304 BUNHARYEN R , W/ RREIRT4E LA FEFETXIMNEY 200 WAL HRYESB : Cache-Control, Content-
Location, Date, ETag, Expires #[] Vary,

ETag B2 [BRIEVESR IR EZE | IR SUHIR T8 UFEERS . AE—EBaILUAAZER. 5
an , AR TREXETTIRIAE BT EIBFIAE |, iR LUA S ZE ZEERY.
=5 If-Modified-Since —[EfSEFBRYAT{E , If-None-Match L5ERES (RUIIRSZ = FHHIE ) «

DATERNERRNNAZES

>XFH GET 8 HEAD J30% , REFHBESFENLE T BHERNER.

SRAEFEfESE , TER PUT , 4 If-None-Match used BHEIRE N * |, FARENESLHANERESEEXXE , TLA
RRERIFF BRI TSR EER(E | BELEZ R EEURMES. XNIE T E =0 a—.,

Q iz=atial


https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Methods/GET
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Methods/HEAD
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/ETag
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Status/200
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/ETag
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Methods/GET
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Methods/HEAD
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/ETag
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/If-Modified-Since
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Methods/GET
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Methods/HEAD
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/ETag
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Methods/PUT
https://www.w3.org/1999/04/Editing/

If-Modified-Sincesk&B Q tEaE

If-Modified-Since 2— PRGN KREED | RSB BRREFMBEKRNKIRELEENBENEZE

XARSHITITELHER FASKERIRIRE] , REE 200 . WNREKRIFIFEMIBEERE
182 , BBAIREBI— M ATHEEIBEEMAEY 304 WAL , FO7E Last-Modified R SFHE LIXIE

KAFE, AETF If-Unmodified-Since, If-Modified-Since RRJUAFBTE GET 8f HEAD &K,

415 [f-None-Maich —FHIIE , & ( If-Modified-Since ) S4/BREE | FRAFARSSBEARSIHF If-
None-Match,



https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Status/200
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Status/304
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Last-Modified
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/If-Unmodified-Since
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Methods/GET
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Methods/HEAD
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/If-None-Match

BEITHE?

A
200 (from cache)

BwebIEE 25K

A

EwebiRS 285K
#If-None-Match

Fwebji 5 2kl K
#If-Modified-Since

ERIBRL |, ETFINEE

AR 55 =R

(=)

Q e



not_modifiediTEIRIR Q tE i

- INEE
- EFIGHRBER  BMNEAEFEESIE | FEEEKRFEN If-Modified-SinceB & 1f-None-Match
SLER | iziEBuBIT IS EE SN FHILast-Modified[EBELVER , RESBET2000REIEZPHES , IFE2(X
IR[E]304 Not Modified3kEB , RNl AERZBIINEF.

- {EMRE
+  JRIR[EERNAS /9200



o S/
explres}a ~7
. expires [modified] time;
Syntax: expires epoch | max | off;
Default: expires off;
Context: http, server, location, if in location

* Expires: Thu, 31 Dec 2037 23:55:55 GMT
«  Cache-Control: max-age=315360000 ( 105F )
off : ANiRNNElZ(ELE xpiresfllCache-Control=FER
epoch :
*  Expires: Thu, 01 Jan 1970 00:00:01 GMT
*  Cache-Control: no-cache
time : IRTERSAIE , AILABERER
- —RANERNZIELII@ , EEANT75RF @ @18h30m
o IZEWFExpires , BafitE Cache-Control

©  ANRISFIAEREE SXAYImeRTE , N ExpiresB=ZKtime , FREHE —KAItimeATZ!

o J__Eéf(
« 1&%ECache-ControlB[8] , i+ & HExpires
- ¥

Cache-Control: no-cache , T+EHH Expires

Q iz=atial



not modifiediTEFREIR Q tE=Ea

&48if_unmodified_since ?

_ off g @200

. exact&& if modified since!=last modified time
. before&&if modified since<last modified time

[\

FHrif modified_sincetg$HIE,
Ebaif modified_since5last_ modified time

(o8}

Eb#Rif_none_match5Etaghy(E Hith

s = — =
1. A&HAif none match3LEp

2. ETag{E5if none match{EfE%F




not_modifiedidjEFRIR Q =i

Syntax: if modified since off | exact | before;
Default: if modified since exact;
Context: http, server, location
e off

o ZB%ERkFAYIf modified sinceskEZp
* exact

FeffaPLACif modified sinceskEB5last modifieddY{E

* before

« Hif modified since XFZFETFlast modifieddYE , MR[E]304



If-Match O wEtE

I5REEB If-Match RIERRTXE—NFMAER. EIEKGIEAN GET 1 HEAD RIBR T , IRSH[NEBKIIKIR
WELLEERYIHAY ETag 2 —BIARIREIRIR, MXITF PUT siEMAFL£75i5KR , REERHREFRERIBER N9
LB &RIREE.

The comparison with the stored ETag Z [BIVLVE(FHNEIBELERE% | BIREES— M USEMEEER T , 25
LUAATEAN 42 EERY, £ ETag BIEGRIN - W/ BIRRA IASREN BAAEE.

LATERNE NN AEZE

For GET #]HEAD J73;% , f3EC RanceBEBER . RILARSRRIEMEXKASEE S ZBIiE KA EEEXI E—H &EiRRY
5K, W8 ETag ITiAILED , ABAFEERE] 416 (Range Not Satisfiable , SEREIEKITIEFE) MM,
XFEMTTERKSR , JTERZ PUT, If-Match B&BR]LARSRES E =KD, BRLIRRGNRFEE FENAS
BaoADFIRRIRZ ISHNERT. NRBERNEEHRHE | BBAFZEIRE 412 (Precondition Failed , SoiR&Ri45kK
M) MRz,


https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Methods/GET
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Methods/HEAD
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Methods/PUT
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/ETag
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Methods/GET
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Methods/HEAD
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Range
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Status/416
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Methods/PUT
https://www.w3.org/1999/04/Editing/
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Status/412

If-Unmodified-Since Q wEhiE

HTTPHMY A If-Unmodified-Since JHESLBEF1EKZH |, FEHENEKMAFRMNEK : REHERIREE
ENEZ EEERHTHEXNRIERT | RES[ASRENEKRAEIE , 80255 POST 8iHEtE non-safe 7%
BUiEK. MNRFMERNBRTIEENNEZERETIEX , BBARIR[E] 412 (Precondition Failed) 81,
FENRN B =B

*5 non-safe 73780 POST f&ECER , ATLARSRILH A=, FIanERLwikih BPRMEGE - RINERIGE
AIRENZ Ja | IRSS=s LATFIERISUSEEHIZN , BIANE(FERRESHIBRIER.

‘588 [LRange [HEKASBEIE KRG (ER | FARIBRFTHISNK A ESRE TREERAISE,


https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Methods/POST
https://developer.mozilla.org/en-US/docs/Glossary/safe
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Status/412
https://developer.mozilla.org/en-US/docs/Glossary/safe
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Methods/POST
https://en.wikipedia.org/wiki/Optimistic_concurrency_control
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/If-Range

not modifiediTEFREIR Q tE=Ea

&48if_unmodified_since ?

_ off g @200

. exact&& if modified since!=last modified time
. before&&if modified since<last modified time

[\

FHrif modified_sincetg$HIE,
Ebaif modified_since5last_ modified time

(o8}

Eb#Rif_none_match5Etaghy(E Hith

s = — =
1. A&HAif none match3LEp

2. ETag{E5if none match{EfE%F




) FE0a]

nginx4&fF : EXEFEREFRIED

Syntax: proxy_cache zone | off;
Default: proxy_cache off;
Context: http, server, location

proxy_cache path path [levels=levels] [use temp path=on|off]

keys zone=name:size [inactive=time] [max_size=size] [manager files=number]
Syntax: [manager sleep=time] [manager threshold=time] [loader files=number]

[loader sleep=time] [loader threshold=time] [purger=on|off] [purger files=number]

[purger sleep=time] [purger threshold=time];

Default: —
Context: http



proxy cache path}i§< (1) O B

* path

- EMEENHEFRMNE
* levels

- EXEFEENBERESR  &23%  BEERKENISE2FT
* use_temp path

« onf#proxy temp pathTENX MG BR

. off B EHF Fpath IR F RIS T4
* Kkeys_zone

» name;2HEERFEF , Hproxy_cachetg S {ER

o sizeBEEWEFEAN , IMBALR LATERS000 M key
* inactive

*  fEinactiveRS AN ZBHINIANEZ , SEELNER

- ERALODE
° max_size

« IREFRARIEFENXHA/N | @HfEHcache managerHFZIRLRUSERIEX



proxy cache pathi§< (2)

manager _files
cache manageriHFEE DKENIREF | @A A4S
« EXIA100
manager_sleep
o PUTIREIKIEEIA G cache managenHFERYIRARATYE]
«  BRIA200=FD
manager_ threshold
© FUTREATBIA ISR AFER
« BASOER
* loader files
cache loaderiHfER N B PETFHEHRZATF , SHIEZLHIEIISEHET
« EXIA100
loader_sleep
© FUTREFNHEREERNFE | HEARIRRIETE
© EHABOA200=R
* loader_threshold
© BIREBAERFNHEEERFNSAFERN
« BASOER

Q =0



Bl O Bt

Syntax: proxy_cache key string;
Default: proxy cache key $scheme$proxy host$request uri;

Context: http, server, location



BT 4RI OB

Syntax: proxy_cache valid /code ...] time;
Default: —
Context: http, server, location

MWARRRINMEEFAFAEIHS
540 : code 404 Sm;
HiFARE
(SXSLA TN AEE 7
200
301
« 302
B M Bz Sk SRt b BRI
X-Accel-Expires , BRI
HORTFRRE IEnginx BEIFAR
B @R ERFEI—XPIE A
Mg Rz Sk 228 Set-Cookie N AN EF
MRSk & B Vary: *NAERF



RS AMERER ?

SENER , MNAFEANERE

Syntax: proxy no_cache string ...;
Default: —
Context: http, server, location

SHNER , FEREERS

Syntax: proxy_cache bypass string ...;

Default: —

Context: http, server, location

Q iz=atial



EEHE ADH;* @ =E=SiNE]

Syntax: proxy cache convert head on | off;
Default: proxy cache convert head on;

Context: http, server, location



— Q =i
upstream_cache_status3T = N

* upstream_cache status
« MISS : KREpPEF
* HIT : asHEF
- EXPIRED : B1FE L9 HA
* STALE : g T [5IHRYEF |
« UPDATING : AEFRIH , (BIEEEHT
« REVALIDATED : Nginx3&iE 7 BFRIBBIRSIKIAB A
* BYPASS : lIRZ2MFRISARSS aa3k15HY



RIFIMIZ : Eﬁ%ﬂéﬁﬂﬁ

EK?FEproxy cachefg< ?

Q iz=atial

=
E

i 2 Lldcache methodsfE< ?

2
=

=
=

FR#Eproxy cache convert head¥&¥EGET/5 %

tRHEproxy_keyZEpEFFHI1Tmd5

f@Bcache passEBIEAAETF ?

FEFLRUSEERN TR

A RN EigH ?

N FEBERREE Hproxy cache min uses

THEREF EPEWL’J?ET AL
AMFE

=T

[F) Nibs RIEEF R
[A]_Eib AIXIE R




S method 5 G B E EIRT O e

Syntax: proxy cache methods GET | HEAD | POST ...;
Default: proxy cache methods GET HEAD;

Context: http, server, location



X-Accel-ExpiresSkaf

X-Accel-Expires

Syntax: X-Accel-Expires [offseconds]

Default: X-Accel-Expires off

M _ERIRS E X EFSKATE
ORI FHRIAL
@BEIRRRNEFE BRIV B8]

Q =l



VarysLER Q wE=ntial

Vary 2— 1 HTTPIMAELERMER | BRE I X TFARERI—MEKL | MiZFA—1MEFHIEIES (response) iR 2 AFRARSS
EBEK—T RIS, BHIRSEEFHSERABIE content negotiation algorithm ( IBFEEL ) FIEFE—NRIEATREY
AN 1% sE FIMRLESLEME A ( headers ) .

EMINLATSABZI 304 Not Modified BN , BEIZE Vary B , TIEESHEMNAY 200 OK IWAIREE—E—FF.

Vary: *
FTERIEREB A9 E—FH BAFEAFRY | EERICache-Control: private, SCIIMIEIER |, Xt T RBAA
2RISR E NS
2 ai@EIdproxy ignore headersiRBZ2HE , NAEFNHM

Vary: <header-name>, <header-name>, ...

25 7RI—&YhtpERATR , BTRERFESUH.


https://developer.mozilla.org/en-US/docs/Web/HTTP/Content_negotiation
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Status/304
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Status/200

Set-CookiesLZR

Set-Cookie:
Set-Cookie:
Set-Cookie:
Set-Cookie:
Set-Cookie:
Set-Cookie:
Set-Cookie:

Set-Cookie:
Set-Cookie:

Set-Cookie:

<cookie-name>=<cookie-value>
<cookie-name>=<cookie-value>; Expires=<date>
<cookie-name>=<cookie-value>; Max-Age=<non-zero-digit>
<cookie-name>=<cookie-value>; Domain=<domain-value>
<cookie-name>=<cookie-value>; Path=<path-value>
<cookie-name>=<cookie-value>; Secure
<cookie-name>=<cookie-value>; HttpOnly

<cookie-name>=<cookie-value>; SameSite=Strict
<cookie-name>=<cookie-value>; SameSite=Lax

<cookie-name>=<cookie-value>; Domain=<domain-value>; Secure; HttpOnly

# Set-CookieSLER B #proxy_ignore headersig HEAHE , MAXIIWNIHI TEF

Q =0



ElFmnkE - U iRy Q Eaha
|

B 5 USfdproxy no cachefg§<s ?

il

AN, ¥ Eislia

RIEEGEIRAY

=
=

x2S Ibfdproxy cache validig<

Pz
=

Bl 2B ERFER

FITIE M ASE 7S /92008)E 206 ?

A
=

EHMHERERE

=
=

B FfrcachePHYetagfllast modified

QIR F SRR N SLER |

BT , ¥k L

HiaERO BN LEENMERER



JE; y Q i
AHERER RS ERE FHED :
Syntax: proxy_cache_lock on | off;

Default: proxy cache lock off; %
Context: http, server, location

_ . PR - s Ak e 1 A . - 1| :7 2 i8 4 9 5 :510
E—H$E] , (51 NERRE L, SRS MR E A |
(FREFIN N i : | - :

} H

Syntax: proxy_cache lock timeout time;

Default: proxy cache lock timeout 5s;

Context: http, server, location \_

FFE I MBEKIREMNAYRARE , BiXFEZR LELXEK , (BAEF
N 2

Syntax: proxy cache lock age time; EiEIRSS

Default: proxy cache lock age Ss;

Context: http, server, location

E—MEKIRERAATEERTEE , BAEBRRIT—MERA&R ikt



. N = @ #zE=adial
T oliEiE3k—(EAstalefRIHAYETR

proxy cache use stale error | timeout | invalid header | 1 9 2 5 4 6 3 10
Syntax: updating | http 500 | http 502 | http 503 | http 504 | :
http 403 | http 404 | http 429 | off ...; v |

Default: proxy cache use stale off; 4
Context: http, server, location
-
Syntax: proxy_cache background update on | off; 7 3
Default: proxy cache background update off;

Context: http, server, location RS



proxy cache use stale}g§ <% : EXRIBEFAIA; Q txEaal

* updating
SEFRBEH , §—NEKEDHE Ll EEHEFRN , EEERERERTHASREE P
stale-while-revalidate
EFRRTHIE , BN —FRATE , FEXERAT AP updatingiR B , BUER{BASIE RS
5140 : Cache-Control: max-age=600, stale-while-revalidate=30
stale-if-error
ZERNBIHE  EX—RETE , FEXRIERN LRSS HEEMSSERES , SNEKIAEE
FEARSS. stale-while-revalidatef)gstale-if-error3g =
510 : Cache-Control: max-age=600, stale-if-error=1200

° error
BEEFENER. RXEK, ERmAELEEERBER |, (FRERF
* timeout

S5 EFEEE. RiXEK. EBERELEE BN HIER BT |, FRER
* http (500[502|503|504|403|404/429)
EZ1) RN BNRS



2y e =1 [0 ] ] Q =i

Syntax: proxy_ cache background update on | off;
Default: proxy cache background update off;
Context: http, server, location

2{sEproxy cache use stale I EIIHRIMAEY |, BRIZERKR—1F53K , EidipE L
R4S AT

Syntax: proxy_cache revalidate on | off;
Default: proxy cache revalidate off;
Context: http, server, location

BEHEFET |, (E1f-Modified-SinceFIf-None-Match{EJ91EK=L3ER , FTiBINBS R AL S
A B 304K MERIBIAS



Q =t

N \

{ 1
%on-conditional ,‘:,1> GET /resource 1 T HTTP 200 Success
request
% HAPROXY

GET /resource ‘ f HTTP 200 Success <‘l£ﬁ r;gainx returns
9nginx has
cached copy... NGINX e

nginx

3 ngine
nginx injects GET /resource i
conditional headers ,\::> If-None-Match: Etag ‘ f HTTP 304 Not Modified

Workhorse
GET /resource - app short-
If-None-Match: Etag ‘ f HTTP 304 Not Modified <‘£ circuits response

redis etag
validity
check

app checks etag
validity in Redis




. — Q #Z=aial
RS SIRER e

- 1EIR
o FE=1&ERngx cache purge : https://github.com/FRiCKLE/ngx cache purge
*  {E[--add-module=f5 S IMEREnginx

- Ij@EE

- BWKEIEEHTTPIBKREMZIIBRER

esyntax: proxy cache purge on|offj<<method> [from all|<ip> [.. <ip>]]
edefault: none
econtext: http, server, location

esyntax:  proxy cache purge zone name key
edefault: none
econtext: location


https://github.com/FRiCKLE/ngx_cache_purge

TERFANIENER : iESFKAS Q s

_ uwsgiRFIIE fastcgiREDCIER scgiRALIE http RE{IE

HaE Ly uwsgi_pass fastcgi_pass proxy_pass
EEEEBRLEE uwsgi _pass_request head fastcgi pass_request head scgi Dass_request_heade proxy_pass_request

ers ers s headers

EEEEIEREWE uwsgi pass request body fastcgi pass request body scgi pass_request body proxy pass_request

body
EEEKRGER proxy_method
HEEIERINY proxy_http version
. PRBRLER proxy_set header
IREiEKREE proxy_set body

EREFEKREWF uwsgi request buffering  fastcgi_request buffering  scgi request buffering  proxy request buffer
ing



http://nginx.org/en/docs/http/ngx_http_uwsgi_module.html
http://nginx.org/en/docs/http/ngx_http_fastcgi_module.html
http://nginx.org/en/docs/http/ngx_http_scgi_module.html
http://nginx.org/en/docs/http/ngx_http_proxy_module.html
http://nginx.org/en/docs/http/ngx_http_uwsgi_module.html
http://nginx.org/en/docs/http/ngx_http_fastcgi_module.html
http://nginx.org/en/docs/http/ngx_http_scgi_module.html
http://nginx.org/en/docs/http/ngx_http_proxy_module.html
http://nginx.org/en/docs/http/ngx_http_uwsgi_module.html
http://nginx.org/en/docs/http/ngx_http_fastcgi_module.html
http://nginx.org/en/docs/http/ngx_http_scgi_module.html
http://nginx.org/en/docs/http/ngx_http_proxy_module.html
http://nginx.org/en/docs/http/ngx_http_proxy_module.html
http://nginx.org/en/docs/http/ngx_http_proxy_module.html
http://nginx.org/en/docs/http/ngx_http_proxy_module.html
http://nginx.org/en/docs/http/ngx_http_proxy_module.html
http://nginx.org/en/docs/http/ngx_http_uwsgi_module.html
http://nginx.org/en/docs/http/ngx_http_fastcgi_module.html
http://nginx.org/en/docs/http/ngx_http_scgi_module.html
http://nginx.org/en/docs/http/ngx_http_proxy_module.html

tERMRERE : EILEEHRRER O i

_ uwsgiRFRILE fastcgiR LR scgiRMELE httpRE{LE

% EREERIBIE  uwsgi connect timeout fastcgi connect timeout  scgi_connect timeout  proxy connect timeout
EEGiEE uwsgi_bind fastcgi_bind scgi_bind proxy_bind
{EFTCPkeepalive  uwsgi socket keepalive fastcgi_socket keepalive  scgi_socket keepalive  proxy socket keepalive

PHEEFIRXEE uwsgi ignore client abort fastcgi ignore client abor scgi ignore client abor proxy ignore client abo

t t It
iﬂQEHTTP%EBFE proxy_headers_hash buc
ES]]: 0] S ket size
?EHTTP%EBFE proxy_headers_hash ma
ES]]: ]SS e

AIEBRERIAIE  uwsgi send timeout scgi_send timeout fastcgi_send timeout proxy_send_timeout


http://nginx.org/en/docs/http/ngx_http_uwsgi_module.html
http://nginx.org/en/docs/http/ngx_http_fastcgi_module.html
http://nginx.org/en/docs/http/ngx_http_scgi_module.html
http://nginx.org/en/docs/http/ngx_http_proxy_module.html
http://nginx.org/en/docs/http/ngx_http_uwsgi_module.html
http://nginx.org/en/docs/http/ngx_http_fastcgi_module.html
http://nginx.org/en/docs/http/ngx_http_scgi_module.html
http://nginx.org/en/docs/http/ngx_http_proxy_module.html
http://nginx.org/en/docs/http/ngx_http_uwsgi_module.html
http://nginx.org/en/docs/http/ngx_http_scgi_module.html
http://nginx.org/en/docs/http/ngx_http_fastcgi_module.html
http://nginx.org/en/docs/http/ngx_http_proxy_module.html
http://nginx.org/en/docs/http/ngx_http_uwsgi_module.html
http://nginx.org/en/docs/http/ngx_http_fastcgi_module.html
http://nginx.org/en/docs/http/ngx_http_scgi_module.html
http://nginx.org/en/docs/http/ngx_http_proxy_module.html
http://nginx.org/en/docs/http/ngx_http_proxy_module.html
http://nginx.org/en/docs/http/ngx_http_proxy_module.html
http://nginx.org/en/docs/http/ngx_http_uwsgi_module.html
http://nginx.org/en/docs/http/ngx_http_scgi_module.html
http://nginx.org/en/docs/http/ngx_http_fastcgi_module.html
http://nginx.org/en/docs/http/ngx_http_proxy_module.html

tERAERIH
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) FE0a]
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« TH|a5< | <command name> <key> <flags> <exptime> <bytes> [noreply]\r\n
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Thee
FHngx http proxy modulef&=IRICI]
=1

proxy http version 1.1;
proxy set header Upgrade $http upgrade;

proxy set header Connection "upgrade";
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HTTP/1.1 101 Web Socket Protocol Handshake

GET /?encoding=text HTTP/1.1 Server: openresty/1.13.6.2

Host: websocket.taohui.tech Date: Mon, 10 Dec 2018 08:14:29 GMT
Accept-Encoding: gzip, deflate Connection: upgrade

Sec-WebSocket-Version: 13 Access-Control-Allow-Credentials: true

Origin: http://www.websocket.org Access-Control-Allow-Headers: content-type
Sec-WebSocket-Extensions: permessage-deflate Access-Control-Allow-Headers: authorization
Sec-WebSocket-Key: Access-Control-Allow-Headers: x-websocket-extensions
c35kgVxVCDhVCp69PIFf3A== Access-Control-Allow-Headers: x-websocket-version
Connection: keep-alive, Upgrade Access-Control-Allow-Headers: x-websocket-protocol
Pragma: no-cache Access-Control-Allow-Origin: http://www.websocket.org
Cache-Control: no-cache Sec-WebSocket-Accept:

Upgrade: websocket yA9O5XGLp8SbwCV//OepMPwW7pEl=

Upgrade: websocket




websocketl/¥ipn (1)

« FIN, X1 , i7iCEERRERR1M , 1
NEREIN SRS EBIRMIER  &iHSH
1IFaRY, , IRt R4S R .

« RSVI1, RSV2, RSV3, &I\ , TRER( ,
RAFEEXT . IRET R &iE
790 ; SNRENX T RE , BI/9dE0(E, R
EWRImARLEEab 9dE0 |, (BREY BHANR
IZBEREN |, BBAXTIER,.

* Payload length : 7 bits BY, 7 bits + 16 bits By,
7+ 64 bits, H{EN

e 0-125 : MPayload datafH<ERP /9%
B

« 126 : BBAETRERANFHAZE
Payload Dataf9{<E ( unsigned )

« 127 : BBAE TR TR 2
Payload Tadaf{<E ( unsigned )

2 1 2

212 456789012 4567 9 1 45
B e e e e ——— - -
|FIRIR|R| opcode|M| Payload len | Extended payload length
IzIsIs|s| (&) I|Al (7) | (16/64)
IN[VIV]V] |S| | (if payload len==126/127)
| [1]2]3] K| |
e e e e e L I N
| Extended payload length continued, if payload len == 127
+ = = = = = = = = = = = = = = = femeeeeceececceeeeceeeeeee———————
| |Masking-key, if MASK set to 1
e e e e ——m - e e e —— e

| Masking-key (continued) |

Payload Data

+_

- Payload Data continued ...

b m m m e e e e e e e e e e e e e e e e e e e e e -
Payload Data continued

e e =

Bixg—oitIER

FIN 1bit FoniEERIRE—N

RSV 1-3 1bit each VIGEAR FHAERA 0
Opcode  4bit MiZER, FHEHMA

Mask  1bit {8, SEHEAE. BALAENL
Payload 7bit FEMKE

1 or 4 bit B

Payload data (x + y) bytes #IiE
Extension data x bytes 3 fE3IiE
Application data y bytes 3IEFE3IE

Masking-key

Q iz=atial
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websocketl¥in ( 2 )

« OPCODE : 4{i
* f#EFEPayloadData , JIEREAEIZRFIRYopcode , BEWmUANIRK ANZERE.
*  OxOZRTMIDIZHENT
+ OxX IR AHUREIT
o« OX2ZFRI_IHHIEED
« 0x3-7TERIEENX , ALAGHFH=HIRER
« Ox8FNEREKA]
« 0x9%7Rping , 'LBHEK
* 0xAZR7Rpong , (BN
* 0xB-FERITEN , ALAUGAYESIMREE
« MASK , Hifi7 , #1530 , FRIMPRIZEEEREETNE | BFFink HAVEGEMEE

ZITHEREAME | X/ MEERR 1. WRER! , FBAMasking-keylBIHIER SIS |
FHTFf#SPayloadData , &/NI|Masking-keyt<E 0,

* Masking-key , 0B(E41NFT , ZMASKAIRY , 40FT , BUONFT



websocketiHYFIH & Q iEhia

- RS HR
- BFF

- AEHSIRER

* A Multiplexing Extension for WebSockets
« AR3I5ESR

e Compression Extensions for WebSocket

- RLER

« Sec-WebSocket-Version : EFURAIE , T B(FREAIWebSocket TIMYARAS ( 13FR7<RFC 6455 ) , WIERIRSSBEA I
XA, /REIN B 232 3SARAR.

* Sec-WebSocket-Key : BEFmAIX , BolERBI—18  EA— YIRS "Phik” | LARIEARSS 282 FRERAVINY
WA

 Sec-WebSocket-Accept : JRSZEENIA , B3 Sec-WebSocket-Key B2 E , WEBHE StRERKAITMYERA ;

* Sec-WebSocket-Protocol : FBF AN FIIN | BERIRAIESZFHRIMNIIZR | RS8R EBIN—MIYE ;

* Sec-WebSocket-Extensions : FAFIEARKIERZE([FERAAIWebSocket 7 B | BEFIRAIEIFIY & |, IRS=E R EIE
ENEMAB ST 5SS MN E,



https://tools.ietf.org/html/draft-ietf-hybi-websocket-multiplexing-11

websocketI IR Mz @ S

XPE2E:http://www.websocket.org/echo.html

echo.websocket.org



slicefRIR O BEHIE

Syntax: slice size;

Default: slice 0;

Context: http, server, location
-

o BT ranget MG ASUF D ENZ NN | BIFRIREF/AE FimdJranget MY ARSS
- RIR

 http slice module , 1BIE--with-http slice module/2FHIIEE



slicel & HIE{T iR O westtia

1. Client requests 100 bytes, 2. NGINX retrieves enclosing
starting at offset 150 segments

GETrange=100-199 &

GET Range = 150-249

A N
Cache slice: 100
Clients
Cache
4.NGINX assembles response 3. Each segment is cached
from the cached segments separately
N\ y 4
N\

/cache/XYZ (slice for 100-199)
/cache/ABC (slice for 200-299)



open_file cache

Syntax:

Default:

Context:

open_file cache off;
open_file_cache max=N [inactive=time];

open_file cache off;

http, server, location

Q =i



BFINLETER ? Q #zsatia

typedef struct {

pngx_fd t fd;
ngx_file unig_t uniq;

—p» time_t mtime;

_off_t size;

T off_t fs_size;
off_t directio;
size_t read_ahead;

¢ S‘Z1¢/@*ﬁ zﬁZ;ePP_t *::;ied;
.« MBS ERT(E]

S‘Zﬁ:j(/_]\ time_t valid;
I{ti:ﬁi/ajﬁjﬁg %i%{%l%\ ngx_uint_t min_uses;
BRESFE #if (NGX_HAVE_OPENAT)

size_t disable_symlinks_from;

unsigned disable_symlinks:2;|
#endif

unsigned test_dir:1;

unsigned test_only:1;

unsigned log:1;

unsigned errors:.;

unsigned events:1;

unsigned is_dir:1;

unsigned is_file:1;

unsigned is_link:1;

unsigned is_exec:1;

unsigned is_directio:l;

} 7 end {anonngx_oper_file_info_t} ? ngx_open_file_info_t;



El{thopen file cache}ig$S

Syntax:

Default:

Context:

Syntax:

Default:

Context:

Syntax:

Default:

Context:

open_file cache errors on | off;
open_file cache errors off;

http, server, location

open file cache min uses number;
open file cache min uses 1;

http, server, location

open file cache valid time;
open_file cache valid 60s;

http, server, location

Q iz=atial



HTTP2E 43

- (S

& = HIKIERID

i

- A0S
- FRKE4E

- SRS RANIEXIIEE
- IBRLHR

- BRSSERHEHEE
- FHTHEX

Q iz=atial



HTTP2.0Z i k=

e 1E¥EConnection : INTCPIEE , &8—1EE

2/NStream
o« FEMStream | — N AEITEIER  B22
ZMessage

- jHEMessage : XYM HTTP1FANEREE NN |
Ba—5KEE B 5 Frame

o« FUEMFrame : S/NEAL , AT HHIEGEIETC
ZFRHTTPIFHAE

Connection

Stream 1

Stream 2

Stream N

Q =t



P =

W txE=hdial

Application (HTTP 2.0)

Binary Framing

Session (TLS) (optional)

Transport (TCP)

HTTP 1.1

POST /upload HTTP/1.1

Host: www.example.org
Content-Type: application/json
Content-Length: 15

Network (IP)

{"msg”:"hello”}

HTTP 2.0

HEADERS frame

P> DATA frame




Connection
Stream 1
Request message
HEADERS frame (stream 1)
:method: GET
:path: /index.html
:version: HTTP/2.0
:scheme: https
user-agent: Chrome/26.0.1410.65
Response message
HEADERS frame (stream 1) DATA frame (stream 1)
:status: 200
:version: HTTP/2.0
RN server: nginx/1.0.11 ... response payload...
vary: Accept-Encoding
Stream N
—_{1
<] {1

W =i



(ERRER | SE R O e

HTTP 2.0 connection
- | stream 1 stream 3 stream 3 stream 1
DATA HEADERS DATA DATA
# .............................................................. stream 5
DATA
Client Server




Q =l

5L T

implicit root . * * * Ee
po g v v v
stream [ A B D D D
weight \ 12 4 1 1 '/ 1 &
C C E C
8 8 8 8
. EAETVEMER (1-256 ) /\ / 7\
- FuERIERUABKEIRR 1‘; 3 g 3



Request #1 — Request #2
method]  GET 'y method|  GET
implicit

:scheme https — »|  :scheme https
:host | example.com ImpTct > :host | example.com
:path |  /resource :path [/new_resource

: , implicit : ,
accept| image/jpeg — ” > accept| image/jpeg
user-agent | Mozilla/5.0 ... ImpTct » user-agent | Mozilla/5.0 ...

HEADERS frame (Stream 1)

:method:
:scheme:
host:
:path:
accept:

user-agent:

GET

https
example.com
/resource
image/jpeg
Mozilla/5.0 ...

HEADERS frame (Stream 3)

:path: /new_resource

W txE=hdial



FramefET

LENGTH (24)

STREAM IDENTIFIER (31)

FRAME PAYLOADS (0.. n)

TYPEZEE! .

*HEADERS : I8 & HTTP t5LER.
‘DATA : B & BB EEE B,
‘PRIORITY : IEEDHELERIVEE M.

*RST_STREAM : HIRIBAN | —MEFFEERE®, KIR.

SETTINGS : 1EEEZLLE.

‘PUSH_PROMISE : BRI— MR EHEXEIEPinHEE.
PING : S SFIEIRATE,

‘GOAWAY : E1EAHENERERMRAVEIEER].,
“WINDOW UPDATE : FBFEIERAY RS,
*CONTINUATION : R ESE MR R F5,

IR

FLAGS (8)

Q iz=ahal



stream 1
frame 1

HTTP 2.0 connection
stream 4 steam1 | stream4 | stream2 | |
frame 1 framen promise promise
-------------- Stream 1 s N N N NN NN NN NN NN NN SN NN SN NN NSNS E NN
frame 2

stream 1. /page.html (client request)
stream 2: /script.js (push promise)
stream 4. /style.css (push promise)

Q iz=atial



http2 © = avial

- fRIR :
 ngx http v2 module , BId--with-http v2 moduleZg1FnginxJ] Nhttp2 X BYSZ 43,
- IJgE :
+ B FunfERhtp2 MR HEARTIRE
- BUiE :
e FFETLS/SSLiMY
- BRI :

* listen 443 ssl http2;




Q iz=atial
nginx3}EIE =R

Syntax: http2 push_preload on | off; /test.htm

Default: http2 push preload off;

Context:  http, server, location http2 push P style.css
fimage.png f
Syntax: http2 push uri | off; ASINSLER -
Link: style.css

Default: http2 push off;
Context: http, server, location ) .
LRSS




Q iz=atial

Miztnginx http2HYAIFFin TR

 TEhttps://github.com/nghttp2/nghttp2/releases N L
* centos MEHyumZZE : yum install nghttp2

HTTP/2 C library and tools

Neghttp2: HTTP/2 C Library

nghttp2 is an implementation of HTTP/2 and its header compression algorithm HPACK in C.

The framing layer of HTTP/2 is implemented as a form of reusable C library. On top of that, we
have implemented HTTP/2 client, server and proxy. We have also developed load test and
benchmarking tool for HTTP/2.



https://github.com/nghttp2/nghttp2/releases

Q 1=

RAFHITIEEEY

Syntax: http2 max_concurrent_pushes number;
Default: http2 max_ concurrent pushes 10;

Context:  http, server



Q iz=atial

it Al

Syntax: http2 recv_timeout time;
Default: http2 recv_timeout 30s;
Context: http, server

Syntax: http2 idle timeout time;
Default: http2 idle timeout 3m;

Context: http, server



Q 1

HA&isKE

Syntax: http2 max_concurrent_pushes number;
Default: http2 max_ concurrent pushes 10;
Context: http, server

Syntax: http2 _max_concurrent_streams number;
Default: http2 max_concurrent streams 128;
Context: http, server

Syntax: http2 max field_size size;

Default: http2 max_field size 4k;

Context: http, server



IEHERALEIE K

Syntax:
Default:

Context:

Syntax:

Default:

Context:

http2 max_requests number;
http2 max_ requests 1000;

http, server

http2 chunk_size size;
http2 chunk_size 8k;

http, server, location

Q iz=atial
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Syntax: http2 chunk size size;
Default:  http2 chunk size 8k;

Context:  http, server, location



EHRXKXIWEE

Syntax: http2 recv_buffer size size;
Default: http2 recv_buffer size 256k;
Context: http

Syntax: http2 max_header_size size;
Default: http2 max_header size 16k;
Context: http, server

Syntax: http2 body preread_size size;
Default: http2 body preread size 64Kk;

Context: http, server

Q iz=atial



srpcRMACEE Q 1z=ata

* grpchi¥

* https://grpc.io/

- IRIR
* ngx_http_grpc_module , BIT--without-http_grpc_moduleZE
« {Kifingx http v2 modulef=iR


https://grpc.io/

Q) 1=l
orpciE SXJHEFR o -

T paa ipR

HaE Ly grpc_pass proxy pass

EIEGIEE grpc_bind proxy_bind

IR LSRR grpc_buffer size proxy_buffer size

&% EibREERIRIE grpc_connect timeout proxy_connect_timeout
HERRISEE Eibs grpc_next upstream proxy_next_upstream

SHiA FiiFiend grpc_next upstream_timeout proxy_next upstream_timeout
SEif EiRFEiIRE grpc_next upstream_tries proxy_next_upstream_tries
AN Rz E A Y E) grpc_read timeout proxy_read_timeout
ZIEBAKEERIAIE grpc_send_timeout proxy_send timeout
{EFTCPkeepalive grpc_socket keepalive proxy_socket keepalive
LR EEFiRAIRRSLER grpc_hide header proxy hide header

Z AR L ERTRE grpc_ignore header proxy ignore header

=8 LiFaiRIE R grpc_intercept_errors proxy_intercept_errors
(&L EPEIE i grpc_pass_header proxy pass_header

8. pigRLEp grpc_set header proxy set header


http://nginx.org/en/docs/http/ngx_http_proxy_module.html
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srpcia XY

HS
VALY

FRSSLaRS

) BE=avial

EeEATF LS TANER
BeE T LinEiflRIFAR
BREZEEMN

IEEBIFIEBHECRLIAFISIE ERFAGIES

fEElR R IE ERER %S
LHIAE M AHEERE X
IRERBEMREAIHIY
(EESNISRE Lk
EEERSSLIER

ISIIE EiRsARSSROES

R B EHIRSANIES

IR EIIREBHEREE

grpc_ssl_certificate

grpc_ssl_certificate key

grpc_ssl_ciphers

grpc_ssl_crl

grpc_ssl_name

grpc_ssl_password_file

grpc_ssl_protocols

grpc_ssl_server_name

grpc_ssl_session_reuse

grpc_ssl_trusted_certificate

grpc_ssl_verify

grpc_ssl_verify_depth

proxy_ssl_certificate

proxy_ssl certificate key

proxy_ssl ciphers

proxy_ssl crl

proxy_ssl name

proxy_ssl password_file

proxy_ssl_protocols

proxy_ssl server name

proxy_ssl session_reuse

proxy_ssl trusted certificate

proxy_ssl verify

proxy_ssl verify depth
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QO e
streamFAAYssl ¢ .

Syntax: stream { ... }
Default: —

Context: main
Syntax: server { ... }
Default: —

Context: stream

listen address:port [ssl] [udp] [proxy protocol] [backlog=number] [rcvbuf=size] [sndbuf=size]
[bind] [1pv6only=on|off] [reuseport] [so keepalive=on|off][keepidle]:[keepintvl]:[keepent]];

Default: —

Context: server

Syntax:



(EHEIAXNTE (1) Q i

binary _remote addr ZRiRthItAIERBIET, , WFIPVIR4FS , IWF IPVveR 1621

connection 1BIYEE RS

remote_addr = itk
remote_port = Rigis

proxy_protocol_addr SR S proxy_protocol Y MR Bl ARRYIELE , FNiR[BIZS

proxy_protocol_port AR S proxy_protocol N MR EIIHYARIRE , FNUIR[EIZS




(EHEIAXNTE (2) Q ki

protocol (AR , (EHTCPEEEFUDP

server_addr L [SESE S A

server_port BRS3 =8 imin



(EEEEXAIES (3) Q i

* bytes received
NE PRI F 1548

* bytes_sent
EBRRIXEIEFiRAIFTEL

* status
200 : sessionfTHEEER
400 : B UREWETTIEMNT , HI30proxy_protocol MY AITETUASIERS
403 : AR ERIELS |, fFllaccesstRIRPRE 7= FimIPibiL
500 : ARSSEEERAASIEIR

502 : FToiREIEE EE EERSS
503 : EiifiRS AT



Nginx gﬁ&“ B Q) 1xE=hial

time_local PAZS SR [EAn s B RV 2 BR8] |, 51%014/Nov/2018:15:55:37 +0800

time_iso8601 {s5FH 1SO 8601 twEtamHAI=BURTE] , {51%02018-11-14T15:55:37+08:00

nginx_version Nginx fRAS

FirfE worker HFZRUHAFE id

EA T EENRE p , FURE .

hostname FrERRSS258YENE , 5 hostname apSHIH—

1970651 B | B EIBERIENE) , BRATIRD , INBUARHEREISER




- Q =i
contentffEZ : returnfsEiR - .

Syntax:  return value;
Default: —

Context: server



proxy protocol{f}i¥ Q tEhta

* vI{/HY
* PROXY TCP4 202.112.144.236 10.210.12.10 5678 80\r\n
« PROXY TCP6 2001:da8:205::100 2400:89¢0:2110:1::21
6324 80\r\n
« PROXY UKNOWN\r\n

* v2{IhY 1
« 2FPER : \r\n\r\n\0\r\nQUIT\n
o 41&1%@3{#&2’:% ) } typedefhstruct { N
N _ —_ . u_char signature[12];
® 411[@% . O%/__RLOCAL , liemPROXY P ngmx{ﬂﬁ}% u_char vegsion_command;
PROXY u_char family_transport;
N R — — u_char len[2];
° 41¥i’¢',il|:ﬁ§_€ : I?E/_FIP\E ' 2§ETIPX6 } ngx_proxy_protocol header_t;
« MERENY : 13R7RTCP , 23R7"UDP , nginx{¥3ZFF
TCPHMY

« 2FHHBHHEE



Q iz=atial

1Z£HYproxy_protocolif¥ YRS Az Hl

Syntax: proxy_protocol timeout timeout;
Default: proxy protocol timeout 30s;

Context: stream, server



stream$tEproxy protocoliitfE W &

RN BTN, 2R listen proxy_protocol?

AN

1RV 11N L ERHYELSEIPHELE

1EERV 21 L ERHYE SEIPH st

g HENT T ERAYstreamiERGM R




post acceptffEZ : realipfRIR

LHEE :

19 proxy protocol MY ENHHZE FimEsLitil , 75 Aremote addrfk
remote portie, [alAY{EHrealip remote addrfrealip remote port{RER
TCPIEEFIRERIRIGHbLL,

=R -

ngx_stream realip module , JBIJ--with-stream_realip modulefz5 FHINEE

Syntax: set real ip from address | CIDR | unix:;
Deftault: —

Context: stream, server

Q iz=atial



PREACCESSHERYlimit_conntSitR O e

INEE :

fRHIZ= PimlIF AEEE. (FRTEEENXRHIKE , ETEZREFFMEworker
BHERIT AR,

=R :

ngx_stream limit conn module , 1E1d--without-stream limit conn moduleZZFH{ELR




o« o e Y 7=
limit connfRIRBIIES O &b

Syntax:  limit_conn_zone key zone=name:size;
Default: —

Context: stream

Syntax:  limit _conn zone number;
Default: —

Context: stream, server

Syntax: limit conn_log level info | notice | warn | error;
Default:  limit conn log level error;

Context: stream, server



ACCESSPjtEzYaccesstRIR O S

INEE :
RIEZ Fimiteit ( realipfEERE]LUERTGHBHE ) REIEZAIARINR
=R

ngx_stream_access module , JBIJ--without-stream_access moduleZEFEIREER



- | ) % |
accesstRIRBIIES O S

Syntax: allow address | CIDR | unix: | all;
Default: —

Context: stream, server

Syntax: deny address | CIDR | unix: | all;
Default: —

Context: stream, server



= | ) |
logfftER : stream logfRiR OB

access_log path format [buffer=size] [gzip[=level]] [flush=time] [1f=condition];

Syntax: access_log off;

Default: access_log off;

Context: stream, server

Syntax: log format name [escape=default|json|none] string ...;

Default: —

Context: stream

Syt open_log file cache max=N [inactive=time] [min_uses=N] [valid=time];
open_log file cache off;

Default: open_log file cache off;

Context: stream, server



£ ) HREZ A
streamfRIRTLS/SSLNHin= Q Iz

TLS/SSL TLS/SSL TCP
TLS/SSL TC TLS/SSL

P
EireARsS EireARSS EirsARSS



streamFAAYssl @ e

LOEE :

{Estream 5z [E RN NiFFSZF 5 TLS/SSLMY

IR
ngx_stream_ssl module , EAIAAIRIZEHnginx , 1E1L--with-
stream ssl modulefJAAN



stream ssUESYILLhttptRIR : GEEEASE]

) FE0a]

feEARSSEHIEH
BeERRSSESIEPTAE
EER2EMH
IEERIEIEBHECRL
SE3RDHE LS

IEE IR S IR L
TLSIEFRYERT Y E
HEEFAARYZERS Y
EERBRBRSHERFNZEEN
EEEZISATLSIY

ssl certificate

ssl certificate key

ssl ciphers

ssl crl

ssl dhparam
ssl ecdh curve

ssl handshake timeout

ssl password file

ssl prefer server ciphers

ssl protocols

ssl certificate

ssl certificate key

ssl ciphers

ssl crl

ssl dhparam
ssl ecdh curve

ssl password file

ssl prefer server ciphers

ssl protocols
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stream ssHESTILLhttpiEiR - IRFHERE O i

{EBsessionBTHEFHERE ssl session cache ssl session cache
IEEFHticketEIERRIMNERZS Y , BAABHABEH=FE  ssl session ticket key ssl session ticket key
EEBBticketZ=4RE ssl session tickets ssl session tickets

(5 EsessionEE FHRASFEAIAS ) ssl session timeout ssl session timeout
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stream ssHESTILLhepElR : INEEPMRIESR  © P

AR FIRESER ssl verify client ssl verify client
A{FCAIEP , AFISIEZERIRIED ssl client certificate ssl client certificate
IFEFIRIEEESE0(E ssl trusted certificate ssl trusted certificate

IIFE PIRIEBHEASRE ssl verify depth ssl verify depth
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stream ssIHRBYREAITS (1) Q =i

- BR2EH
« ssl cipher: RBEHNIEBANZEEH , HIMIECDHE-RSA-AES128-GCM-SHA256
* ssl_ciphers: BRI FHHIFMBLEEN
« ssl protocol: A RIBIHEAYTLSERA , {FIZ0TLSv1.2
* ssl curves: ZFimsx fAIMEEIEIZ: , fFl2secp384rl:secp521rl
- EB
* ssl client raw cert: [RIAZFimiEPARAS
« ssl client escaped cert: IR[E]Z FimilE P furlencodefRiZ[EAIRE
* ssl_client_cert: EFinlE BE—{TASEINNtabFIRGFH | 15RO,
« ssl client fingerprint: 2P imIEBAISHA 135X



- EBEBRER

stream ssHRIRIZHAYTES (2)

Q =0

ssl_server name: J@Id TLSTH{HSNI(Server Name Indication)3KENZIAYIIRSS 1842
ssl_client i dn:{&K¥ERFC22533KENEEHissuer dnfSE , 40 : CN=...,0=...L=....C=...

= 74

il -
7 H
¥ =HU

=7

——

« ssl client s_dn: ff¥ERFC22533KEVEIEBsubject dnfSE , 540 : CN=...,0U=...,0=...,L=...,ST=
nts—dntesaey B . .
- EPBBXEE

K
[ )

ssl_client_v_end: IR[EIZ FimiEBAITHARTE] , HI40Dec 1 11:56:11 2028 GMT

ssl_client v_remain: IREIREZ/DREZFimIEBIIH , FIg0EXS _EERIss] client v_endE{E/93649
ssl_client v_start: ZPimuEBAYA HER , Hla0Dec 4 11:56:11 2018 GMT

- EEEWE

ssl_client_serial: 1X[A]

Gz FEFimIEBRIFESS | HIa08BE947674841BD44

NN
Rl

I -

— =1 ~al=l
ssl_session_id: EEEIERZHsessionid

« ssl client verify: QNEREGUFLIMAFAILED:[RE , MRS BKWUEIES

TZINONE , JGiERIANIISUCCESS
ssl_session_reused: #1ERsessionf¥E A ( S sessionfZfF ) N Ar , BNA.
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HTTPS

nginx{Ef3stream Y Z X At

I8HYstream ssl modulef&iR
BEATTLSHMY

HTTP

EirsiRSS




SSL_PREREAD}EIR Q e

- 1R
stream_ssl_preread module , {§8F--with-stream_ssl preread _module/3 FAtELR
- IfJgE
« BITTRETILSIERHER | IIZEES U IHEEE R
- RIS
$ssl preread protocol

© BPUESIFHTLSIRAFESHRA , HIIITLSvI.3
$ssl preread server name
*  MSNIFRZREXZIRYARSS 8Riak2
$ssl preread alpn protocols
BT ALPNAERENEINE FimE I EERRINMY , FIaNh2,http/1.1



stream S HRAMEBE RIS 7NN ER O mEaia




prereadBRiER : ssl_prereadfRiR W =i

Syntax: preread buffer size size;
Default: preread buffer size 16k;
Context: stream, server

Syntax: preread_timeout timeout;
Default: preread timeout 30s;
Context: stream, server

Syntax: ssl preread on | off;
Default: ssl preread off;

Context: stream, server



STREAM SSL. PREREADASHERSCEE O i

B i

HTTPS

(Eﬂzstream_ssl _preread_moduletZIRFEVERY
UEPAEE |, 155 ErAOiRSS

HTTPS




RE{CEEstream proxyfRIR

- 1RIR
« ngx stream proxy module , ERIATENginx#

- INEE
o RMETCP/UDPIMYAI/AE
o X5 EEANEREERTLS/SSLMY
« X5 EiFANEREERproxy protocol Y

Q iz=atial



proxyl&bad b FisaOBRIEIES

BRESEEN_Eihr AR S5 &SRR E
Syntax: proxy download rate rate;
Default:  proxy download rate O;

Context:  stream, server

PRENEENE FPindUERERE

Syntax: proxy upload rate rate;
Default: proxy upload rate 0;
Context: stream, server

proxy_upload_rate

Q 1w

proxy download rate

EirsiRSS




streamRECIEIES
 |streamRmiE | hupRARE

eRE L
ERGIE L

1Z(ERIBI I E IR Lihs &z,
T TR R PR K

&% LihFiERTadIe
TCPEIE{ERproxy_protocolfi¥
thSERISE I Lins

S EiriERd

SEIR ERF RN EN
1ZEEN N RLEE AT HTR)
RiEiFRiERIAIE

(I TCPkeepalive

Proxy_pass

proxy_bind
proxy_ buffer size

proxy_connect timeout

proxy_protocol

proxy_ next upstream

proxy_next upstream_timeout

proxy next upstream_tries

proxy timeout

proxy timeout

proxy socket keepalive

Proxy_pass

proxy_bind
proxy_buffer size

proxy_connect timeout

proxy_ next upstream

proxy_next upstream_timeout

proxy next upstream_tries

proxy_read timeout

proxy send timeout

proxy_socket keepalive

) FE0a]
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m Q HEs A
stream ssIf§ S Shttp proxytRIRITARR ¢ P
e wme

=X LirF{ERss1 proxy_ssl

feEMRSRIEH proxy_ssl certificate proxy_ssl certificate
feEMRSEIEHTAH proxy_ssl_certificate_key proxy_ssl_certificate_key
EEZ2EM proxy_ssl_ciphers proxy_ssl_ciphers
HEERFIERH#CRL proxy_ssl crl proxy_ssl crl

IEEIZ IS EREB %S
TR B EEHEERE Y
IRERFEMREAIHNY
(EESNIERZE LifF
EEERMSSLERE

IGIE EihFBRSSAOIE
ERIGIE EiFIRSANIES
IREISIEEBHERYRE

proxy_ssl name

proxy_ssl password file

proxy_ssl protocols

proxy_ssl_server_name

proxy_ssl session_reuse

proxy_ssl trusted certificate

proxy_ssl verify

proxy_ssl verify depth

proxy_ssl name

proxy_ssl password file

proxy_ssl protocols

proxy_ssl_server_name

proxy_ssl session_reuse

proxy_ssl_trusted certificate

proxy_ssl verify

proxy_ssl verify depth
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proxy protocol{f}i¥ Q tEhta

* vI{/HY
* PROXY TCP4 202.112.144.236 10.210.12.10 5678 80\r\n
« PROXY TCP6 2001:da8:205::100 2400:89¢0:2110:1::21
6324 80\r\n
« PROXY UKNOWN\r\n

* v2{IhY 1
« 2FPER : \r\n\r\n\0\r\nQUIT\n
o 41&1%@3{#&2’:% ) } typedefhstruct { N
N _ —_ . u_char signature[12];
® 411[@% . O%/__RLOCAL , liemPROXY P ngmx{ﬂﬁ}% u_char vegsion_command;
PROXY u_char family_transport;
N R — — u_char len[2];
° 41¥i’¢',il|:ﬁ§_€ : I?E/_FIP\E ' 2§ETIPX6 } ngx_proxy_protocol header_t;
« MERENY : 13R7RTCP , 23R7"UDP , nginx{¥3ZFF
TCPHMY

« 2FHHBHHEE



stream proxy{RIRIELk

HTTP

proxy protocol

HTTP
proxy protocol

g

httpt&RiR
~ listen proxy protocol

HTTP

HTTP
proxy protocol

Q iz=atial

PN =T

proxy_protocol on;

httpt&iR
listen proxy protocol
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Q iz=atial

UDPRIFE

« IBE—IRZiEsessionFEREZ NE FPimiZUEIZ MR M5 Rsession,  ( 1.15.73FF3EMA )
o (NEEERIASIEFaccessHE
o BA—MSEFR |, nginxfFRAE—ImOER LIRS
o RENOFRTARE , ®riakElaicRaccessHE

Syntax: proxy_requests number;
Default: proxy_requests 0;
Context: stream, server

o IBENMN—MEKIRI , LR[BS/ DAMEAIRIE,
«  BSproxy_timeout’FSHERA |, =% LFRZ EEARIH
Syntax: proxy responses number;

Default; —

Context: stream, server



E(ETPibLE Q izESai

* proxy_protocol{f}i¥

- (ERPIRY
- TR
- (EBUPHRIIRYIRBIE
- IEHESEHAN
- BE
- IPHEUEEE | EHnginxd& & EiFRBIRIHR L8 Fim ( TCP/UDP )
- DSR : EFEZARXIRIEEFin ({XUDP )



IPIHBILSB(EREE

2P IPHBUERA

i)ﬁiﬁ-liﬂ: A N ]
& JEMIE : B
Sl : B SR : A
! W
BER S - IPHEHER
IR CRIMR S FE
N B A Inginx KT
B : B->A |
Bttt : C EkRtE : A
Ve ™
KB 9B
IMERSE - IPHEHEEC

Eirs RS iz

) FE0a]



PSS Q iz=atial

* proxy bind $remote addr transparent;

o BT LIRS FTEEN LRI AInginx FrEFEA:

# route del default gw 10.0.2.2 ( [RFJKIP )
# route add default gw 172.16.0.1 ( NginxFR{EEHLAIIP )

« ETnginxFRIEEA LAIESEHANIN |, (FEBEIRB LRy, BiRPRE P i PRIRIEE Anginx

# ip rule add fwmark 1 lookup 100

# ip route add local 0.0.0.0/0 dev lo table 100

# iptables -t mangle -A PREROUTING -p tcp -s 172.16.0.0/28 --sport 80 -j MARK
--set-xmark 0x1/0xffffffff



DSREZEFREE (1)

2P IPHBUERA

JRRELE : A
Bfrttdt - B

JRELE - B
B#xibdt - A

BIERS « IPHEBHEREC
Eirs RS iz

! W
BEZRSE ; IPHENEEB
iEHE A CRIIR S &

N MRt OBEEE &
JRHEIE : B->A JEMEAE ; C

(TRimE2 ) Binttit - A

Slinch e ™\

K< 9B

) FE0a]



DSREERERE (2) O RS

Fim : IPHBUFZEA

g
it
I

JRRELE : A
Bfrttdt - B

EEAS - IPHBIEEB
\_ Y, BfRteir : A

IRHEHE - C->B

JEEIE - B->A
( TRwmMEE )
Slinch e ™\

BIERS « IPHEBHEREC
L Eirs RS iz y




) F= ]

DSR LIRS EiERZEFinkLl e

- RIfLhRipiEE | B LIRS EESRMRESEFin

* Jlproxy responses 0

* proxy bind $remote addr:$remote port transparent;

- & LFRSEARAMITMip , WA Enginx e A
« E LIRS AN BRI

e #route add default gw nginx-ip-address

« RIFRFRFE RIpIRN

* # sysctl -w net.ipv4.ip forward=1

* B RATIE SR JInginx R AL AYBLE

# tc qdisc add dev eth® root handle 10: htb

# tc filter add dev eth® parent 10: protocol ip prio 10 u32 match ip src 172.16.0.11
match ip sport 53 action nat egress 172.16.0.11 192.168.99.10

# tc filter add dev eth® parent 10: protocol ip prio 10 u32 match ip src 172.16.0.12
match ip sport 53 action nat egress 172.16.0.12 192.168.99.10

# tc filter add dev eth@ parent 10: protocol ip prio 10 u32 match ip src 172.16.0.13
match ip sport 53 action nat egress 172.16.0.13 192.168.99.10
# tc filter add dev eth@® parent 10: protocol ip prio 10 u32 match ip src 172.16.0.14
match ip sport 53 action nat egress 172.16.0.14 192.168.99.10

- e
« nginxfGUARZR LRSS EEEIE
- REGYERIRSZIR
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